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COMPUTER CRIME

INTRODUCTION

In an unprecedented joint project, the State Comm ssion of
| nvestigation (hereinafter “Conm ssion” or “SCI”) and then-Attorney
General Peter G Verniero held three days of public hearings on
conputer crine on February 23, 24 and 25, 1999. The hearings, with
nore than 30 expert w tnesses, capped extensive inquiries by the
Comm ssion and the Attorney Ceneral’s O fice, headed since June 1999
by Attorney CGeneral John J. Farmer, Jr. They underscored the need for
| aw enforcenent at all levels to coordinate efforts to control the
“dark side” of the conputer revolution. This includes prosecuting
hi gh-tech conduct offending crimnal |aws, pursuing civil renmedies for
onl i ne wongdoi ng, and hel ping adults and children to protect
t hensel ves i n cyberspace.

Comput er technol ogy and communi cati on confer obvi ous advant ages
on busi nesses, governnents, schools and individuals. Wth nom nal
resources, people and institutions can, via conputers, |eap state and
nati onal boundaries to explore vast stores of infornmation and benefit
from i nnunerabl e conmerci al opportunities. However, Conm ssion Chair
Leslie Z. Celentano cautioned in her public hearing opening remarks
that “[as] on any frontier, ..predatory elenents seek to take
advant age of those reaching for new opportunities.” Wth proper
saf eguards, adults and children should be able to enjoy and profit
from cyberspace —sonetines called the “digital highway” or the
“information superhi ghway” —w thout falling prey to scheners,
predators and intruders.

According to the U S. Departnment of Commerce, 40 percent of
Aneri can househol ds owned personal conputers at the end of 1998. A
quarter of those had access to the Internet, a global group of
i nt erconnect ed conput er networks, comruni cations equi pnent and
software. The Internet furnishes nearly 200 mllion worldw de users
access to neasureless riches of information and services. According to
Forrester Research, Inc., which tracks Internet commerce, total U S

busi ness trade on the Internet reached $43 billion in 1998 and is
projected to rise to $1.4 trillion in 2004. Spending on Internet
auction sites alone totaled $1.4 billion in 1998 and is predicted to

grow to $19 billion by 2003.

Wi | e each of the networks that nake up the Internet is owned by
a public or private organi zation, no single organization or government
owns or controls the Internet. Oiginally created to further defense,
scientific and academ c endeavors, the Internet, which also affords



users the ability to communicate via electronic mail (“e-mail”), grew
slowy but steadily until 1994. At that time, the Wrld Wde Wb (“the
Web”), the graphical user interface to the Internet, was introduced.

The Web pronpted extraordinary growmh in both the size and the
use of the Internet. Once limted to mlitary and educati onal
undert aki ngs, the Web has expanded to becone an integral and even
essential part of vast nunbers of businesses and households. It
consists of mllions of electronic “storefronts,” or repositories,
call ed Wb sites. Businesses, organizations, governnment agencies and
i ndividuals set up Wb sites, which may be a conbi nation of text,
graphics, still pictures, videos and sounds. Each Wb site has an
Internet address called a uniformresource |ocator (URL).

When it becane clear that they could facilitate business-to-
busi ness and consuner-t o-busi ness el ectronic comrerce (“e-conmerce”),
the Internet and the Wb rocketed to i nportance in the econony. Online
busi nesses now abound, and credit card purchases over the Internet
occur 24-hours-a-day.

Befitting the vastness of cyberspace, which includes the
Internet, computer-related crinmes inpacting New Jersey are varied and
extensive. Child pornographers and pedophiles entice and exploit
children via the Internet. Extrem sts and hate groups take advant age
of high technology to rend society and foster bias-related crine.
Unscrupul ous individuals intrude upon supposedly secure conputers and
dat abases rel easi ng catastrophic conputer viruses and engaging in
i ndustrial espionage. Swindlers in cyberspace undernm ne confidence in
e-comerce. Wth the aid of fly-by-night Wb sites, identity thieves
gl ean personal information in order to enrich thenselves at the
expense of their victins’ creditworthiness and reputations.

Unregul ated I nternet ganbling operations dupe the unwary. Lastly, high
technol ogy helps crimnals foil |aw enforcenent’s efforts to detect
and prosecute a host of traditional crines.

Apart fromthe breadth of potential m sconduct, the unique nature
of the Internet presents challenges not evident in the traditional |aw
enforcenment mlieu. Enforcers nust overcone problens involving
jurisdiction, evidence access and preservation, applicability of
current laws, vulnerability of a virtually unlimted victimpool, and
practical obstacles to the identification of perpetrators.

The Attorney Ceneral’s Internet Working Goup was established in

1997 and charged with coordinating the extensive high-technol ogy
resources of the Departnent of Law and Public Safety in order to
enhance the ability of the State’s | aw enforcenment comunity to
address Internet and advanced technol ogy i ssues. The Internet Working
Goup neets nonthly to design strategies for handling conputer-rel ated
public safety issues, including: child endangernent, threats and

stal king, bias crinmes, identity theft, online gam ng, sale of drugs



and other illegal products, Consumer Fraud Act violations and
discrimnatory practices. The Internet Wirking G oup al so advi ses the
Attorney General on matters concerning Internet |egislation and
policy. Training is another inportant focus of the Internet Wrking

G oup. Through the Departnent’s divisions, the Internet Wrking G oup
ensures that |aw enforcenent agencies throughout the State are advi sed
of energing high technology crimes and trained in nethods to

i nvestigate and prosecute these crines.

The Internet Woirking Goup is in the process of constructing a
Wb site that will provide information to the public about safe
conmputing practices and the proper methods for reporting high
technol ogy crimes. The Wb site will integrate information froma
vari ety of sources, to provide a single resource where individuals and
education, civic and business groups can keep abreast of devel opi ng
conmputer crine issues.

If an enmergency or conplex crimnal matter requires it, the
Working Group can coordinate the State’' s response. The Conputer
Anal ysis and Technology Unit (CATU) in the Division of Crimnal
Justice, the Hi gh Technology Crine and Investigations Support Unit
(HTC&I SU) in the Division of State Police, prosecutors’ office
personnel specializing in conputer crinme control, and the E-Comrerce
I nvestigative Unit in the Division of Consuner Affairs are directly
involved in the effort. The Statew de Conputer Crinme Task Force
utilizes the conbi ned assets of the HTC& SU and the CATU. It includes
representatives of federal |aw enforcenent as well as county
prosecutors’ offices and nunicipal police departnents. The task force
is designing and inplementing a training programfor deputy attorneys
general and assistant prosecutors in the area of conputers, conputer
forensics, the Internet and the | egal issues associated with the
i nvestigation, presentation and adm ssibility of digital and
el ectroni c evidence. The task force is proactive in disrupting
conputer crine activities within the New Jersey area by identifying,
i nvestigating, arresting and prosecuting individuals responsible for
violating the crimnal statutes.

Al t hough we conclude this report with several reconmendations to
strengthen society’s ability to fight conputer-related crine, no
anount of | aw enforcenent can safeguard conputer users better than
their infornmed precautions. Therefore, the report conprehensively
details | essons learned during the joint project and refers readers to
many hel pful institutions, prograns and individuals. In this way, we
expect to assist citizens, as well as their public officials.

This report contains a variety of links to Wb sites and
references to resources avail able through governnent, nonprofit and
comercial entities. Hypertext links are available in the copy of the
report found at the Comm ssion’s Wb site (ww.state.nj.us/sci). The
| i nks and references are provided solely for informational purposes.
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Their inclusion does not constitute endorsenent. References to
testinmony in the report pertain to witnesses testifying at the
February 1999 public hearing.

CHILDREN IN JEOPARDY

THE PROBLEM

It has been estimated that 1135 mllion children in the United
States are currently online. Industry experts estimte that the nunber
Wil rise to 45 mllion by the year 2002. Through U ban League
comunity centers, free public libraries, Newark’s MI I ennium Project
and |ike progranms, poor children will achieve online experience
conparabl e to those whose fam lies can afford conputers at honme. More
and nore “latchkey kids” in enpty houses or participants in after
school progranms will shun passive television and gravitate toward the
Internet, where they can interact with other children and adults.

Chil dren use cyberspace to talk with friends, conplete homework
assignnments, and expl ore nuseuns, |ibraries and universities. Wile
providing alnost limtless opportunities to learn, this “information
age” has exposed children to supercharged versions of the old threats
of child nolestation and child pornography. Child nolesters and
por nographers take full advantage of Internet service providers
(I'SPs), Internet relay chat (I RC) (hundreds of thousands of electronic
“chat roonms” where users can “talk” to others by typing on their
keyboards), and the Usenet (tens of thousands of bulletin board-style
di scussi on groups, often called “newsgroups”). These provide to such
predat ors abundant hunting grounds in which to find young victins.

Mor eover, at nom nal expense, and regardl ess of where they reside in
the world, they can, and do, readily view and trade or sell pictures
and novi es of young or very young children being sexually nol ested by
adults, snuff erotica (real nurder done for sexual arousal),
bestiality and the Ilike.

| RC channels are simlar to the chat roons offered by |ISPs, such
as Anerica Online, but they are not proprietary and thus not subject
to any policing mechanisnms | SPs often have in place. |IRC channels are
accessi ble to anyone with an Internet connection and the necessary
free software (“shareware”). The users of these channels can
comunicate in “real-tine”; that is, they are able to type nessages
that are seen by others instantly. They may convey their nessages to
all of the other users on the channel, or they may communicate
privately one-to-one. They al so may send and receive contraband files,
such as videos or photographs.



One significant difference between | RC channels and | SP chat
roonms is that subscribers to the |atter have uni que and traceabl e
screen nanmes assigned to them |RC channel users can assunme any Screen
nane they want and change it at any tine. This makes identifying and
tracking IRC users nore difficult, but not inpossible.

Wi | e newsgroups on the Usenet are great sources of information
on virtually any subject, they are, unfortunately, used by sone as a
medi um for distributing child pornography and for advertising services
involving the exploitation of children. Users’ nessages are stored and
made avail able for many other people to read. A user may access and
read all of the nessages ot her people have posted. Contrary to common
m sconception, individuals who post illegal material to the Usenet
di scussi on groups may i ndeed be traced, arrested and convicted. People
who downl oad child pornography from newsgroups nmay be traced, but not
as easily as those who post such material. Sone system adm nistrators
occasionally notice the downl oading of files with unusual nanes and
notify | aw enforcenent.

Some | SPs nmerely give their custonmers access to the Internet.
QO hers are also online service providers that nake services, such as
“chat” areas, available to their nmenbers only. These “roons” are
created by the I SPs nenbers thenselves and cater to their private
interests, which sonetinmes extend to child erotica. Al though the terns
of service (TOS) between | SPs and their custoners often prohibit
vul gar and sexually explicit roomand screen nanes, such roons
flourish. Established |ISPs, such as Anerica Online, enploy nmany
techni ques to enforce their TOSs, including account term nation for
accunmul ated violations. Currently, however, only a very snal
percentage of the child pornographers reported to | SP authorities have
their accounts term nated. Even those who are term nated can switch to
other 1SPs. Their activities are not curtailed significantly until
they are reported to capable, well-staffed | aw enforcenent agencies
that cooperate with one another across jurisdictional boundari es.

Producers, purveyors and consumers of child pornography cause
great harmto children. As many as 70% of convicted child nolesters
al so collect child pornography. Since the advent of video technol ogy
and digital photography, copious illicit imges my be traded or sold
i nst ant aneously. Moreover, digital inmages do not |ose quality through
copyi ng. Thus, enornous quantities of high-grade child smut are
avai l abl e for rapid and w despread distribution.

So-cal l ed “cyber-stal kers” or “travel ers” are nothing nore than
child nolesters seeking to have sex with the children they contact
online. Eugene J. (Gene) Winschenk, former Director of the United
States Custons Service's CyberSnuggling Center, has reported that 75%
of registered sex offenders routinely “surf” the Internet. Children
exploited and victim zed by cyber-stalkers often join the woeful ranks
of the m ssing or abduct ed.



Chil d sexual abusers are rapidly turning the Internet and
commercial online services into red-light districts, where they can
di stribute vast quantities of pornography —often depicting bondage
and other fornms of violence, including nmurder —and organize with
| i ke- m nded individuals. The Internet gives child nolesters and
por nogr aphers unprecedented opportunities to target and recruit new
victinms. It allows sexual predators to stalk juvenile victins
anonynously fromthe confort of their hones.

The Internet provides child nolesters with a cloak of secrecy.
Known solely by their conputer code nanes, they pretend to be the sane
age as their victins. Parents, who would hustle their children away
from such people at a playground, sonetines learn after it is too |late
that they have been their children’s “bedroom buddi es” via hone
conputers. Predators can stalk children in their hones, schools and
|l i braries wthout having to appear physically at those places. In this
way, |Internet-based child sexual exploitation can be a “silent” crine.
Parents often first |learn of such activity when a child tells of
nol estati on or di sappears.

M . Weinschenk described a distressing scenari o:

The exanple that | always like to use is ...alittle 10 or 11-
year-old boy will cone in [to a chat room and say, “My nom she
won't let me get a Sony Play Station.” The predator sits there
and nakes these notes. He'll wait awhile, try to figure out where
the child is. The kids will say what school they go to, what town
—eventually it wll all conme out.

If I"’mthe predator, if I'’m54-year-old CGene, I'll go back in as
11-year-old Tomry and I’ say, “You know what, nmy nomwon't | et
me buy it either.” And 1l-year-old Tommy will say, “l have an
Uncle Gene, and he’s going to take ne out Saturday to the mal
and buy ne a Play Station because he thinks |I should have one.
He' Il buy one for you too. Way don’'t you nmeet us at the mall.”
They’ re on their way.

They show up at the mall ...in front of Toys-R-Us. “Hey, |’ m Gene.
Tomry is down in the store, you know, over in Macy’'s sonewhere.
He said for me to buy this for you” and go in and buy himthe
Play Station. They' Il go in the car .. [Fifty-four] bucks or

what ever the Play Station [cost] and he's got the child. Wether
or not the child is ever seen again, that’s another story.

The anonymity of Internet conmunications can work to the
advant age of |aw enforcers as well as predators. Atrafficker in child
por nography, for exanple, could think he is talking to a child when he
really is talking to a detective. But sophisticated traffickers
counter such operations by screeni ng out undercover detectives



pretendi ng to be pornography dealers. Such traffickers insist that
their contacts forward child pornography before replying with their
own material. Since authorities will not release illicit inmages into
cyberspace, sophisticated traffickers can fend off undercover sting
oper ati ons.

Wul d-be nol esters also bide their tine to foil investigators.
They may nonitor a “kids-only” chat room not saying anything that
woul d get theminto trouble. They then select certain children for a
“buddy list,” which reveal s when desi gnated individuals are online.
Later, when an intended victimgoes online, the predator can send her
a direct instant nessage that bypasses e-mail. Thus, even parents
overseeing a child' s e-mail nmay not be aware of dangerous
conmuni cati on

National statistics on Internet sex crinmes are scarce, but
officials believe such crines are nunerous and increasing. The Justice
Depart ment cannot say how many crinmes agai nst children occur over the
I nt ernet because it does not break out those figures from overal
statistics. However, the nunber of all child pornography cases filed
in federal court increased by 129%in 1996. WIIliam Megary, then-
Speci al Agent in Charge of the FBI's Newark Division, testified, “I
can say with certainty that the nunber of predators that are out there
clearly exceeds the ability of |aw enforcenment to address them
wi t hout question.” The Crine Control Digest reported in August 1999
that since January 1998 the U S. Custons Service, the U S. Postal
| nspection Service and the FBI had nade over 460 arrests involving the
exchange of child pornography on the Internet.

M. Weinschenk testified that child pornography, traditionally
restricted to bartering, is rapidly becom ng a “very profitable”
cottage industry. He cited a Custons Service arrest about two years
ago “where people were nmaki ng $25,000 a day showi ng CD- ROMs of child
por nography.” In May 1999, U.S. Custons Conm ssioner Raynond Kelly
reported that 95% of child pornography that cones into the United
States from abroad now arrives via the Internet.

On Septenber 1, 1998, in a stunning exanple of what can be
achi eved by worl dwi de | aw enforcenment cooperation, authorities
coordinated raids targeting 180 chil d-pornography traders in 14
countries. The raids, assisted by the CyberSnuggling Center, resulted
in nmore than 40 arrests. Four of the original 14 arrested in the
United States comrtted suicide. The rest were prosecuted in federal
court. Authorities had targeted "wOnderl and,"” the | argest, nost
sophi sticated online child pornography ring yet discovered. The
project was called "Operation Cheshire Cat" in the United States and
"Operation Cathedral™ in the United Kingdom The nenbers of wOnderl and
i ncluded a resident of West Orange, New Jersey. Three United States
menbers were wonen. In order to be admtted to the club, a prospective



menber had to have at |east 10,000 pornographic i mges of children on
his or her conputer

WOnder | and existed in Internet relay chat, where people can
comuni cat e and exchange fil es anonynously. For |ess than $100 per
nont h, wOnder| and nenbers coul d buy access to the club. They then
could go online, enter a private chat room and agree to exchange
phot os. The photos were encrypted with codes fromthe fornmer Soviet
KGB to prevent outsiders fromgaining access to them To join the
cl ub, potential nenbers needed current nmenbers to vouch for them

On Cctober 28, 1998, 13 people and 2 Internet service providers
were arrested for involvenent with a group called Pedo University.
Participants on three continents called thenselves "faculty nenbers”
and, in newsgroups, swapped images of children having sex. One of
those arrested was a 67-year-ol d Bridgewater, New Jersey, man calling
hi nsel f " MRPERFECT" and using the conputer screen nanme "l ovable." He
was arrested on state charges of endangering the welfare of a child.

M. Megary related a recent case involving two of fenders who were
arrested after nolesting a 12-year-old boy:

Wien a federal search warrant was executed at the suspects’

resi dence, investigators found four conputer systens, one |aptop
conputer, a network server, four printers, a CD-ROMrecording
system a digital camera and two video cantorders. More than

1, 700 conmputer diskettes and recordable CD- ROV were al so
recovered, as well as a nunber of used conputer hard drives,

vi deocassettes, and nunerous printed photographs. It was

determ ned that the subjects were videotaping their victins,
converting the inmages to CD-ROMS, and distributing themon the

| nternet.

A notorious New Jersey case illustrates the catastrophic
consequences that can flow frominternet child sexual exploitation
Last year, a teenager pled guilty to the Septenber 27, 1997 sl aying of
11-year-ol d Eddi e Werner, who had been selling candy door-to-door in
central New Jersey for a school fund-raiser. At the tinme of the
killing, the victinms slayer was 15 years old. A 45-year-old Long
Island man pled guilty on July 22, 1999 to sexually nolesting the
young killer in New Jersey after neeting the then-14-year-old in an
I nternet chat roomin 1996.

State and | ocal authorities continue to uncover instances of
adults using the Internet to set up sexual encounters with children.
In January 2000, four New Jersey nmen were arrested for allegedly
arrangi ng such neetings with 13-year-old boys and girls. The “victins”
were part of a sting set up by | aw enforcenent officials from Ccean
and Monnmout h counties, the State Police and the Wall and Dover



Townshi p police departnents. The officials responded to a parent’s
conplaint that an adult had propositioned her mnor son online.

The Internet also facilitates child sex tourism which is
arranged by certain m screant travel agencies. The resulting
seductions and assaults are recorded digitally, and i mages are shared
W th other sexual predators worldw de. M. Winschenk testified,
“There are whol e groups that are dedicated to having sex with children
or trading pictures or images of sex with children under three, under
five.” In recent years, sone 25 countries, including the United
States, France and CGermany, have adopted |laws all ow ng prosecution in
their hone countries of people accused of having sex with mnors
abr oad.

THE MAKING OF PREDATORS: CYBERSPACE HELPS PEDOPHILES ACT OUT THEIR
PERVERSION

Not all persons with pedophilia are child nolesters, but the ones
who are al nost always col |l ect child pornography. Many pedophiles are
| aw abi ding citizens who have a sexual attraction towards children but
control their desires and lead nornmal |ives. Qthers act on their
i mpul ses, with devastating consequences for the children they
encount er .

Aut horities nmust wait for pedophiles to act before they can
isolate them from society. Experts report that the average chil d-
nol esti ng pedophil e abuses 35 children before getting caught. Mny
conmpul sively and systematically save collected child pornography to
val idate their actions, or as nenentos and souvenirs. \Wen sharing
these treasured keepsakes, they gain strong reinforcenent fromlike-
m nded persons.

The North American Man/ Boy Love Associ ation (NAMBLA), established
in Boston in 1978, advocates abolishing the age of consent in sexual
relations. Its nmenbers contend that it is not wong for adults to have
sex with children. Indeed, NAMBLA nenbers profess that when they
cajole children into sex, they enrich the youngsters’ |ives.

Active pedophiles attenpt to project a benign image to their
victinms. They try to separate children fromadults who m ght protect
them They ask the children to recruit others and advise themnot to
tell their parents about any comunication or rendezvous. They use
por nography to I ower children’s inhibitions and to blackmail theminto
keepi ng silent about the abuse.

The Internet allows child sexual predators to validate each
ot her’ s degenerate behavi or in pedophilia chat roonms and Wb sites.
Parry Aftab, Executive Director of Cyber Angels and a New Jersey
| awyer, testified that her organi zation and Saf eguarding Qur Children



—United Mothers (SOC-UM docunented 17,000 Wb sites on the Internet
devoted to child pornography and pedophilia. By May 14, 1999, the
nunber had junped to 21,317, an increase of nore than 4,300 sites —
nore than 25 percent in |ess than four nonths. The Pedophile

Li beration Front (PLF) encourages the creation of Wb sites devoted to
sex between adults and children, and it wants children to have access
to them The National Center for Mssing and Exploited Children
estimates that there are about 10,000 Wb sites naintai ned by conputer
pedophi | es.

However many such sites exist, they are |like drops in the huge
ocean that is the World Wde Wb. In a July 1999 report, conputer
scientists at the NEC Research Institute in Princeton cal cul ated that
there were sone 800 million pages on the Wb as of February 1999, nore
t han double the 320 mllion pages they reported in Decenber 1997.

Conmput er pedophiles (typically white, mddle or upper class
mal es, age 25 to 45) extol the virtues of sex with children and
provi de neophytes with child pornography. This psychol ogi cal
val i dati on | eads budding child nolesters to believe that they are not
strange or different after all and that it is society, with its |aws
declaring sex with children and child pornography to be crimnal, that
is wong. They then continue the dowmward spiral into child
exploitation, typically beginning by trading child pornography,
progressing to sexually explicit online conversations with children,
and eventual ly seeking child victins online for sex.

Comput er pedophi | es share nmet hods and neans by which to reduce a
child s inhibitions and facilitate seduction. Ms. Aftab testified:

What they' re doing is teaching each other howto do it better so

that when a child says, “It’s okay to say no,” because that’s
what we’ve told our children, they say, “Wen a child says to
you, ‘It’s okay to say no,’” this is your response,” and they
script out responses to get into the child s trust. ...[Children]

are not afraid of other children, not taught to be, so pedophiles
cone [online] pretending they' re another child until they earn
the trust of this child, and then they becone a little bit ol der
and a little bit older, and they neet them before they explain
their true age or not.

Some aut horities believe that the problemis too vast for

I nternet service providers to control, no matter how hard they m ght
try to elimnate such sites. Anerica Online, for exanple, has 20, 000
chat roons every night. So far, its own cyber-patrols —and even a
conput er systemthat nonitors sone roons —have not prevented child
por nography from being traded. Bounced from one room conputer-savvy
pedophi | es quickly create another and trade illicit inmages fearlessly.
They have been known to hide their identities behind phony accounts
financed with stolen credit cards or to use European e-mail systens
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providing false identification nunbers. Online, they trade information
about encrypted prograns and ot her ways to escape detection.

NO EASY SOLUTIONS

There are no sinple solutions to resolve the twin problens of
chi |l d pornography and nol estation facilitated by conputers. Rather,
| aw enf orcenment agencies at all levels, school and |ibrary systens,
private hel p organi zations, software and |Internet businesses, and
concerned parents nust join forces to decrease the risks to children.
Legal solutions should be inplenented, provided they do not curtai
the i nmense capability of the Internet to conmunicate and informfor
| egitimate purposes.

Consi deration is being given as to whether |egislation should be
proposed to amend N.J.S.A. 2C.7-1to -6 to require that the
informati on Megan’s Law regi strants provide (and update) in the
registration formal so should include all e-nmail addresses the
regi strants use and any Wb sites they own or operate. Such a neasure
woul d better enable the State Police to nonitor the Internet
activities of these individuals in order to ensure that they are not
using the Wb to dissem nate child pornography, to lure mnors, or for
other illicit purposes.

The Internet neither knows territorial boundaries nor recognizes
any nation’s sovereignty. Effective | aw enforcenent occurs only when
officials shed turf consciousness and coordinate at all |evels.

PARENTAL SUPERVISION

Most of the material on the Internet is not harnful to children.
In fact, much of it is beneficial, fun and educational. No | egal or
t echnol ogi cal panacea can prevent children from gai ning access to
corrupting material on the Internet w thout sinultaneously depriving
themof this enriching material. In the absence of fool proof screening
nmeasures, experts agree that parental supervision and an ongoi ng
parent-child dialogue is key to having the Internet work for, not
against, a child.

Parents should not all ow young children to have unsupervi sed
access to the Internet. They should instruct a child never to give out
his or her full nane, e-nail address, telephone nunber or hone address
to anyone net on the Internet. Friends in chat groups should receive
simlar instructions. Tinme on the Internet should be Iimted. Parents
shoul d explicitly tell their children never to arrange a face-to-face
meeting wth another conputer user, even if it is another child,

Wi t hout parental perm ssion.
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Parents shoul d encourage their children to report suggestive,
obscene, or threatening e-mail or bulletin board nessages. If a
student uses a Wb site to threaten violence toward his cl assnat es,
they may report it confidentially to the Executive Director of Cyber
Angel s, Parry Aftab, by clicking on KIDReportline at
www. cyber angel s. or g.

It should be noted that the departnents of Law and Public Safety
and Education have taken a nunber of steps to protect children from
hate crinmes, which have the capacity to disrupt the educationa
environment, to inflame tensions, to cause enotional harm and to
presage outbursts of violence. The Attorney Ceneral’s Education-Law
Enf or cenent Working G oup recently revised the “Uniform Statew de
Menor andum of Agreenent Bet ween Educati on and Law Enf or cenent
Oficials” to deal specifically with hate crinmes and bias-related acts
comm tted by or against school -aged children. The Menorandum of
Agreement, which all school districts are required to adopt and
i npl enent pursuant to regul ations promul gated by the State Board of
Education, spells out the procedures that school officials nust follow
in reporting hate crinmes and bias-related acts (acts that are not
crimnal but that nonethel ess are notivated by racial, gender,
disability, religious, sexual orientation or ethnic prejudice and that
have a potential to cause injury or provoke violent retaliation). The
Menor andum of Agreenent recogni zes that a pronpt, coordinated response
is essential to defuse a potentially volatile situation and to prevent
further physical or enotional injury. The text of the Menorandum of
Agreenment can be found on the Internet at
www, state. nj.us/ Il ps/dcj/index. htm

The Custons Service' s Gene Weinschenk testified:

[S]tep one is to put the conputer in your dining room in your
kitchen, in your den where people are going to go back and forth.
I f you wal k back and forth a nunber of tinmes and see a bl ank
screen, the kids have a “hot button” set up. Wen they hear you
com ng, they hit the hot button, so you may want to take a | ook
at what’s goi ng on.

Ruben Rodriguez, Director of the Exploited Child Unit, National
Center for Mssing and Exploited Children, testified about what a
parent can do:

.. keep telling [parents] the magic bullet basically is you,
parental involvenent, educating your children. The sane things
you tell your children when [they] go out the door —“Cross on
the green; don't talk to strangers” —all those things the parent
does with the children, they forget those things when the child
is home on the conputer.
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Unfortunately, we find that a | ot of parents are conputer phobic.
They’'re still ..thinking, “If I touch it, 1"mgoing to blow up
sonething.” That’s not true. | think it’s better for the child to
teach the parent on a |lot of these issues so the parent can get

i nvol ved, and just put sone fundanmental rules and regul ations on
the child so they understand what their problens are.

Parry Aftab authored A Parents’ Guide to the Internet ...and how
to protect your children in cyberspace (SC Press 1997), a “user-
friendly” book for parents interested in protecting their children
fromonline pitfalls. Excerpts are avail able at ww. cyberangel s. org.
Ms. Aftab has prepared a second Internet safety guide, The Parent’s
Quide to Protecting Your Children in Cyberspace (McGawHi Il 2000), to
repl ace her earlier book.

Ms. Aftab has drafted a contract for parents and children to sign
and then post beside the famly conputer. It delineates a child' s
rights online, and may displace so-called “nmomy hacki ng” —parents
reading their children’s e-mail and spying on their surfing activity —
i n househol ds that have devel oped trust between parents and chil dren.
The contract is available at the Cyber Angels Wb site. Children
agree, anong other things, to keep personal identifying information
secret, to tell their parents about any pictures sonmeone sends to
them to neither buy nor order anything w thout parental perm ssion,
and to seek parents’ approval before calling or neeting anyone
encount ered onli ne.

The federal Departnent of Education has a panphlet entitled
Parents Guide to the Internet (SC Press, Inc., Novenber 1997). The
bookl et is available in English and Spanish on the Departnment’s Wb
site at ww. ed. gov/ pubs/ parents/internet.htm . The gui de gives parents
an introduction to the Internet and suggests how they can allow their
children to benefit fromit while safeguarding themfromits potenti al
hazar ds.

The Children’s Partnership has issued The Parents’ Cuide to the
| nf or mati on Super hi ghway: Rul es and Tools for Fanilies Online (2" Ed.
May 1998), avail able over the Internet at
www. chi | drenspartnershi p.org. The gui de was devel oped in conjunction
with the National PTA and the National Urban League, wth advisors
i ncluding the American Library Association. Child Safety on the
| nformati on H ghway, authored by Lawence J. Magid, is avail able at
www. saf eki ds. confchild safety.htm It was produced jointly by the
Nat i onal Center for Mssing and Exploited Children and the Internet
Al'liance (fornmerly the Interactive Services Association).

Anerica Links Up: A Kids Online Teach-1n, |ocated at
www. net parents.org, is a public awareness and educati on canpai gn
sponsored by a broad coalition of non-profit organi zations, education
groups and corporations concerned with providing children with safe
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and rewardi ng online experiences. CGuides for online privacy are
avai l able fromthe Center for Media Education at ww. cne. org.

BLOCKING, FILTERING AND MONITORING SOFTWARE AND CHILD-FRIENDLY
BROWSERS

Abhorrent online material ranges from pornography to hate
nessages to information about the manufacture of bonbs and
psychotropic drugs. Software that denies access to such material can
hel p parents protect their children fromits inimcal influence. It
especially can help to protect younger children. Parry Aftab testified
that such software is “relatively easy to install, and notw t hstandi ng
what a | ot of people think, the kids really can’t get around it. Wen
you try, it will turn off and put up this big notice in red saying,

‘ Sonebody tried to break into ny systemand go around it.’”

Censoring software has limtations, however, the nobst inportant
being its tendency to lull parents into conplacency. Their children’s
friends’ houses, schools or public libraries nay have conputers that
| ack the software. Meanwhile, censorial software often screens out
information that ol der children may find useful and non-offensive.

Bl ocki ng software prevents access to Wb sites judged to be “bad”
by the software naker. No matter how frequently the |ist of such sites
i s updated, however, the nunber of Wb sites published each day far
exceeds the ability of blocking software creators to review the sites
and categorize them Disturbing sites inevitably will get through.

Filtering software prevents access to sites containing certain
keywords, alone or in context with other keywords. In addition to
separate software, there are filtering features built into the popul ar
Internet browsers (the software used to access the Wrld Wde Wb).
Thus, parents can confine their children’s access to those sites
cont ai ni ng keywords that have been rated appropriate for children. The
bi ggest problemw th using keyword filtering, however, is that
i nnocent sites may be bl ocked. In addition, some Wb site operators
have | earned to circunvent the filtering by m sspelling the keywords
that typically are bl ocked.

Qutgoing filtering software prevents children from sharing
certain information, such as their nanmes, addresses or tel ephone
nunbers. Even the best kids occasionally forget Internet safety rules.
| ndeed, sharing personal information online with strangers nay be far
nore dangerous to children than seeing an i mage of a naked body or
soneone snoking a cigarette. Thus outgoing filters serve as an
i nportant safety val ve.

Monitoring and tracking software allows parents to trace where
their children go online, determ ne how nuch time they spend online,
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and find out how nmuch tinme they spend on the conputer offline —

pl ayi ng ganmes and the |ike. Sone prograns even permt parents to
control what tinmes of day their children can use the conputer. This is
particul arly hel pful when both parents are working outside the hone,
or when a working single parent is trying to control a |latchkey kid' s
activities.

A directory of parental control resources may be found at
wwwv. saf ekids. conmffilters.htm It should be renenbered, however, that
engaged parents or guardians are the ultimate filter. Sone screening,
bl ocki ng or nonitoring products are:

Net Nanny® (www. net nanny. con) from Net Nanny Software
I nternational, Inc.

Cyber Patrol ® (ww. cyberpatrol.conm) from The Learni ng Conpany.

SurfWatch™ (www. surfwat ch. com) from JSB Software Technol ogi es.

CYBERsi tter ™ (www. cybersitter.com) from Solid OCak Software, Inc.

Cyber Snoop™ (www. pear| sw.com) from Pearl Software, Inc. is an
“after the fact” analysis tool that allows parents to view a
record of their child s Internet activity. A click of the
“history” tab, or its equivalent, on a browser tool bar wll
produce a list of links to every site the conputer has visited
recently. Although conputer-savvy youths know how to del ete
incrimnating evidence, progranms such as Cyber Snoop create a
t anper pr oof dat abase.

Bess® (ww. n2h2.con) is an Internet filtering service from N2H2®,
Inc. The firmal so markets Searchopolis, a filtered search engine
and resource site for K-12 students.

I nt ernet Manager ™ www. el ronsof t ware. com) from ELRON Sof t war e,
Inc. tracks, reports, and, if necessary, blocks inappropriate Wb
surfing.

Fool Proof Internet™ (wwv. smartstuff.com from Smart Stuff Software
provi des content filtering, guided activities and browser
control

D sk Tracy™8 (www. di sktracy.con) is a product of WatchSoft, Inc.

One Tough Conput er COP (www. bestal ert. com beaudi etl|/ conputer. ht m
was devel oped by a forner NYPD detective. It permts parents to
determne if their conputers are being used to access offensive
material. It also retrieves deleted files if they have not been
overwitten.
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The Disney/ | nfoseek GO Networ k™ (www. go. com) offers the regul ar
staples of a Wb portal: search engine, free e-mail, yellow
pages, maps and news. It also has GOguardian™ a way to filter
out "adult" content, such as pornography, in Wb searches.

Preference options are available in both | eading Wb browsers:
Net scape Navigator and M crosoft’s Internet Explorer. Child-
friendly browsers, such as KidDesk Internet Safe from Edmark
Educati onal Software, Surf Monkey from Medi aLi ve, and Bandai
Interactive, limt access to all but pre-selected sites.

The AltaVista™search engine offers AV Fam |y Filter at
http://doc. al tavi sta. com hel p/ search/fam |y help.shtm . It
filters objectionable content in partnership with SurfWatch™ 1|t
bl ocks sites pertaining to drugs, alcohol, tobacco, ganbling,
hate-fill ed speech, explicit sex, and violence. Lastly, it
renoves i nappropriate pages reviewed by editors and AltaVista
users.

Bright Mail (www brightmail.com) fromBrightnmail, Inc. is a free
service that screens out unwanted “spanf —unsolicited e-mail. It
routes a consuner’s e-nmail through the conmpany’s conputers, scans
for telltale signs of spam and forwards everything else to the
consuner’s electronic mailbox. It filters out bul k nessages with
sexual or get-rich-quick themes and bl ocks nessages from known
spanmers. The consuner receives a nessage each week listing the
spam nessages found. The service does not yet work with certain

| SPs, nobst notably Anerica Online.

Anerica Online, the ISP used by nore than 22 mllion househol ds,
allows parents to limt incomng e-mail to a finite list of
“approved” correspondents. ACOL al so has built-in settings that
can bar children fromall but full-time-nonitored chat roons and
pre-screened kid-friendly Wb sites.

CHILD-FRIENDLY WEB SITES

New Jer sey Hangout: www. state.nj.us/hangout. The site contains

Internet safety tips and links to child-friendly Wb sites.

Ki ds Page: ww. usdoj . gov/ ki dspage. The U.S. Departnent of Justice

has provided information to guide children of different age groups
safely through the Internet.

Yahool i gans: www. yahool i gans. com

Mamamedi a:  www. mamanedi a. com
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Kid s Wave: www. saf esurf.com ki dswave. htm This site features a
partial list, organized by age-appropriateness, of Wb sites that have
received the SafeSurf ™seal of approval.

Ask Jeeves for Kids: ww. aj ki ds. com

Ki dsC i ck! provides a Wb search for kids by librarians at
http://sunsite. berkel ey. edu/ Ki dsd i ck!.

Anerican Library Association’s Geat Sites for Kids:
wwwv. al a. or g/ par ent spage/ greatsites/amazing. htm. This site |ists 700-
plus Wb sites conpiled by the Children and Technol ogy Conm ttee of
the Association for Library Service to Children, a division of the
Anerican Library Association.

The Boston Conputer Museum maintains a |ist of sites for children
and teens, including various e-zines, at
www. tcm org/ ht ml /i nfo/ educati on/ prograns/interact/kids-list.htm.

Wb Wse Kids™ www. webwi seki ds. org.

Child Lures: www. childlures.com

SCHOOL AND LIBRARY POLICIES

A m nimal nunber of students actively seek inappropriate nateri al
at school. According to Arthur Wlinsky of Barnegat, a consultant for
Sout hern Regi onal Hi gh School District in Manahawkin and an expert in
online safety for school children, schools had nore problens with
i nappropriate use of the Internet back in 1995 when conputers were in
school s but not yet abundant in hones. Students now can access
forbidden sites in their own honmes, or in the hones of their friends.
Therefore, they rely on school conputers |ess for that purpose.

When an incident does take place in a school, inadequate
supervi sion usually accounts for it. School districts nust provide
proper training to their teachers and adm nistrators so that they may
ensure a safe, quality online environment in the classroom
Organi zations such as the non-profit Online Internet Institute
(http://oii.org/index.htm ), where M. Wlinsky is the Techni cal
Director, help educators to safely and effectively involve cyberspace
resources in the | earning process.

Just as it is not a panacea against the intrusion of
obj ectionable material into home conputers, screening software is not
the ultimate solution for preventing such material frominvading
school computer networks. Schools also need to adopt and fully
i npl emrent effective acceptable use policies (AUPs) for filtered and
unfiltered stations on their networks.
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The New Jersey Departnent of Education (DOE) has been providing
information to school districts to help themprotect students from
dangers posed by inappropriate use of interactive technol ogy systens
such as the Internet. The state’s Hi gh Technol ogy Crinmes and
I nteractive Conmputer Services Protection Act, effective May 1, 1999,
requires the DOE to recommend guidelines and curriculummterials to
| ocal school districts on the ethical use of conputers and the
potential dangers to juveniles posed by those who use interactive
conput er services for illegal purposes. The | aw mandates that schoo
districts include such information in their conputer instruction, as
wel | as safe conputing guidelines nmade avail abl e by the Departnent of
Law and Public Safety. DOE's Wb site to acconplish these tasks is
www. state. nj.us/njded/techno/ htcrine/index. htm .

DCE' s Wb site links to the text of the new | aw, sources of
filtering software and exanpl es of AUPs devel oped by vari ous school
districts. It contains current information on the debate between those
who would rely primarily on filtering prograns and those who woul d
make students responsible for appropriate use of interactive
technol ogy through clear AUPs. DOE has not adopted or inposed a nodel
acceptabl e use policy on local districts. An effective information
access policy (1 AP) would probably involve sone filtering, at |least in
the | ower grades; sone instruction about dangers and ethics; and sone
way to use unfiltered stations safely. Teachers need proper
prof essi onal devel opnent in this area. Schools need nonitoring
software to track sites that students access and to check e-nmai
generated by or comng into school conputers.

The situation is conplicated by free Wb-based e-nmai|l accounts
of fered by hundreds of providers. They are anonynous and easy to
access. Al so, Wb-based chat roons and communities have proliferated.
It has been suggested that New Jersey’s 21 Educational Technol ogy
Training Centers (ETTCs) could provide a controlled e-mail, chat and
conference environnment for students and teachers in schools that
cannot afford their own servers.

Meanwhi | e, there are many chil d-safe educational chat events in
whi ch students may participate with their teachers. Mking teachers
aware of these services offers themalternatives to the open chat
areas that present problens. Cable in the O assroom |ocated at
www. ci conl i ne.org, operates the Professional Devel opnment Institute,
which is the centerpiece of a new cable-TV industry programto provide
free Internet training and educational resources to teachers in 1999
and 2000. The site hel ps educators to overcone the technol ogy gap.

The New Jersey School Boards Association hosted a July 1998
conference for school board | eaders on “Perils of the Internet.” It
also held a curriculumconference on March 20, 1999 entitled “The
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Internet —Policy and Perils.” The Association’s Wb site,
WWV. nNj sba. org, provides sone links to Internet safety information

Project Fairfax, in the Virginia town of that nane, recognizes
that child sexual predators, particularly those utilizing the
I nternet, cannot be stopped by |aw enforcenent activity al one.
Preventi on and community invol venent al so nust attack the problem
Thus the Cyber Smuggling Center, the Fairfax County Police Departnent,
the Fairfax County Public School System the Fairfax County Library
System the Fairfax County Social Service Agency, and the Nati onal
Center for Mssing and Exploited Children have all joined in a
coordi nated assault on the problem In March 1999, the Fairfax County
Publ ic School Systemcontracted with URLabs for its |-Gear software
(www. ur | abs. con) to nanage cl assroom | nternet access.

In New Jersey, the Sonmerset Hills School District is testing
Cyber Smart!, a non-profit program devel oped by Bernardsvill e resident
Janmes Teicher. The programinstructs teachers to give students tips on
how to avoid online sexual predators. WebManager
(www. sagebrushcorp. com) from Sagebrush Corp. provides Internet content
managenent for schools and |ibraries.

Parry Aftab reported that Cyber Angels has worked with the
Bal ti more County School Systemin Maryland to set up Parents Internet
Education, the largest programof its kind in the country. Her book, A
Parents’ Guide to the Internet, also is provided to schools on a
courtesy basis. In addition, a security conpany in Seattle produced a
video that dramatically illustrates dangers children may encounter on
the Internet. The video is distributed free to schools. Manwhile,
vol unteers on the Cyber Angels Sites Teamrate Internet sites on their
suitability for children

In April 1999, Ms. Aftab started a program called Teen Angels.
Local | aw enforcenment, the FBI and Ms. Aftab trained vol unteer high
school students. In early Cctober 1999, they began instructing
Ri dgewood School District students howto teach online safety to their
peers.

As is the case with schools, libraries nust serve as guardi ans of
Internet safety. This includes the inplenentation of effective
policies to ensure safe and | awful online activities. The Anmerican
Li brary Association created The Librarian’s GQuide to Cyberspace for
Parents & Kids, ww. al a. org/ parent spage/ greatsites/guide. htnl, a Wb
site providing safety tips, help for parents and a |ist of “great
sites” for children and parents. Sone |libraries set aside filtered
I nternet access stations for children. Others issue electronically
coded cards to Internet users. The cards permt different |evels of
access according to age and parental consent. People over 18 can
choose any | evel they want.
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Nancy Wllard is an Oregon-based educator, |awer and information
technol ogy consultant. She wote A Legal and Educational Analysis of
K-12 I nternet Acceptable Use Policies,
www. er ehwon. com k12aup/ | egal anal ysis. htm .

The Children’s Internet Protection Act (S.97), sponsored by U. S.
Senator John McCain (R-AZ), would pressure schools and libraries to
filter sexual material received fromthe Internet. Those that did not
conply woul d be denied a portion of a recently created $1.9 billion-a-
year fund (paid by tel ecommuni cations conpanies and col |l ected by the
Federal Communi cations Comm ssion) available to pay for new I nternet

service. The bill would leave it up to the local school district and
library board to determne the type of filtering technology to use. A
related bill is H R 543, whose prinmary sponsor is Robert Franks (R-

NJ), Co-chair of the Congressional Mssing and Exploited Children' s
Caucus. Critics of the bills include the National Education

Associ ation, the Anerican Library Association, and the Internet Free
Expression Alliance (an ad hoc group whose nenbers include the ACLU,
the Anerican Society of Newspaper Editors and People for the Anerican
Way). The critics say the technology is far from fool proof and contend
that control decisions should be made |ocally and with great respect
for the First Anendnent.

CONTROL ORGANIZATIONS AND PROGRAMS

The United States has begun the process of assenbling a conbi ned
force of conputer crine |aw enforcers, at federal, state and | oca
| evel s, aided by official prevention prograns and private
organi zations and individuals that report offenders and educate the
public. There should be a national clearinghouse to keep track of al
of the investigations. Qtherw se, as nore | aw enforcenent agencies
begin to conduct isolated investigations, incidents of one agency
i nvestigating another’s undercover operation will beconme nore conmon.
Thi s obviously woul d waste very |imted resources.

I f a nmenber of the public cones across child pornography on the
Internet, he or she should not downl oad the material and forward it to
an enforcenent agency. This is a violation of law. If it were not
unl awful , child pornographers could cite their desire to conplain
about images as the reason for having themin their systens.

Therefore, instead of downl oadi ng an of fending i mage for forwarding,
the site nane should be noted and passed on to | aw enforcenent.

UNESCO
Si nce conputer systens do not respect even internationa
boundaries, a worldw de effort nust be made to control online child

exploitation. An eight-nenber UNESCO (United Nations Educational,
Scientific and Cultural Organization) conmttee is preparing worldw de
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pl ans for online safety and activity to counter child pornography and
pedophilia over the Internet. The conmmttee arose out of a January
1999 U. N. -sponsored conference in Paris on child exploitation and the
Internet. Parry Aftab is the only Anerican on the comm ttee, which
will inplement an initiative: Wrld Ctizens Mwvenent to Protect

| nnocence in Danger. Ms. Aftab is presiding over and formng the U. S.
National Action Commttee, which will serve as a nodel for the
national action commttees of Internet-devel oped nations.

The Innocence in Danger programw ||l help to set up "electronic
wat chtowers, " international cyber-hotlines serving different
popul ations. One hotline will help child abuse victinms obtain help
fromparents, police, peer counselors and nedical professionals.
Anot her "unbrella” tip line will permt anyone, anywhere in the world,
to report a violation and direct the conplainant to the proper
jurisdiction. A network of volunteers will nonitor the tip line. It
also wll link the international |aw enforcenment community, allow ng
users to share information and expertise online. Wrldw de child
Internet safety progranms will involve schools, libraries and conmunity
groups. Prograns will educate parents about the Internet. Mre
informati on may be obtained at www fam | ygui debook. com

An organi zation chart showng the U. S. National Action Conmttee
and its industry task force advisory comrittees is at
www. cyber angel s. or g/ unescochart1. html. The rel evant UNESCO Wb site
may be found at www. unesco. or g/ webworl d/ chil d screen/index. htn .

Oten, there are no international treaties to allow extradition
of violators. Another problemis the disparity in laws fromcountry to
country. Fewer than a dozen of the world s nearly 200 countries have
| aws that specifically address child pornography. A conputer operator
in the United States who downl oads illegal images is guilty of a
federal crine and can be prosecuted, but U S |aws cannot be applied
to overseas child pornography dealers. At UNESCO s annual neeting in
June 1999, nenbers supported neasures that would ban online child
exploitation, including the sale and trafficking of child pornography
over the Internet.

VH TE HOUSE

In June 1998, the White House held a Summit on Online Content for
Children. At an earlier, three-day Internet Online Summt for Kids in
Decenber 1997, a "zero tolerance"” policy on Internet child pornography
was announced. It called for increased cooperation between | eading
I nternet service providers (ISPs) and | aw enforcenent. Mbst
participants indicated they would prefer to rely largely on market
sol utions, such as software that filters out risqué material and
systens allowing Wb sites to rate thensel ves.
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The initiative included the National Center for M ssing and
Exploited Children’s CyberTip Line. It also created a national public-
awar eness canpai gn called "Think Then Link" to educate parents about
the benefits and dangers of the Internet. In addition, it included a
free Education Departnent manual, Parent's Guide to the Internet,
witten to help parents find educational sites online. The entire book
is available on the DOE's Wb site at
wwwv. ed. gov/ pubs/ parents/internet.htm . Lastly, key |SPs agreed to
renove child pornography fromtheir own bulletin boards and services.

FEDERAL BUREAU OF | NVESTI GATI ON AND OFFI CE OF THE U. S. ATTORNEY
FOR THE DI STRI CT OF NEW JERSEY

The FBI's WIlliam Megary testified about the Northeast Regional
Child Exploitation Task Force (NERCET), which has been at work since
Decenber 1998. Authorities decided to publicize the existence of the
Task Force as a deterrent. The Task Force, which may be reached at
732-469- 7986, focuses on those suspected of using the Internet to neet
children for sex or to produce, manufacture, distribute or collect
chil d pornography. Usually, either the victins or perpetrators in Task
Force cases are located in New Jersey.

The Task Force is based on the Baltinore FBI Ofice s "lnnocent
| mages" under cover operation, which began in 1995. The Task Force has
six investigators —three fromthe FBI and one each from county
prosecutors’ offices in Bergen, Sonerset and M ddl esex counties. The
FBI al so has assigned research specialists to the Task Force. The
i nvestigators pose as children in cyberspace in order to catch sexual
predators. M. Megary indicated that a half dozen counties were asked
to join the Task Force, but only three decided they could dedicate
limted personnel on a full-time basis.

Since 1995, Innocent |nages has produced hundreds of convictions
for sex crines facilitated by the Internet. New Jersey’'s NERCET had
made 34 arrests as of March 2000. Two children were recovered from
“travelers” comng fromtheir hone states to have sex with children
they met online. Asimlar task force will exist in every state before
t he year 2000 ends.

The FBI has required that all of its online child pornography and
child sexual exploitation investigations be coordinated by |Innocent
| mmges’ central operation at the Maryland Metropolitan Ofice,
Baltinmore Division. This may serve as an exanple for a nuch-needed
nati onal clearinghouse of online child exploitation investigations by
all interested agencies and organi zati ons.

As part of the Innocent |mages program the FBI conducts training
sem nars around the country ained at hel ping |ocal police departnents
upgrade their conputer skills. One such semnar, held in Mrris
Townshi p, New Jersey, in md-1998, stressed the inportance of Internet
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know edge as a vital investigative technique to outwit conputer-savvy
child predators.

A successful exanple of a task force with FBI support is the
Sexual Assault Fel ony Enforcenent (SAFE) Team A regional |aw
enf orcenment group, SAFE is nade up of officers fromlocal, state and
federal agencies in California. Since its inception in 1995, SAFE has
i nvestigated various types of child exploitation cases, including
por nogr aphy, nolestation and abductions. The team covers seven
counties. A FBI supervisory agent nanages the program An assistant
United States Attorney prosecutes cases investigated by SAFE

In New Jersey, an assistant United States Attorney devotes ful
time to prosecuting child endangernent cases. She has handl ed t hese
matters for 18 years and works with county prosecutors’ offices to
di vide up the cases. She now gets three or four calls for assistance
per week fromstate authorities.

In 1998, the FBI published A Parent’s Guide to Internet Safety.
Free copies are available fromthe FBI's Ofice of Crinmes Agai nst
Chi l dren, 935 Pennsyl vani a Avenue N. W, Washington, D.C. 20535, (202)
324-3666, or fromits New Jersey Division Ofice, 22" Floor, Gateway
1, Market Street, Newark, New Jersey 07102 (973) 622-5613. It al so may
be viewed on the FBI's Wb site at ww. f bi. gov.

The FBI’s National Sex O fender Registry —a conputerized
dat abase of convicted pedophil es —becane operational in md-sumrer
1999. It nmakes background checks i medi ately available to | aw
enforcenment agencies. State participation in the registry, however, is
vol unt ary.

UNI TED STATES CUSTOMS SERVI CE

The United States Custons Service' s Child Pornography Enforcenent
Program was established in 1985. Its CyberSmuggling Center was created
i n August 1997. The Center focuses primarily on child pornography and
child sexual exploitation. It averages one child pornography-rel ated
arrest every two days.

The Cyber Smuggling Center also trains and assists state, |ocal
and foreign | aw enforcenent. The Center’s tel ephone Tipline is 1-800-
BE- ALERT, and its Wb site is www. custons.treas.gov (click on
“Enforcenent” and then “Reporting Child Pornography”). In a joint
project with the Florida Departnent of Justice, the Custons Service
has col | ected online resources for parents and children who want to
| earn nore about general Internet safety and how to recogni ze and
avoid child predators. Its Wb site is
www. fdl e.state.fl.us/publications/safety foruniindex.htm.
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FEDERAL TRADE COWM SSI ON

A 1998 Federal Trade Comm ssion (FTC) survey of 212 child-
oriented Wb sites found that 89 percent of them coll ected personal
i nformation, but only one percent required parental consent. In
Oct ober 1999, the FTC issued a trade regulation to inplenent the
Children’s Online Privacy Protection Act, which was enacted in |late
1998. The | aw and regul ati on, which the FTC began to enforce on Apri
21, 2000, control the collection over the Internet of personal
identifying information about children. The aimis to keep such
i nformation out of the hands of people who mght use it to harm or
exploit children

The new | aw requires conmercial Wb sites generally to obtain
“verifiable parental consent” before asking children under 13 for
their nanes, addresses, telephone nunbers or other identifying
i nformation. Under the new FTC regul ation, Wb sites that share
children’s information with other conpanies nust obtain a parent’s
perm ssion through mailed or faxed paperwork, tel ephone calls to a
toll-free nunber, use of a credit-card nunber, or e-mail using a
password or budding “digital signature” technology. In tw years, the
FTC wi Il consider whether e-mail can be nore wdely used to seek a
parent’s perm ssion, as techniques inprove for ensuring the identity
of e-mail authors.

NATI ONAL CENTER FOR M SSI NG AND EXPLO TED CHI LDREN

The National Center for M ssing and Expl oited Children ( NCMEC)
(ww. ncnec. org) based in Arlington, Virginia, is a private, non-profit
organi zati on established in 1984. Operating under Congressional
mandate, it works with the United States Departnent of Justice’s
O fice of Juvenile Justice and Delinquency Prevention. It trains
police and other professionals. Its toll-free CyberTipline (1-800-THE-
LOST) is run by a grant fromthe DQJ. The Center operates the
CyberTi pline, online since March 1998 at www. m ssi ngki ds. com cybertip
(www. cybertipline.con), in conjunction with the U S. Custons Service,
the U S. Postal Inspection Service and the FBI. The Center is working
with Internet service providers to pronote the Tipline to their
menbers. Sone have, and sone have not.

On April 23, 1998, nore than 50 | aw enforcenent officers and
soci al workers fromthroughout central New Jersey took part in a live
nati onal conference, "Protecting Children Online," via renote video
hookups. Sonerset Medical Center in Sonerville donated its satellite-
ready auditoriumfor the forum sponsored by NCVEC and t he Depart nent
of Justice, which has a Child Exploitation and Obscenity Section.
Detective Mark Butler of the Sonerville Police Departnent organized
the conference, in which the FBI al so participated.
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NCVEC of fers two free brochures: Child Safety on the Information
H ghway and Teen Safety on the Information H ghway. They nay be
obtained by witing to NCVEC at 2101 Wl son Blvd., Dept. P, Suite 550,
Arlington, VA 22201-3077.

OFFI CE OF JUVENI LE JUSTI CE AND DELI NQUENCY PREVENTI ON

In 1984, Congress enacted the Mssing Children’s Assistance Act,
whi ch established the M ssing and Expl oited Children Program ( MECP)
within the Ofice of Juvenile Justice and Delinquency Prevention
(QJJDP). The MECP provides services to children, parents, educators,
prosecutors, |aw enforcenment, and other professionals and interested
persons working on child safety issues. QJJDP brought its MECP Wb
site online in April 1998. The Wb site
(http://0jjdp.ncjrs.org/ mssing) provides children with information to
hel p them avoi d cyber-exploitation.

In 1998, QJJDP (www. 0jjdp.ncjrs.org) created the Internet Crines
Agai nst Children (1 CAC) Programto respond to the emerging threat of
sex offenders using conputer-facilitated online technology to sexually
exploit children. The initiative develops training and technical
assi stance prograns to assist state and | ocal |aw enforcenent agencies
in responding nore effectively to the threat and to stimulate creation
of regional nultidisciplinary task forces. At the end of 1999, |aw
enforcenment agencies in 10 different states, not including New Jersey,
recei ved assi stance awards to inplenent regional task forces to
address and conbat Internet crimes against children. This brought the
total nunber of states with | CAC prograns to 20. The task forces
i nclude representatives froml aw enforcenent, victimservices, child
protective service agencies, and ot her rel evant governnent and non-
gover nment agencies. According to the U S. Departnent of Justice,
since the nonetary awards were given to the initial 10 states, nore
than 100 individuals have been arrested for sexually exploiting
children over the Internet.

Under the | CAC Program federal funds are used to inplenent
safety education and prevention prograns for children, parents and
educators; to devel op response protocols that foster coll aboration,

i nformation sharing and service coordination; and to acquire

sophi sticated training and cutting-edge equi pnent for investigators.

| deal ly, the task forces will beconme part of a national |aw
enforcenent network that will assist parents, educators, prosecutors
and ot her professionals working on child protection issues. In 1999,
QJJDP awarded funding to a m nimum of eight additional jurisdictions
to devel op and support regional |aw enforcenent task forces to address
the problem of Internet crimnmes against children.

QJJDP and NCMEC, in consultation with the FBI, U S. Custons

Service, U S. Postal Inspection Service and the Child Exploitation and
(bscenity Section of the U S. Departnent of Justice, devel oped new | aw
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enforcenent training prograns and sponsored a national teleconference.
The tel econference provided information regardi ng prevention,

i nvestigation, applicable federal |aw and avail able resources to nore
t han 30,000 viewers in over 400 down |link sites. The training courses,
Protecting Children Online and Protecting Children Online Unit
Commander, were devel oped for |aw enforcenent investigators and
managers. In 1998, nore than 400 | aw enforcenent executives and
investigators participated in the two courses.

In 1999, QJJDP selected fromconpetitive proposals to devel op an
| CAC Task Force Training and Techni cal Assistance Program The Program
wi |l deliver advanced technical training related to conputer-
facilitated sexual exploitation offenses, convene | CAC town neeti ngs,
support the | CAC Task Force Revi ew Board and assi st task force
devel opnment in other ways determ ned by QJJDP.

CYBER ANCELS AND OTHER HELP ORGANI ZATI ONS

Cyber Angels (www. cyberangel s. org) has operated since June 1995
as the largest online safety and educati onal programin cyberspace.
Parry Aftab has served as its Executive Director since md-1998. Her
Wb site is |located at wwv fam | ygui debook. com Cyber Angel s has
hundr eds of vol unteers worldw de, including “hunt-and-track”
speci alists, who submt to background checks. These vol unteers use
special software and training to | ocate child pornography and
suspected predators online. They report |eads to | aw enforcenent
agenci es.

Dr. Nancy Faul kner is the Executive Director and Debbi e Mahoney
is the Founder and President of Safeguarding Qur Children —United
Mot hers (SOC-UM. Its Wb site is www. soc-um org. SOC- UM nanages Cyber
Angel s’ Internet Patrol. Dr. Faul kner al so produces Pandora’s Box: The
Secrecy of Child Sexual Abuse, |ocated at ww. prevent - abuse-now. com

Safe Kids International, ww.skig.org, operated by Joseph
Florentine and Gary Schrader in Spring Lake, New Jersey, uses the
Internet to | ocate m ssing, runaway or abducted children. Akin to
using online mlk cartons, the conpany sends pictures and information
about mssing children to a network of volunteer “points of contact”
on the Internet.

The Internet Education Foundation runs Get Net W se,
www. get net wi se. org, which is sponsored by a consortium of non-profit
organi zations and maj or corporations to help parents keep their
children safe in cyberspace. Wth the help of the American Library
Associ ation and others, GetNetWse serves as a gl obal clearinghouse of
tools to assist parents to screen out and report objectionable
material, nonitor the anount of tinme their children spend online, and
tell where the children have been on the Internet. The site has a
gl ossary of Internet terns, a guide to online safety, directions for
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reporting online trouble, a directory of online safety tools, and a
list of sites suitable for children to visit.

Lawrence Magid, a child online safety advocate, heads the Online
Safety Project and created SafeKi ds. Com (ww. saf eki ds. com) and
Saf eTeens. Com (www. saf et eens. con). He also wote The Little PC Book
(Peachpit Press) and the brochures Child Safety on the Information
H ghway and Teen Safety on the Information H ghway, both produced by
the National Center for Mssing and Exploited Children.

Anot her hel pful site is ww. Kkl aaskids.org, which is run by the
Kl aas Foundation for Children of Sausalito, California. Captive
Daughters is a Los Angel es-based group that works agai nst sexual
trafficking. It may be reached at 1-888-300-4918 or www. captive. org.
PedoWatch is a non-profit organi zation nonitoring pedophilia on the
Internet. Its Wb site is ww. pedowat ch. org. Enough |Is Enough actively
canpai gns agai nst por nography and online predators at ww. enough. org.
Anti ChildPorn Org (ACPO), founded in March 1999, has over 500 nenbers
that go after child pornography sites by providing detail ed
information to | aw enforcenent officials. Its Wb site is
www. anti chil dporn.org. The Child Wl fare League of Anmerica (CWA),
www. cwl a. org, devel oped a ten-year national canpaign, called
“Protecting Anerica’s Children: It’s Everybody' s Business,® to stop
child abuse and neglect and to pronpote child protection as a
comunity-w de responsibility.

Menbers of sone anti-child pornography organi zati ons may cross
the line into illegal vigilantismduring well-intentioned efforts to
shut down offending sites. It has been reported that sonme people
affiliated with Hackers Agai nst Child Pornography, Ethical Hackers
Agai nst Pedophilia (ww. ehap. org) and Condemned. org
(www. condemmed. org) have resorted to hacking into Wb sites to take
themoffline. Wien efforts to work with Internet service providers and
| aw enforcenent have failed to elicit responses deened sufficiently
rapi d, such activity may occur, even though it may viol ate the posted
policies of sone of the organizations.

Erasing hard drives and getting rid of information destroys
evi dence that | aw enforcenent could use to prove a case in court.
I nformation gathered by illegal nmeans and turned over to police and
prosecutors may | ater prove inadm ssible in court. Mreover, shutting
down a site is only a mnor inconvenience to the person possessing and
posting child pornography. Unless brought within the justice system
the predator is still able to continue harm ng and exploiting
children. Meanwhile, anti-porn hackers may thensel ves be committing
crinmes by renoving material that no court has yet ruled to be obscene.
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END CH LD PROSTI TUTI ON AND TRAFFI CKI NG ( ECPAT) AND THE WORLD
TOURI SM ORGANI ZATI ON (WO)

End Child Prostitution and Trafficking (ECPAT) is a gl obal
networ k of organi zations and i ndividuals canpaigning in over 30
i ndustrialized and devel opi ng nati ons against child-sex tourism child
prostitution and child pornography. Such activities often are
advertised on the Internet. ECPAT-USA, based in New York City, (212)
870- 2427, tries to convince travel businesses to distribute a brochure
it produced on sex tourism entitled “Wat You Shoul d Know About Sex
Tourism Before You Go Abroad.” The brochure points out that under the
federal Child Sex Abuse Prevention Act of 1995, Anericans can be
prosecuted for traveling overseas to have sex with mnors. Along with
| NTERPOL, ECPAT in 1997 published a 24-page booklet entitled “Child
Por nography on the Internet.”

In 1998, the World Tourism Organi zation (WO, ww. wor | d-
tourismorg, the 133-nenber United Nations tourism body, |aunched an
i nternational canpaign against child-sex tourism Based in Mudrid,
Spain, the WO adopted a “No Child Sex Tourisni |ogo to be enbl azoned
on airline-ticket jackets, ads and hotel door tags. The WO has urged
t he prosecution of conpanies, individuals, agencies and clubs involved
in the pronmotion of child sex tourismand the punishnment of tourists
involved in the sexual exploitation of children

| NTERNET SERVI CE PROVI DERS

Certain Internet service providers (ISPs) cooperate wth | aw
enforcenment, but they will identify clients only when served with
search warrants or subpoenas. That nakes investigations difficult,
because e-mail records are kept for only a few days. |SPs keep
nmenbership records at best for only a few nonths after a custoner
| eaves. E-mai|l nessages that have been read are stored for just a
couple of days, or not at all. Sonme providers do not keep any records.

According to D. Douglas Rehman, President of Rehman Technol ogy
Services, Inc., a conputer security firm child pornography is
principally confined to a few known newsgroups (sonetines called
bull etin boards). Internet service providers (ISPs) subscribe to
t housands of newsgroups. Wien soneone nmekes a posting to a specific
newsgroup, it is sent across the Internet. Any ISP that subscribes to
that newsgroup will receive that posting and maintain it on its system
for a set nunber of days or weeks. |SPs could discontinue carrying
exploitative groups or they could utilize software that would strip
i mges from postings but allow text postings in those newsgroups.

Some | SPs have progranms to counter child pornography and
exploitation. America Online prepared a training video for |aw
enforcenment. It also regularly turns over custoner conplaints to
authorities. Safe Surfin', located at ww. safesurfin.com is a safety
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site fromACL that includes an Internet Driver’s Ed quiz, tips from
teen actors and other celebrities, and useful |inks.

NEW JERSEY STATE POLI CE

The Hi gh Technology Crinme and I nvestigations Support Unit
(HTC&I SU) in the Division of State Police investigates traditional
crinmes that involve the use of conputers, such as forgery, fraud,
theft by deception, terroristic threats, narcotics distribution and
organi zed crinme activities. It also investigates crines that have
devel oped wi th advances in technol ogy, such as "cyberstal king." The
Unit also patrols the Internet daily |ooking for adults seeking sexual
encounters with mnors. In addition to its own patrols and
i nvestigations, the HTC& SU assists other states with crim nal
i nvestigations. Recent cooperative operations included efforts to
prevent the luring of children over state |lines, securing search
warrants and arresting suspects. The Unit al so has assi sted out-of -
state authorities with curtailing the manufacture and distribution of
chi | d pornography.

LAWS AND LEGAL ACTIONS

Lawrakers recently have hardened New Jersey’s stance agai nst
chi |l d pornographers, both within and outside of cyberspace.

New Jersey’s Conputer Pornography and Child Exploitation
Prevention Act of 1998, P.L. 1998, c. 126, was signed by the Governor
on Cctober 22, 1998 and took effect on April 1, 1999. Assenbl ywoman
Rose Mari e Heck sponsored the legislation and chaired a comrittee that
hel d hearings on the subject in late 1997. It is now a crine of the
second degree to comruni cate child pornography to a child —any person
under 16 —via a conputer or to lure or entice a child into sexual
acts. The conduct is a first-degree crine if done by a parent or
guardian. The law also clarifies that the crine of endangering the
wel fare of a child includes use of the Internet for child pornography
or enticenment. Moreover, the comm ssion of these crines, or contacting
a child unlawfully via the Internet, provides grounds for a civil
action. Strict liability applies if the child is under 16.

New Jersey obscenity |aw anendnments, P.L. 1999, c. 227, were
signed by the Governor on Septenber 30, 1999 and took effect on
Novenber 1, 1999. Under the anendnents, a person show ng obscene
material to a person under the age of 18 is guilty of a crine of the
third degree if the perpetrator is at |east four years older than his
victimand the showing is done with the know edge or purpose to
arouse, gratify or stimulate the offender or another. Since “show' is
defined as “cause or allow to be seen,” it probably includes the act
of transmtting for display on a conputer screen.
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Federal |aws dealing wth sex crines against children are tougher
than state laws, and federal authorities can pursue a case across
state lines nore easily than state officials can. Mreover, federal
| aw puts the age of consent for sexual activity at 18, whereas New
Jersey’s age of consent is 16.

Under the Child Protection Act of 1984, the U S. Custons Service
received the authority to investigate any cases involving the receipt,
transm ssion, nmanufacture or possession of child pornography shipped
in foreign commerce. In 1988, Congress passed a | aw outlawi ng the use
of a conputer to transmt, manufacture or possess child pornography
shi pped in foreign conmerce.

In June 1997, the U. S. Suprene Court struck down portions of the
federal Communi cations Decency Act of 1996 on First Anmendnent grounds,
Reno v. Anerican Cvil Liberties Union, 117 S.C. 2329 (1997). The | aw
applied to non-comrercial as well as comrercial Wb sites. The court
struck down Congress’ effort to protect children from sexually
explicit, but not legally obscene, material. However, on April 19,
1999, the Suprene Court, on direct appeal froma three-judge trial
court, unaninously affirnmed the |aw s ban on obscene e-mail. Such
material nust be nore than nerely indecent. The free-speech protection
is lost only if the nmaterial appeals to prurient interests and depicts
sexual conduct in a patently offensive way. The determnation is |eft
to a jury applying contenporary comunity standards.

The federal Child Online Protection Act (COPA) was signhed into
| aw on October 21, 1998. It requires conmmercial Wb sites to collect
credit card nunbers or other access codes as proof of age before
allowing Internet users to view material deened "harnful™ to children
under 17. Violators are subject to up to six nonths in jail and a fine
of up to $50,000 per day. In Novenber 1998, the federal District Court
for the Eastern District of Pennsylvania tenporarily restrained the
government fromenforcing the law. Anerican Cvil Liberties Union v.
Reno, No. 98-CV-5591 (E.D. Pa.). The court issued a prelimnary
i njunction on February 1, 1999, shielding Wb site operators from
prosecution.

The Child Protection and Sexual Predator Puni shment Act was
signed into | aw on October 30, 1998, after Congress heard unspeakabl e
accounts of sexual predators meking initial contact with their child
victine via the Internet. An anmendnent inserted by Representative
Robert D. Franks (R-NJ) requires Internet service providers to report
i nci dents of suspected child pornography to authorities or face fines
of up to $10,000. The new | aw

e Prohibits contacting mnors (those under 18 years old) on the
Internet, or through e-mail, for the purpose of engaging in
any sexual activity or transferring "obscene matter."
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I ncreases penalties for a variety of sex crines, including
doubl i ng the maxi mum prison termfromfive to 10 years for
enticing a mnor to travel across state lines to engage in
illegal sexual activity and inposing a 15-year nmaxi numterm
for persuading a mnor to engage in prostitution or a sexual
act .

e Authorizes pretrial detention of federal sex offenders.

 Prohibits unsupervised access to the Internet by federal
i nmat es and encourages state officials to inpose a simlar ban
on state inmates.

* Provides for a prison termof up to five years for using the
Internet to transmt the nanme, address, telephone nunber or
other information about a mnor for the purpose of encouragi ng
or soliciting crimnal sexual activity.

The federal Child Pornography Protection Act of 1996 was adopted
to conbat the use of conputer technol ogy to produce pornography that
conveys the inpression that children were used in phot ographs or
i mges. The technol ogy enabl es soneone to take a perfectly innocent
picture of a child and alter it to show the child engaged in sex. The
sinmul ati on can be used by a pedophile to entice a child. In Apri
1998, the federal District Court in Maine ruled that the part of the
| aw t hat defines child pornography as a visual depiction that
"appears” to be a mnor engaging in sex was unconstitutionally vague.
Meanwhi l e, a federal District Court in California ruled that the |aw
was constitutional

In 1997, FBI Director Louis J. Freeh told Congress that, although
the transm ssion of child pornography over the Internet is illegal,
many potential cases are neither pursued nor prosecuted because
federal guidelines generally require that a suspect be shown to have
committed the offense at |east three tines.

New Jersey officials may charge a fourth degree crine against
t hose who “publicly comuni cate” over the Internet obscene nmaterial to
a person under age 18. N.J.S. A 2C 34-4. In 1998, the statute
establishing the crime of endangering the welfare of a child was
clarified to include offenses involving child pornography on the
Internet. Any person who know ngly di ssem nates child pornography via
the Internet is guilty of a crinme of the second degree in New Jersey.
N.J.S. A 2C 24-4b(4)(a). Know ngly possessing or view ng child
por nography obtained via the Internet constitutes a crine of the
fourth degree. N.J.S. A 2C 24-4b(4)(b). If the child depicted in a
prohi bited sexual act or sinulation is under the age of 16, the
responsi ble party is held strictly liable. N.J.S. A 2C 24-4b(5).
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BIAS AND HATE

THE PROBLEM

All of society degenerates when individuals or groups infringe
the rights of others through prejudice against race, religion, gender,
ethnicity, sexual orientation, disability or occupation. Cyberspace
permts hate nongers, bigots, racists waging what they call *RAHOM’
(RAcial HOy WAr), extrem sts, Hol ocaust deniers, mlitias, "common
| aw courts," anti-governnent radicals, anti-Semtes and i nmm grant
bashers to reach vast new audi ences of potential adherents. Hate
groups taking advantage of the new technol ogy include the Ku Kl ux
Kl an, neo-Nazis, skinheads, Christian ldentity, black separatists and
a host of others.

The nenbership of hate groups includes individuals fromall wal ks
of life, who often trade business suits for Klan hoods, swasti kas and
ot her enbl ens of hatred and intol erance. They exploit anti-governnent
sentinent, fears about non-white inm gration, and deneaning theories
of so-called “race scientists” to expand extrem st novenents with
raci st under pi nni ngs.

According to the Intelligence Project of the Southern Poverty Law
Center (SPLC), 457 hate groups operated in the United States in 1999,
including five in New Jersey. To be included in this count, the groups
had to engage in racist behavior involving crines, marching,
| eafl eting or publishing literature. Noting a 15 percent drop in the
nunber of such groups fromthe previous year, the SPLC pointed out in
a March 2000 report that “many individual white supremaci sts have
retreated to the Internet —increasing their propaganda reach but
di m ni shing the nunbers of people actively engaged in the novenent in
ot her ways.” The report continued:

The nunber of such individuals is growing. In 1998, 95 of the 254
[U. S. -based] hate Wb sites were not affiliated with hate groups
active beyond cyberspace —37% of the total. In 1999, the nunber
of unaffiliated sites swelled by 50%to 143 —47% of the 305 hate
sites that the Intelligence Project counted in early 2000.

The SPLC report added that several of the |argest hate groups
have increased in size as they absorbed nenbers of smaller groups.
Thus, the reduction in the nunber of small groups has been offset by
the increase in nmenbership in |arge groups.

Wi te suprenaci st and neo-Nazi Wb sites support hate groups

financially through e-comrerce sales of hate rock recordi ngs and ot her
paraphernalia. Miuch of the activity is underground. For exanple, hate
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rock concerts, their locations rarely announced far in advance, are
pronoted, in part, by e-mail |imted to synpathizers and potenti al
synpat hi zers.

According to the SPLC, 523 so-called "patriot" organi zations

operated in Anmerica in 1998. In New Jersey, they include the U S
Taxpayers Party based in C nnam nson, the New Jersey MIlitia based in
Trenton, with at | east one offshoot in Sal em County, the Council of
Conservative Citizens and the New Jersey Commttee of Safety based in
Shanong. At |least five of the top hate rock bands, showcased on such
hate Wb sites as Pillage and Pl under and Hanmerskin Nation, are based
in New Jersey. The five are Dying Breed; Aggravated Assault; Red,
Wi te and Bl ue; Chaos 88; and Bl ue-Eyed Devil. Hate rock serves as a
powerful tool for hate groups seeking recruits anmong the hundreds of
fans professing to despise African-Anmericans, Jews, gays, inmgrants
and other mnorities.

A group called “The Remmants,” sonetinmes known as the “Avis MI s
Church,” is located in Salem Canden,  oucester and Cunberl and
counties. Menbers believe they will be the remant of society that
will survive RAHOM. This is a common dogma of the Christian ldentity
religion, which espouses racist and anti-Semtic views. Adherents are
preparing for a war against an incipient worldw de, centralized
government (a so-called “New Wrld Oder”) that they contend will
decimate the white race at the behest of non-white popul ations. They
refuse to recogni ze higher |evels of government, such as state taxing
or notor vehicle authorities. In the tradition of posse contatus,
they establish their own “private courts” at the county |evel and
i gnore peace officers enforcing laws they find disagreeabl e.

The white separatist group National Alliance, based in Hewitt,
New Jer sey, and neo-Nazi groups have given speeches in Sussex and
Passai ¢ counties. The Ku Klux Kl an held recruitnment drives in Ccean
and d oucester counties during the sumrer of 1999 and its Knights of
Freedomcell is based in Eatontown and Ccean City. A racist hate
group, Day of the Rope, operates out of Berlin.

The Anti-Defamation League reported that bias incidents against
Jews rose 16 percent in New Jersey from 1997 (197 incidents) to 1998
(229 incidents). In 1998, anti-Semtic vandals struck at |east 166
times in New Jersey, an increase of 25 percent from 133 incidents in
1997. In August 1999, the State Police rel eased the 1997 Bias Incident
O fense Report, which showed that New Jersey | aw enforcenent agencies
reported 807 bias crimes stenmng from 728 incidents. That represented
a 22 percent decline from 1996. However, Jews were targeted nore than
any other religious group, accounting for 208 of fenses reported.

Whet her viewed as increasing or decreasing, how nuch of New

Jersey’s bias-related incidents nay be attributable to the spread of
online hate nessages remains a matter for debate. Hard core bigots,
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di saffected | oners and youths | acking in self-esteem succunb to such
nmessages and act out in destructive and viol ent ways. Cyberspace has
permtted propaganda hostile to victimgroups to proliferate. This
vastly increases the opportunities for incitement to destructive
action.

The Internet facilitates nmass di ssem nation of slick propaganda
via Wb sites accessible to mllions. It provides a nethod for rapid,
confidential comrunication anong nenbers and synpathi zers of hate
groups. Meanwhile, it creates a "virtual conmunity"” of |ike-m nded
believers scattered around the country. The Internet also permts
"audi o- on-demand” —digitized versions of speeches or broadcasts
avail abl e anytinme the user wants to |isten. Several Wb sites al so
publ i sh online versions of notorious books and vi deos.

The Internet is the first mass nmedi umthat operates w thout any
significant noral, political or econom c governor. Wth cyberspace now
readily available to ordinary people, the cost of reaching a nass
audience is insignificant. As a result, hate Wb sites do not
experience the regulatory effect of a nmarket where unappeal i ng
products cannot bear the cost of continuing in business.

Five years ago, if a racist group wanted to get its nessage out,
its menbers had to struggle financially, find a synpathetic printer
and work | ong hours conpiling and editing, just to produce a panphl et
that m ght reach a few hundred people. Then, in March 1995, a forner
Klan | eader created Stornfront, the first white suprenmacist site on
the Web. Since that tinme, accessing the Internet and creating Wb
pages has becone significantly cheaper and | ess technol ogically
dermandi ng. Today, a | one racist can quickly pull down copy from ot her
sites, package it using high-quality photographs and graphics that are
al ready available on the Internet, and create a Wb page that is
accessible worldw de. Oten no financing at all is required.

Tal lies of the nunber of Wb sites involving violence and hate
vary w dely, depending on how those sites are defined. There is a |ot
of “churn” —sites closing down and reappearing at different addresses
or in different forns.

Brian W Youngbl ood, Internet Information Specialist for the
Intelligence Project of the Southern Poverty Law Center, testified
that Center figures, released in February 1999, showed an increase in
t he nunber of active hate Wb sites from 163 in 1997 to 254 in 1998.
He added that the nunber of those sites presented as an activity of a
group increased fromabout 80 to 121. Hol ocaust denial sites and
"patriot" group sites were not included in the figures, which al so
were limted to sites based in Anmerica.

Mark Weitzman, Director of the Task Force Against Hate at the
Simon Wesenthal Center, testified that his organization, selecting
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extrem st sites with broader criteria —including anti-Catholic,
honophobi ¢, abortion provider harassnment, etc. —has counted nore than
1,000. This does not include a nultitude of other extrem st

comuni qués appearing in youth-oriented chat groups.

Hat e groups used conmputer bulletin boards to comrunicate in the
| ate 1980s. Now the Internet offers a nmuch larger virtual world in
which they easily may appeal to the uninitiated. Unsolicited e-mail —
“spanf —increasingly is used to send intimdating hate nessages to
unsuspecting victins and to recruit new nenbers. Extrem st hackers
break into the e-mail accounts of innocent parties and use themto
forward hate spam

Many of the new Web sites and chat groups are ained directly at
children or teenagers, including upper-mddle-class youth in the
suburbs. In particular, the hate groups target high school outcasts
because such students may be | oners seeking an identity. Indeed, white
suprenaci st Benjamin Smth, who in July 1999 killed an African-
American and a Korean- Anerican and wounded ni ne ot her Jews, Asians and
bl acks before killing hinmself, grew up in affluent Chicago suburbs.
Smth had been a nenber of the East Peoria-based World Church of the
Creator, which had touted its intolerance nessage on a Wb site with
separate pages luring small children with racist coloring books and
targeti ng teenagers and wonen.

Hi gh technol ogy provi des several advantages for extrem sts.
Encrypt ed nessages, chat-room exchanges, e-mail and propaganda on Wb
sites all give racists an enpowering sense of comunity. Even |one
raci sts, with no nearby synpathizers, can feel they are part of a
novenent. Brian Levin, Director of the Center on Hate and Extrem sm
testified that cyberspace gives hate nessages “a veneer of
credibility.” He added, “Wen you see sonmething in color on a ...
nmonitor, ..[i]t also suggests there m ght be nore people behind it
than there actually are.”

Free encryption technol ogy makes secure comruni cati on anbng group
menbers easy, permtting themto organize and plot illegal activities
in private. Were such secret codes were once easily breakabl e, new
technol ogy makes them far nore form dable barriers to | aw enforcenent
det ecti on.

Wb sites give hate groups the ability to raise revenue as never
before. Racist nusical groups, whose recording sales were fornerly
pronoted solely to insiders via constricted-circul ati on nmagazi nes, now
reach w de new audi ences by using the | atest digital conpression tools
to of fer quick downl oading of their audio tracks off the Internet.
This has stinmulated the growh of |abels, such as Resistance Records,

t hat produce nusic appealing to white suprenmaci sts and ot her
extrem sts.
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The Internet offers a wealth of information to assist those
inclined to express bigotry through violence. Such nmaterial ranges
frominstructions on building ammoniumnitrate bonbs to nethods for
converting sem -automatic weapons into full automatics.

Extrem sts nay pirate seem ngly innocuous online material and
easily pervert it to enhance their own hateful nessages. Mark Wit zman
descri bed how a professor in Mchigan put an English translation of
the children’s book, The Poi son Mushroom on his county coll ege Wb
site in order to denpnstrate its use as a propaganda device by the
Nazis from 1932 to 1945. An extrem st Wb site downl oaded
illustrations fromthe book containing unflattering col or caricatures
of Jews and used themto indoctrinate children with anti-Semtism In
anot her exanple provided by M. Witzman, a hate site “awarded” itself
a major [SPPs “top five percent” designation. The ISP was rel uctant,
according to M. Witzman, to renedy the msuse of its award because
the I SP was based in the Northeast and the of fender was in California.
The ISP did not want to incur the expense of a distant |awsuit.

The Hol ocaust is the historic event that resulted in the mass
murder of six mllion Jews, and five mllion others, at the hands of
the Nazis and their collaborators in Europe during the period 1933-45.
Hol ocaust deniers’ propaganda insinuates subtle but hateful anti-
Semtic beliefs about Jews as exploiters of non-Jewi sh guilt and as
controllers of academ a or the media. Steven E. Sone, Chair of the New
Jersey Comm ssion on Hol ocaust Education, testified, “[C] hildren do
not have that ability to discern the differences between legitimte
research sites on the Internet and ...illegitimte sites ?

M. Sone cited a recent instance in which a New Jersey teacher
had his class conduct a nock trial of Adolph Hitler to fulfill the
school * s Hol ocaust education curriculum The teacher instructed his
students to use the Internet in their research but did not pay careful
attention to the search results. M. Sone |anmented that, as a
consequence, the students’ Internet inquiries led to the nock trial’s
acquittal of Htler for genocide. He added that the students were
taken in by the scholarly facade of Wb sites where deniers “are
maski ng thensel ves as legitimte sources of information on the
Hol ocaust .”

CROSSING THE LINE FROM HATE SPEECH TO HATE CRIME

Qur society, which cherishes freedom of speech, tolerates even
obnoxi ous utterances. Society need not, however, condone hurtful
conduct acconpanyi ng such expression. A ngjor concern about all the
extrem st activity on the Internet is whether it inspires violence.
Brutality notivated by antagonismtoward mnorities or the opposite
sex is intolerable. As delineated by the Rev. Martin Luther King, Jr.:
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"Morality cannot be | egislated, but behavior can be regul at ed.
Judi ci al decrees may not change the heart, but they can restrain the
heart| ess. ™

Bias crinme victins are targeted because of race, creed,
ethnicity, sexual orientation, gender or handi cap. Perpetrators
assault those of different races, desecrate ceneteries, bash gays,
burn crosses in people’ s yards, vandalize synagogues, spray hateful
graffiti, and threaten nulti-racial couples.

Bias crimes are nore likely to involve excessive violence,
mul ti pl e offenders, randomess, irrationality and viol ati ons of
victinms’ civil rights, including travel, housing, schooling and
enploynment. In addition, bias crimes generally are nore |ikely than
other types of crine to traunmatize an entire conmunity.

Meanwhi | e, those who harbor aninosity toward the opposite sex use
cyberspace as a tool to harass or intimdate victinms nore effectively.
The Prejudice Institute (ww. prejudiceinstitute.org), a Baltinore-
based, non-profit, non-partisan hate-crine research and education
organi zation, reported in 1998 that sexual harassnment of wonen on
col | ege canpuses by e-mail was four to five tinmes nore comon than
raci al or ethnic harassnent.

Cyber space can be rough around the edges, frequented by many
users who sonetines fail to appreciate social propriety. As a result,
common online activities include rude behavior such as "flam ng"

(unl eashing a hyperbolically nasty attack) and "trolling" (making
provocative statenents in order to get an angry reaction). Extrem st
groups and individuals take full advantage of their First Amendnent
rights in such a mlieu. Mbst of their Wb sites do not blatantly
pronote viol ence, but they provide enough m sinformation to
rationalize violent action by sone of the sites’ adherents.

In response to a lawsuit filed in New Jersey in |late 1999, a
federal court enjoined a Hazlet couple fromaccessing the iVillage.com
Wb site. The defendants all egedly posted thousands of obscene, vul gar
and threatening nessages in an attenpt to shut down a breast-feeding
di scussi on board. The lawsuit, which seeks several mllion dollars in
damages, all eges that the defendants posted sone of the offending
remar ks under nore than 70 user nanes and in at | east one case
appropriated the screen nane of a legitimate iVillage.comuser. A
state judge in New York approved a subpoena for records fromthe
defendants’ ISP, which identified themas the senders of the nessages.
The attorney for the plaintiff, iVillage, opined that the civil
process permtted a swifter halt to the conduct than referring the
matter to | aw enforcenent officials

To deal with the violence acconpanyi ng expressions of hate, the
Anti - Def amati on League pioneered special crimnal laws. In Wsconsin
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v. Mtchell, 113 S.C. 2194 (1993) the United States Suprenme Court
unani nously held that the First Amendnent of the United States
Constitution does not prohibit a state from provi di ng enhanced

puni shnment for a crinme based on the actor’s discrimnatory purpose in
commtting the crime. In State v. Apprendi, 159 N.J. 7 (1999) New
Jersey’s Supreme Court validated this state’s hate crine |law. The
statute, N.J.S. A 2C 44-3(e), allows years to be added to a
defendant’s sentence if the judge determ nes by a preponderance of the
evidence that the crimnal acted “with a purpose to intimdate ...
because of race, color, gender, handicap, religion, sexual orientation
or ethnicity.” The defendant’s appeal in Apprendi was argued before
the U.S. Supreme Court in March 2000.

New Jersey first adopted hate crine legislation in 1981 and
expanded its coverage in 1990 by passing the Ethnic Intimdation Act,
whi ch increases the penalties for any crime commtted with a purpose
to intimdate an individual or group because of race, color, gender
handi cap, religion, sexual orientation or ethnicity. The | aw al so
affords civil renmedies to victins, including punitive danages.

Al t hough New Jersey’s stringent | aw enforcenment reporting requirenments
cause it to lead the nation in the per capita reporting of bias crine,
nost bias crines in the state involve harassnent, terroristic threats
and crimnal mschief in which the Internet is not the vehicle.
However, in 1998, the New Jersey Division of Crimnal Justice
successfully prosecuted a notorious case that involved the Internet in
State v. Gancarz, et al. In that matter, young adults carved a 70-f oot
swastika in a cornfield and continuously harassed African Americans in
Burlington County. They conmmuni cated with each other and solidified
their prejudiced group identity via the Internet.

In March 2000, the Sonerset County Prosecutor’s Ofice and the
State Police investigated a threatening note |linked to a now def unct
Wb site allegedly created by students at a South Bound Brook m ddl e
school. At |east one student was suspended, and authorities were
trying to locate the conputers used to set up the Wb site. The note
di spl ayed two swasti kas and racial slurs. It threatened by nane to
“take out” two boys and to “get” one of themand “lock himup like a
sl ave.”

In 1998, Pennsylvania Attorney CGeneral D. M chael Fisher sought
injunctive relief against those associated with Wite Power Wrld
W de, an offensive Wb site created by a white suprenmacist. O hers
sued included the Internet service provider (ISP) and the conpany that
regi stered the domain nane. M. Fisher chose not to prosecute the
white supremacist for alleged terroristic threats and harassnent. He
acconpl i shed his goal of renpving the offensive material, because the
Wb site shut down. It is not known whether the white suprenacist or
his ISP renoved the site. M. Fisher noved ahead with the | awsuit
anyway. Al though the ACLU | abel ed the action an unconstitutional prior
restrai nt against free speech, a court in md-1999 enjoined the site
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from appearing on the Web. The court found that a posted discl ai nmer
di scouragi ng acts of violence was ineffective in the face of specific
posted threats.

M. Fisher’s lawsuit objected to three entries that appeared on
the Wb site. One statenent warned that people such as a naned and
pi ctured anti-hate activist would be "hung from|[her] neck fromthe
nearest tree or lanp post."” The Wb site al so showed a conputer-
generated i mage of the activist’s office expl oding.

A bigot legally can put all sorts of racist invective on a Wb

site, but he cannot sinply threaten to kill someone over the Internet.
When deci ding what is protected speech, we nust consider the
i kel i hood that a particular statenment will incite another to

"imm nent | awl ess action."” That is the standard set forth in 1969 by
the U S. Supreme Court in Brandenburg v. Chio to define the limts of
protected speech. The Internet conplicates the analysis, however,
because it is a relatively enotionless nmedium Messages in cyberspace
may be deenmed too renote in time and space to incite an i nmediate
illegal reaction. However, a threat is a threat, and just because the
Internet is a new nmedi um shoul d not insulate an offender from
liability.

On Septenber 20, 1996, a student who had flunked out of the
University of California at Irvine (UClI) sent an anonynous, profanity-
| aced message to 59 Asian students. The nessage told themthat if they

did not "get the out of UCI," he would "hunt all of you down and
Kill your stupid asses.” The nessage continued, "I personally wll
make it my life career to find and kill everyone of you personally."”

An adm nistrator at the conputer |ab quickly collared the forner
student, who carelessly included his own nane (the only non-Asian one)
on the list of recipients so that he could receive replies. The forner
student confessed to sending two such nessages. School officials
banned the forner student from UCl property, but the incident was not
reported outside the University community for several days. Local
police declined to prosecute, but the FBI heard about the case and it
becanme the first federal prosecution of a hate crinme in cyberspace to
go to trial

The former student was prosecuted under an obscure 1960s civil -
rights statute ainmed at segregationists preventing black children from
entering public schools in the Deep South. The | aw seeks to punish
anyone who "by force or threat of force attenpts to injure, intimdate
or interfere with ...any person because of his race, color or national
origin and because he is or has been enrolling in or attending any
public school or public college.” The jury convicted the formner
student of one of two counts, and the judge sentenced himto a year in
prison.
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On February 2, 1999, an anonynous federal civil jury in Portland,
Oregon, awarded $107 million in damages to Pl anned Parent hood and four
physi ci ans agai nst the American Coalition of Life Activists and
Advocates (ACLAA) of Portland and its officers. The defendants had
di stributed wanted posters nam ng abortion providers and had submtted
a list of the providers, their enployees and spouses, judges and pro-
choi ce advocates to a Georgi a-based Wb site called “The Nurenberg
Files,” which posted it as a high-tech “hit list.” The list included
honme addresses, photographs and |icense plate nunbers of the
provi ders, and, in at |east one case, the nanmes of their children and
the schools they attended. The site’'s operators drew |lines through the
nanes of those killed. Those who were wounded were grayed out.

The ACLAA case was brought under the federal RICO statute, 18
U S.C. 81961 et seq., and the Freedom of Access to Cinic Entrances
Act of 1994, 18 U.S.C. 8248, which nmakes it a federal crine to use
force or threat of force agai nst anyone seeking or providing an
abortion. The case is on appeal. In charging the jury, the judge said
the Wb site should be deened threatening if it could be taken as such
by a "reasonabl e person.” Sonme experts believe this m ght not neet the
Suprene Court’s incitenment test because it may |ack inmnent risk of
harm The Suprenme Court eventually will be called upon to refine this
standard in the context of a medium capable of nobilizing a host of
zealots with a single keystroke.

Finding the |line between protected and unprotected expression is
a delicate, fact-sensitive task. The Nurenberg Files’ |SP took the
site off-line for violating appropriate use policies. Later, the
federal court in Oregon enjoined ACLAA from publishing the posters and
submtting information to the Nurenberg Files for publication if such
publication was nade with an “intent to harm” The court concl uded
that the defendants had crossed the Iine fromidle threat, hyperbole
and the like, which the First Arendnent protects, to a threat that
coul d be enjoined and fined, because of the context of the canpai gn of
vi ol ence waged agai nst abortion providers.

On August 20, 1998, an individual posing as "John Bl au" posted
information on the Internet indicating that M ssouri FreeNet, an ISP,
woul d post information about |aw enforcenent officers, such as photo,
nane, address, phone nunber, and vehicle identification. Contributors
were asked to "HELP EXECUTE" a | aw enforcenent officer by contributing
to the "LEO Information Project.” In other postings, "Blau" openly
urged the execution of |aw enforcenent officials. Wen concerned
citizens contacted M ssouri FreeNet, they were told that "Bl au" woul d
be permtted to continue the "LEO Information Site,"” mnus the "HELP
EXECUTE" quote. M ssouri FreeNet also confirned that "Blau" is its
system adm ni strator.

Hat e groups and their | eaders have been found liable in civil
| awsuits for the violent actions of nmenbers or those they purposely
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orchestrated or negligently encouraged. The Sout hern Poverty Law
Center has taken the lead in bringing such |awsuits.

In 1987, a $7 million judgnent bankrupted the Al abanma-based
United Klans of America for its connection to the Iynching of a 19-
year-ol d African-Anerican naned M chael Donald. In 1990, an O egon
jury rendered a $12 million verdict against the Fallbrook, California-
based Wiite Aryan Resistance and its | eadership for pronoting the
killing of a young Ethiopian imm grant named Miul egetta Seraw. In 1994,
the Church of the Creator —predecessor of the virulently racist Wrld
Church of the Creator —lost a mllion-dollar |awsuit under a Florida
state civil RICOlaw for its part in the nurder of a young African-
American Gul f War veteran, who was killed by a Church “reverend.” In
m d- 1998, two Carolina Klan groups were held liable for $21.5 million
for their connection to the arson of two bl ack churches.

Brian Levin testified that successful civil |awsuits have |ed
hat e groups to adopt a new strategy of “l|eaderless resistance,”
m m cking a type of guerrilla warfare where individuals or autononous
cell s independently undertake violent acts agai nst commbn enem es
w thout relying on a centralized conmand and control structure. The
concept has been pronoted on the neo-Nazi Stornfront Wb site and in
raci st books |like “The Turner D aries” and “The Vigil antes of
Christendom” “Vigilantes” msinterprets the Bible to encourage | one
wol ves to anoi nt thensel ves “Phineas Priests” by commtting violence.
The strategy guided a convicted felon who robbed banks and attacked
abortion clinics. “The Turner Diaries,” a novel revered by white
suprenaci sts, has a protagoni st who blows up a federal building and
randomy targets mnorities for nurder. The “Diaries” and “Honenade C
4,” both readily available for free on the Internet, allegedly
inspired the bonmbing of the federal office building in Olahoma City
in 1995. The convicted nmurderer of James Byrd in Jasper, Texas,
all egedly explained to his cohorts, before they dragged the hapl ess
M. Byrd to death behind a pick-up truck, that he was “starting the
“Turner Diaries’ [revolution] early.”

Al t hough the First Amendnent to the U.S. Constitution severely
limts governnent censorship, private Internet Service Providers
(I'SPs) can elimnate anything they deem offensive fromtheir systens.
Wiile a few police the content of chat roonms and Wb sites, others are
phi | osophically opposed to playing the role of censor or consider it
to be an exercise in futility. Mst |SPs consider thenselves to be
mere conduits to the Internet. Mreover, if an ISP shuts down
di scussi on groups espousing raci smor intol erance, several nore may,
in short order, pop up on its network of sites. Wb sites that are
shut down seemto have little trouble finding new | SPs.

| SPs express concern that if they were to start regulating

content, it would open the door to all kinds of liability problens.
(But see 8230 of the Conmunications Decency Act, which shields |ISPs
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fromliability.) Still, many | SPs have devel oped a range of policies,
delineated in ternms of service agreenents, that define what is and is
not appropriate. Al though they maintain they cannot possibly nonitor
all nmenbers, in some cases nunbering in the mllions, these | SPs do
respond to conplaints fromboth nenbers and outsiders, including anti -
hat e groups such as the Anti-Defanmation League. By strictly enforcing
carefully drawn terns of service agreenents, |SPs could stop hate from
spreadi ng wi thout the government having to violate free speech rights.

CONTROL ORGANIZATIONS, PROGRAMS AND LAWS

Solutions to cyberspace bias and hate are arduous in a society
that venerates freedom of speech. As observed by A iver Wendel
Hol nes, “The mnd of the bigot is |like the pupil of the eye; the nore
| i ght you pour upon it, the nore it will contract.” It follows that
prevention and education strategies to conbat bias and hate need to be
expanded at the national, state and |ocal |evels. W nust continue to
educate teachers and | aw enforcenent. All children nust be told about
the dangers that lurk on the Internet. Parents and guardi ans nust
| earn how to protect their children and help themto protect
t hensel ves, especially with critical thinking skills. Wile these
| abori ous but necessary tasks are being acconplished, |aw enforcenent
nmust enforce vigorously |aws prohibiting violent action arising from
prejudi ce. Several private and public organi zations currently take
part in nonitoring, education and enforcenent involving online bias
activities.

Gover nnment censorship woul d not work in cyberspace, even if it
were constitutional. The problemis not intractable, however, because
centers of reason have shed |ight on the situation before the whol e of
the Internet could be conprom sed. Corporate | eaders, especially, can
accelerate this sanitizing process by inplenenting standards for what
they will allow on their systens and by hel ping to provide effective
foruns for positive forces. Jordan Kessler, Research Analyst for the
Anti - Def amati on League, testified that Bell Atlantic stands out as a
corporation devoted to countering hate. He praised the conpany’s
funding of civil rights Wb sites and its fornmer CEO s speeches
agai nst online hate. Such efforts enable the Internet to foster
tolerance far better than it advances hatred. In this way, the
comunity can rel egate hate nessages to society’s nmargins.

OFFICE OF BIAS CRIME AND COMMUNITY RELATIONS

The New Jersey O fice of Bias Crinme and Cormunity Relations is
responsi ble for the statew de prosecution and nonitoring of hate
crine. It is the only statewide office in the nation dedicated solely
to addressing hate crinme. Created in 1992, it serves as a central
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resource for hate crinme information and gi ves national |eadership on
hate crime policy and initiatives. Through the New Jersey Bias Crine
Training Program the Ofice trains |aw enforcenent officers in the
investigation of bias crine. It also offers a wide array of other
progranms in hate crinme awareness and prejudi ce reduction including the
Prej udi ce Reduction Education Program (PREP), a curricul umthat

t eaches students about hate crinme prevention.

Anmong the training initiatives offered to address bias crine and
its underlying causes is Hate on the Internet, a one-hour program
Begun in the fall of 1999, the programteaches educators and famlies
how t o protect young people fromthe influence of hate groups and
their Wb sites. Approximtely 2,500 teachers and parents from across
New Jersey have attended the programsince its inception. The Ofice
of Bias Crine and Comunity Rel ations al so sponsors the New Jersey
Bias Crime Victinms’ Support Service, 1-800-277-BIAS (2427), a program
that helps bias crinme victins through tel ephone referrals to | aw
enf orcenment agenci es, human service providers and trai ned vol unt eers.
The office also nonitors hate Wb sites throughout the country and
shares information with New Jersey | aw enforcenent agencies as they
investigate hate crime activity.

DIVISION ON CIVIL RIGHTS

The Division On Civil Rights (D vision) enforces New Jersey’s Law
Against Discrimnation (LAD). It is unlawful under the LAD for anyone
to circulate or publish any advertisenent for enpl oynent or housing
that discrimnates agai nst individuals because of race, color, creed,
national origin, gender, marital status, or any other category
protected by the LAD. N.J.S. A 10:5-12; N.J.A C 13:9 and 13:11.
Therefore, enployers, enploynent agencies, honmeowners, |andlords and
real estate brokers who advertise on the Internet should ensure that
enpl oynent and housi ng ads contain no | anguage that would tend to
di scourage individuals fromrespondi ng because of their nenbership in
a protected category.

The Division is taking steps, in conjunction with other Law and
Public Safety agencies, to nonitor ads on the Internet to ensure that
they do not contain the discrimnatory | anguage prohibited by the LAD.
If a violation of the LAD is discovered, the Division will file an
adm ni strative conpl aint against the perpetrator and wll seek
statutory penalties and conpensatory damages. Users who suspect that
an Internet posting may violate the provisions of the LAD should
contact one of the five Division offices, using the tel ephone nunbers
appearing on the Division’s Wb site at ww. state.nj.us/|ps/dcr. This
site also provides a detailed description of the protections afforded
by the LAD and the services provided by the D vision. Users who desire
nore information or technical assistance on how to make sure their ads
conply with the LAD should contact the Division’ s Bureau of Prevention
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and Citizen's Rights at (609) 292-2918.

The Attorney Ceneral’s Internet Working Goup is in the process
of devel opi ng an extensive, interactive Wb site which will be an
i nportant resource for those seeking information on recognizing and
conbating online discrimnatory practices and hate and bi as issues.

ANTI-DEFAMATION LEAGUE

The Anti-Defamation League (ADL) of B nai B rith, founded in
1913, defends free speech and does not condone banni ng hate speech in
cyberspace. Instead, it pronotes positive responses, believing that
the best way to conbat hateful speech is with nore speech. Its Wb
site is ww.adl.org. An ADL report, High-Tech Hate: Extrem st Use of
the Internet (1997, 86 pages), docunents online racists and expl ores
hate Web sites. Ot her resources include a Guide to Hate Crines Laws, a
hate crime training video, and Blueprint for Action, devel oped for the
Novenber 10, 1997, Wite House Conference on Hate Crines.

In libraries and bookstores, material can be | abel ed and
organi zed so as to enable parents to exercise discretion about what
their children see. Blocking software attenpts to afford parents the
ability to exercise simlar discretion over the Internet. In
cooperation with The Learning Conpany (TLC) of Massachusetts, the ADL
in 1999 released filtering software using the technology of TLC s
CyberPatrol ® software. Entitled HateFilter™ this software bl ocks
access to Internet sites that, the ADL believes, pronote hate. Since
the ADL seeks to balance the right to free speech with the need to
fight hate speech, it does not nmarket HateFilter™to schools,
libraries or public facilities. The software serves primarily to all ow
parents to control their children’s conputer use. It refers a bl ocked
user to an ADL site that explains why a site was bl ocked. HateFilter™
al so prevents unauthorized users fromusing racist or anti-Semtic
chat |ines and newsgroups, whose effectiveness as a neans of spreading
hate over the Internet rivals Wb pages.

As is the case with child pornography and pedophilia over the
I nternet, screening software is not a panacea to the problem of online
bi as and hate. According to Arthur Wlinsky, a New Jersey-based expert
in online safety for school children, students need exposure to
critical thinking and nmedia literacy skills in order to determ ne what
is true and what is not. M. Wl insky el aborated:

When it cones to hate groups and extreme views on the Internet,

filtering is NOT the solution. Students will eventually cone in
contact with this type of information. |If they have been
“protected” fromit by filters, they will be at the nercy of the

hat e groups when they finally do cone in contact with them
el sewhere. |If these hate and extrenm st sites are used within the
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context of nmedia literacy |lessons, they will be able to deal with
the material whenever and wherever they cone in contact with it.

In md-1999, the ADL forned a task force to exam ne the recent
expl osion of electronic hate expression. The task force is conprised
of representatives of |SPs, educators, |aw enforcenent officials,
prosecutors and conmunity | eaders.

CENTER ON HATE AND EXTREMISM

The Center on Hate and Extrem sm was established at R chard
St ockton College in Ponmona, N.J., in August 1996. In the sumer of
1999, both the Center and its Director, Professor Brian Levin,
relocated to California State University at San Bernardi no.

One of the first such prograns in the United States, the Center
anal yzes trends and | egal and crim nol ogi cal aspects of expressions of
hate, extremsmand terrorism It provides |egislative testinony,
am cus curiae briefs and | aw enforcenent training. It is non-partisan
and has an Advisory Board. It has devel oped a Mbdel Hate Crine
Statute.

In 1995, Professor Levin helped the New Jersey Attorney General’s
Ofice inplenent a federal pilot programthat teaches |aw enforcenent
officers how to handle bias crinmes. He worked on the project with the
Ofice of Bias Crine and Conmunity Relations in the Division of
Crimnal Justice.

SOUTHERN POVERTY LAW CENTER

Founded in 1971, the Southern Poverty Law Center (SPLC), based in
Mont gonery, Al abama, operates a Teaching Tol erance program and al so
keeps cl ose tabs on hate groups and their activities. The SPLC s Wb
site is located at http://splcenter.org. The SPLC s Intelligence
Proj ect publishes a quarterly Intelligence Report. The organi zation
regul arly conducts training sessions for police and community groups.

The SPLC created Klanwatch in 1981. It tracks the activities of
over 500 hate groups. The SPLC established a MIlitia Task Force in
1994. It nonitors 523 mlitias and other groups espousing extrene
anti-governnment views. Six nonths before the April 1995 Gkl ahoma City
bombi ng, the SPLC warned the U S. Attorney Ceneral that the new
m xture of armed groups and those who hate was a recipe for disaster.
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NEW JERSEY COMMISSION ON HOLOCAUST EDUCATION

The New Jersey Conmi ssion on Hol ocaust Educati on,
wwwv. st ate. nj . us/ nj ded/ hol ocaust, (an offshoot of the New Jersey
Advi sory Council on Hol ocaust Education) was created by statute in
1991 to recommend curricular material on the Hol ocaust and ot her
genocide. See N.J.S. A 18A 4A-1 et seq. In 1994, the | aw was anmended
to require every board of education to include instruction on the
Hol ocaust and genocide in the curriculumof all elenentary and
secondary school pupils. The | aw provides:

The instruction shall enable pupils to identify and anal yze
appl i cabl e theories concerning human nature and behavior; to
understand that genocide is a consequence of prejudice and

di scrimnation; and to understand that issues of noral dilema
and consci ence have a profound inpact on life. The instruction
shal | further enphasize the personal responsibility that each
citizen bears to fight racismand hatred whenever and wherever it
happens.

The Comm ssion on Hol ocaust Educati on sponsors semnars to train
teachers on how to use the Internet properly for class projects. It
makes resources available to the education conmunity and assists three
dozen Hol ocaust/ genoci de resource centers and denonstration sites
| ocated at coll eges and school districts around the state. In
addi tion, the Conm ssion organi zes an annual sunmer field trip for
about 30 teachers to spend 12 days in Eastern Europe and |srael
| earni ng about the Hol ocaust. Corporate sponsors fund nuch of the cost
of the trips.

SIMON WIESENTHAL CENTER

The Sinon Wesenthal Center, based in Southern California
(ww. wi esent hal . org), distributes a CO-ROMcalled “Digital Hate 2000,”
listing hundreds of extrem st Wb sites. Wien the Center started
tracking such nmatters in April 1995 at the tinme of the bonbing of the
Okl ahoma City federal building, it identified just one hate Wb Site.
The Center has a CyberVWatch Survey project, a Task Force Against Hate
and a hotli ne.

Encouraged by the exanple of CNN and sonme newspapers denying a
forumto certain paying advertisers, the Wesenthal Center wote to
t housands of Internet service providers (ISPs) offering a voluntary
code of ethics. Only a handful responded. Although ISPs are in the
busi ness of selling space for advertising, they have no obligation to
take noney fromall those interested in putting up Wb sites. Most
| SPs say they operate |like common carriers and are obligated to
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transmt whatever nessages cone into their systens. Sone | SPs have
catered to extrem sts.

The Center urges custoners to conplain if their ISPs allow hate
material on the sites that they host. It has criticized online
auctioneer eBay for permitting the sale of Nazi paraphernalia and
collectibles over its Wb site. It also |anbasted |Internet booksellers
for carrying books such as Adolf Hitler’s Mein Kanpf and a bi ography
of Nazi | eader Ceorge Lincoln Rockwell.

HATEWATCH

Hat eWat ch, a non-profit organi zation founded and directed by
David Goldman, a full-tine law |librarian, originated with a Harvard
University Library guide called "A Guide to Hate G oups on the
Internet."” Although it has sparked controversy with those who oppose
drawing attention to hate groups, HateWatch, in an effort to “drag
t hese peopl e out of the shadows,” posts information about a variety of
such groups on its own Wb site, |ocated at ww. hat ewat ch. org.

Hat eWatch also lists ISPs that do not permt hate-spouting Wb sites.

M. Goldman reported that economics is forcing a decrease in
sophistication and originality of hate material on the Internet. He
noted that many "orphan” hate-based Wb sites |ie dornmant —wi t hout
updat es or devel opnent. O hers are lowin quality and not very
per suasi ve, according to M. Goldman. He added that extrem sts are now
nore likely to participate in chat groups. Wile concluding that the
activity of organized groups has leveled off, M. Goldnan naintains
that harassing or threatening e-mail has increased.

Hat eWat ch encourages custoners to report hate traffic to their
| SPs. It al so encourages people to start their own anti-hate Wb sites
and is developing free software that will enhance such Wb sites so
that they will better serve visitors.

OTHER ANTI-EXTREMIST ORGANIZATIONS

The foll owm ng organi zati ons have prograns and Wb sites to
counter the activities of extrem st groups and to pronote diversity
and human rights.

Inter GOV International (www intergov.org) is a central neeting
pl ace where Internet enthusiasts can develop internationally accepted
standards for the online community and offer services to protect
children and to police the integrity of the Internet. The organi zation
recommends that victinms of "flamng" notify the appropriate chat room
adm ni strator and ISP i nmedi ately.
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The Center for Denocratic Renewal was founded in 1979 as the
National Anti-Klan Network. Its Wb site, hosted by the Institute for
G obal Conmuni cations (1GC), is ww. publiceye.org. | GC al so sponsors
“Not In Qur Town” (www. igc.org/an/niot), a national novenent agai nst
hate cri nes.

The Leadership Conference on Cvil Rights, |ocated at
www. civilrights.org, counters prejudice, extrem smand hate crine in
Anerica. Facing H story and Qursel ves National Foundation, Inc.
(ww. faci ng. org) pronotes study of the historical devel opnent and
| essons of the Hol ocaust and ot her exanpl es of genoci de.

HACKING

THE PROBLEM

Unaut hori zed accessi ng of conputer systens —sonetines called
hacki ng, industrial espionage, intrusion, penetration or cyber-
terrori sm —exhausts nassive private and public resources.

Furt hernmore, such conduct threatens public confidence in national
defense, the ability of strategic industries to function and the
integrity of the cyber-marketpl ace.

An unsuspecting conputer user can acquire software “viruses” by
downl oadi ng “infected” progranms from Wb sites or opening e-nai
attachnments containing viruses. One of the newest viruses, Bubbl eBoy,
can intrude into a victims systemif he or she nerely previews the
list of incomng e-mail nessages using Mcrosoft Qutlook. Fortunately,
it is not harnful and is easily elimnated. If not renoved or fended
off with regularly updated anti-virus software, nmany other conputer
viruses can wreak havoc within conputer systens, even erasing every
bit of data on the hard drive. The typical virus cannot, however, harm
hardwar e, including the hard drive itself.

Aeri can conpani es spent al nost $6.3 billion on conputer security
in 1997, according to DataQuest, a research firm This nammbth expense
is expected to grow to $13 billion by the year 2000.

The San Franci sco-based Conputer Security Institute (CSl)
(www. gocsi.com is a trade organization that has assisted and trained
i nformation system professionals since 1974. For the last five years,
in cooperation with the Conputer Intrusion Squad of the FBlI’'s San
Francisco Ofice, it has released the results of an annual Conputer
Crime and Security Survey. The survey results released in 2000 found
that 70 percent of 585 participating U S. corporations, governmnent
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agencies, financial institutions and coll eges reported serious
conput er security breaches within the previous year. System
penetration by outsiders, unauthorized access by insiders and theft of
proprietary information all rose fromthe period covered by the survey
rel eased in 1999. Al nost 90 percent of the security professionals who
answered the survey detected a security threat. Only 42 percent of the
conpani es affected estimated the anount of damage suffered. The total
cane to $266 million, nore than double that of 1999.

By the end of 1999, the FBI had 800 pendi ng cases invol ving
conput er hacking and intrusion. This conpares wth 200 cases just two
years earlier

Per haps society’s greatest anxiety stens from concern about
terrorist groups and foreign governnents bringi ng dowmn defense or
econom ¢ infrastructures by using “information warfare.” In such
scenari os, hackers would disable the conputers that control the
nation’s tel ephone system banks and stock exchanges, as well as the
power grid or the pipes that punp gas, oil and water around the
country. The integration of America s public and busi ness conputer
networ ks i ncreases the risk that problens affecting one system al so
will affect others, thus placing the nation’s conputer-based critical
infrastructures at increased risk of severe disruption. |Indeed, the
United States itself takes advantage of vulnerability in its enem es’
conputer systens. On Cctober 7, 1999, the Chairman of the Joint Chiefs
of Staff acknow edged that the U S. mlitary used offensive
i nformati on “weapons” agai nst Yugosl avia during NATO s Kosovo canpai gn
air war.

Less dramatic intruder activity can still have far-reaching
negati ve consequences for individual businesses. For exanple, cyber-
extortion occurs when an intruder plants a “logic bonb” on a conputer
that m ght disrupt a systemresponsi ble for processing custoner
transactions. The extortionist tells the conpany that unless he
recei ves noney by a certain time, the systemw || be disabl ed.

According to Ml col m Ski nner, Marketing Manager at Axent
Technol ogi es, external hacking is growing by an al arm ng 36% each
year. Hackers nake noney through raiding bank accounts, credit card
fraud, tel ephone call selling, product/service fraud, espionage
(stealing and destroying information in governnment and business
conput ers) and hostage-taking/extortion (threatening to unleash
Vi ruses).

I n February 2000, conputer hackers using sophisticated
“distributed denial of service” attacks, disrupted Wb sites operated
by several |eaders of the electronic marketplace, including Yahoo!,
eBay, Amazon.com Buy.com Tinme Warner’s CNN.com Etrade, Mcrosoft’s
MSN. com and ZDNet. The perpetrators flooded victimsites with nmassive
anounts of bogus nessage nmaterial, effectively closing themto routine
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traffic the way a tel ephone switchboard could be swanped with too many
calls. Although no consuner data was conprom sed, the disruptions
jarred consuner and investor confidence in e-comrerce, causing high-
tech stocks tenporarily to register sizeable |osses in value on stock
exchanges.

In April 2000, following a joint investigation by the FBlI and the
Royal Canadi an Mounted Police, Canadian authorities charged a 15-year-
ol d boy, using the conputer nane “Mafiaboy,” wth two counts of
m schief for disrupting CNNs Internet site. The boy all egedly used
software “tools,” readily available on the Internet, for denial of
service attacks that he boasted about in chat roons frequented by
hackers. He faces a maxi num sentence of two years in a juvenile
correctional center and a $650 fi ne.

Hackers have even turned security tools, such as network
firewal | s, against organizations to nount denial of service attacks. A
firewall is a systemof hardware and software configured to prevent
outsiders from accessing and using a conputer network and any ot her
resources connected to the network.

Al so in February 2000, the Conputer Energency Response Team
(CERT) of Carnegie Mellon University warned that harm ess-| ooki ng Wb
links could, in fact, be rigged with so-called “cross-scripting” to
damage, or steal information from conputers of unsuspecting Wb
surfers. On Wb sites collecting information fromcustonmers with
el ectronic forns hackers could interject harnful software commands to
steal banking or other personal information. Web site adm nistrators
must constantly review their conputer code to weed out such potenti al
probl ens.

In May 2000, the so-called “Love Bug” virus and its imtators
di srupted the conputers of anyone who opened the attachnent to an e-
mail titled “I LOVEYQU.” The virus crippled private sector and
gover nment conmuni cati ons worl dwi de by cl ogging e-mail servers and
overwiting files. It also attenpted to inject another programfrom a
Web site in the Philippines that woul d search conputers for Internet
access passwords and e-nmil those passwords back to an address there.
Danage estinmates have run from hundreds of millions of dollars to $10
billion, nostly the result of |ost productivity.

Experts agree that there is no network, Wb site or systemt hat
is 100 percent secure agai nst hackers, who have been breaking into
conput ers over tel ephone |ines since the late 1970s and now use the
Internet. In the original sense of the word, a hacker was sonmeone with
a talent for determ ning how technol ogy works and the skills to
program conputers to perform advanced tasks. In the nore common
vernacul ar, it has cone to mean a person who attenpts to intrude into,
or attack, conputer systens so that they will do his or her bidding.

O her common terns for hackers include attacker, cracker and intruder.
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Fear of unauthorized intrusion should not deter governnents,
i ndi vidual s or businesses fromtaking advantage of the unlimted
potential afforded by conmputers. For the nost part people think
not hi ng of flying, although no one guarantees that there will never be
a plane crash. As long as people are satisfied that all that can be
done is being done, they will continue to fly in great nunbers.
Simlar reasoning should encourage participation in cyberspace, where
a mshap ordinarily would not end any |ives.

An array of security neasures is available to ensure that
commercial transactions over the Internet cannot be corrupted by
outside parties. Secure Electronic Transactions (SET) software,
devel oped jointly by Visa and MasterCard, reduces substantially the
potential for credit-card fraud. It uses encryption technology to
protect information from unauthorized view ng. Wien an online purchase
is made, the credit card information is stored in a digital envel ope,
whi ch the merchant cannot open. The nerchant passes the envel ope,
along with its digital identity, to the credit-card conpany for
pr ocessi ng.

Secure sockets layer (SSL) is a type of encryption technol ogy
that protects credit card information by scranbling it before
transm ssion. To find out whether credit card information is secure,
consuners can |look at the URL for the nerchant’s Wb page. A secure
URL page begins with the code "https" rather than "http."

Security-consci ous consumers patronize Internet merchants
di spl ayi ng security seals, such as Wb Trust(SM, created by the
Anerican Institute of Certified Public Accountants (Al CPA) and the
Canadi an Institute of Chartered Accountants. The seal assures online
custoners that the businesses carrying it on their Wb sites adhere to
standard busi ness practices and controls and have the ability to
mai ntai n privacy and security for Internet transactions.

| f sonmeone deliberately does sonmething injurious to a computer,
chances are it is an inside job, ranging fromtheft of confidenti al
information to fraud to a grudge attack. The nobst dangerous notive is
revenge by a disgruntled enpl oyee. When sonething goes wong with a
system often one of its own information technology (I T) people is
responsible. Even if their own enpl oyees can be trusted, sone
conpani es may have negl ected to check the backgrounds or doubl e-check
the work of outside contractors. Such internal offenders can easily
render firewall, anti-virus, network analysis and host-based
nonitoring software protection useless. Wen trying to track the
perpetrator in such circunstances, one has to renmenber that it is
pointless to ask the internal offender to investigate hinself. The
single nost inportant nmeasure a conpany can take to ward off
intrusions is to hire trustworthy enpl oyees and consultants.

51



David J. Goldstone, Trial Attorney in the U S. Justice
Departnment’s Conputer Crinme and Intellectual Property Section
enphasi zed in his testinony the need to recogni ze inside
vul nerabi lity:

In my experience, the cases that |’ve investigated with the
Department of Justice, nost common, and often nost danmagi ng,

ki nds of hackers that attack private corporations are disgruntled
ex- enpl oyees, particularly ex-enployees who work in the MS

[ Managenent | nformati on Systens] Department. There are often very
few controls in the MS Departnent in the way of background
checks. The M S Departnent doesn’t conceive of itself as a
security departnent, but it is often essential to the security of
a business, particularly as we’'re in the informati on age and so
much of a conpany’s value lies in stored information. If it
happens that one of the enployees in the MS Departnent |eaves

t he conpany under unhappy circunstances, then he can have the
notivation and the knowl edge to shut that conpany down, and |’ve
seen that happen in a nunber of situations. | would say that’s

t he nost common notivation for hackers in the private sector

In one of the first prosecutions of its type in the nation, the
former Chief Network Adm nistrator of Ormega Engi neering Corp. was
convicted in the New Jersey federal district court in May 2000 of
pl anting a conputer “tine bonb” that cost the conpany nore than $10
mllion. Denoted prior to being fired in 1996, the disgruntled
enpl oyee stayed after regular business hours programm ng and testing
commands that eventually would w pe out permanently all the design and
production prograns vital to Orega’s New Jersey manufacturing
operations. The “bonb” had been designed to activate automatically if
a count ermandi ng command was not received.

Al though inside jobs remain an inportant threat, attacks agai nst
conputer security fromoutside the victimorgani zati ons are increasing
in frequency. Traditionally, internal attacks posed the greatest
threat to conputer networks. They accounted for about 85 percent of
all attenpted intrusions, while the remaining 15 percent cane from
external sources. However, according to survey results released in
July 1998 by Internet Security Systens, 61 percent of corporate
respondents suffered conputer systemattacks originating frominside
t he organi zation, and 45 percent of those attacks resulted in | osses
over $200, 000. Meanwhile, 58 percent of the respondents experienced
external attacks, with 50 percent of those attacks resulting in |osses
over $200, 000. The Conputer Emergency Response Team ( CERT) at
Carnegi e-Mellon University also reported rapid growh in the nunber of
i ncidents of conmputer security breaches: from1,334 in 1993 to al nost
4,400 in just the first two quarters of 1999.

Meanwhi | e, the extent of the problemis substantially
underreported because private conpanies, shy of bad publicity, usually
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want to avoid disclosure of intrusions to their systens. In a report
i ssued on Cctober 4, 1999, the U S. General Accounting Ofice stated,
“Private entities are reluctant to di scl ose known probl ens or

vul nerabilities that m ght weaken their conpetitive positions or

di m ni sh custoner confidence.”

The rise in penetration fromexternal sources corresponds to the
boomin global Internet connections and the rush by businesses to
establish a presence on the Internet regardl ess of security
prepar edness. Mre and nore individuals and conpani es are sending data
across the Internet’s insecure lines. Those who entrust their
i mportant confidential information to conputer files will live to
regret any failure to take proper precautions to safeguard those
files. I n nost cases, the precautions are sinple, easy and
I nexpensi ve.

| f hackers do disrupt a weakly protected system it may be
difficult to identify them Hackers enploy techni ques, such as "onion
skin" technol ogy, to nmake their presence on the Internet or e-nmai
anonynous. They nay penetrate nmultiple systens and “dai sy chain” their
attacks (sonetines called “connection |aundering”) to increase the
difficulty of tracing them back fromtheir victinms. They may work in
tandem wi th ot her hackers and store their hacking “tools” at renote
secondary sites in different states or countries. Interpol, the
i nternational police agency, estimates there are 30,000 hacker -
oriented Wb sites.

Joseph G Degnan, a Special Agent with the Naval Crim nal
| nvestigative Service responsible for New York, New Jersey and
Pennsyl vani a, testified about the typical hacker and how he poses a
threat to unprepared conputer operations:

| can tell you a hacker is ...a 14- to 25-year-old student. He is
i sol ated, technol ogically advanced. H's parents don’t care what
he does at night sitting up in his roomon his conputer system
But there are al so people that are very good at speaking, [social
engi neers who] can gain access to information that you shoul dn’t
be giving out over the phone. So you need to educate and nake
peopl e aware of it, businesses and governnent entities and
everybody el se.

That’s why |’ m goi ng out and speaking to defense contractors in
the State of New Jersey, so that they are aware that sonebody is
very interested in the information that resides on their conputer
systens, so that they properly protect and safeguard the
information, so that it is not downl oaded or given away for free
to sonebody that either asks over the tel ephone or dials into the
Wb page.
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Hacking offers the thrill of joy riding. It is |like a gane of
hi gh- speed chess where the skillful seek bragging rights in the hacker
comunity. The hacker nentality, which used to be "l ook but don’t
touch” and included help from"white hat" good-guy hackers who pointed
out conputer systens’ weak points, has expanded to nore sinister
realms. It increasingly involves the quest for noney or even "cyber-
terrorism"™ such as crashing a system

Edward F. Skoudi s, Technical D rector and Program Manager in
G obal Integrity’s Consulting Services Division, testified that
hacki ng threats are extrenely diverse:

| think we have got to be very careful with this concept of
creating a hacker profile or defining in | aw what is hacking.
[T]here are so many different individuals in so nmany different
wal ks of life that could do this kind of thing.

One thing that we caution our customers about is to not assune
that you will be attacked or hacked by a pinple-faced kid,
because that usually makes you underestinmate your adversary. Yes,
the pinple-faced kids are very good, but there also may be sone
extortioni st or sonme organized crine type person trying to exact
a financial target rather than just cause annoyance. So you don’t
want to underestinmate your adversary, and | don’t think you can
very easily classify what is a hacker.

Wannabe hackers obtain their skills in many ways. Mich of the
howto information and software tools that automate the hacking
process cones free-of-charge fromthe many online sites hosted and
frequented by hackers, rather than from underground sources. M.

Gol dst one described why the | earning curve to achi eve basic hacking
capability is not very great:

| have seen Wb sites with pages and pages of software prograns,
and you don’t even need to learn the ABCs of hacking. Al you
need to do is downl oad the software program point it at the
conputer that you would like to attack, and |let the program do
the work for you. So you don’t have to be a conputer genius to be
a very effective hacker.

Some hackers abuse software available for free on the Internet
and intended for legitinmate purposes. For exanple, in January 2000,
t hree Randol ph Hi gh School sophonores all egedly used a keystroke
recorder program downl oaded fromthe Internet to note teachers’
passwords as they | ogged onto certain machines in the school’s
conputer network. Armed with a biology teacher’s password, obtained
when he | ogged onto a library conmputer, the three, pretending to be
the teacher, found a copy of the biology m dterm exam nation and sold
it to sonme of their classnmates.
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Keystroke recorder prograns allegedly were installed on at |east
four conputers in the school network. Such progranms can be used
legitimately to back up data to mtigate the effects of hard drive
crashes or screen freezes. Parents also can use themto nonitor their
children’s activities on the Internet. The Randol ph H gh students al so
al | egedly | oaded anot her program called a password buster, on several
conputers. That software noves progressively through all known words
in the dictionary attenpting to match a password and gain adm ttance
to the network.

More secretive and conplicated techniques also circulate w dely
in the hacker underground. Thormas Wel ch, Chief Executive Oficer of
Secure Data Technol ogies Corp. of Fairfield, New Jersey, testified how
conventions help to spread the word about successful hacking
t echni ques:

[ Hackers] use the same concepts as private business; they have
conventions. They have a nmjor convention in Las Vegas every year
...had a major convention in New York about three or four years
ago. They share their secrets at these conferences and

conventi ons.

One of the concepts of hacking is information is free and it
shoul d be shared, and they do a very good job of sharing their
information. Unfortunately, we in the security field don't do the
sane type of sharing with our own know edge, and that’s one thing
we have to learn fromthe hacker groups thensel ves.

Edwar d Skoudi s descri bed the chall enge of coping with the
col | egi al hacker community:

What we’'re seeing today is the rise of ...very elite hacker

groups. .[I]t’s a fairly large nunber turning out extrenely high
quality attack software. ...[Ploint [the software] to the machine
...and it will attack that machine across the Internet. The

[ hacki ng] software that’s comng out is very well-witten, in
fact, remarkably free of errors conpared to sone of the
commercial software that’s available, and the stuff is available
for free across the Internet —point and click with a very sinple
graphical interface. It’s actually quite inpressive. And these
hacker groups are sort of becom ng the Mcrosofts of the hacker
worl d, turning out their own products, releasing it wdely to the
worl d so anyone can download it and use it.

"Sniffers" are prograns that unobtrusively nonitor network
traffic on a conputer, picking out whatever type of data they are
programmed to intercept, such as any portion containing the word
password. \When a user logs into an account froma renote | ocation,
unl ess she takes special precautions, her password is sent,
unprotected, through perhaps hundreds of conputers. Routers are big
conputers that act as traffic cops, directing the flow of infornmation
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traffic fromone cromded roomto another. A sniffer installed on a
router has the potential to acquire thousands of passwords. Although
sniffer tools, which “listen” over the Internet to intercept

comuni cation, crimnally violate federal wiretap |law, see 18 U.S. C.
82511, such tools have proliferated.

A "Proggy" is a conputer programthat enables online crimnals to
steal passwords and credit-card nunbers, so that they can use their
victinms’ online identities to send offensive nmessages or execute
financial transactions. Hackers post proggies around the Internet and
trade themli ke baseball cards. Attacks with proggi es have been
especially prevalent on Anerica Online, in part because of that ISP s
size. They typically involve "phishing” (ph for f is a common hacker
substitution) for other users’ personal information. For exanple, a
hacker m ght transmt a nessage purportedly fromthe ACL billing
departnment, requesting that a user "validate" his or her password and
screen nanme so that the service can "fix" its records. The hacker
m ght threaten to termnate the user’s account if he does not conply.
"Carding," a formof phishing, enploys various tricks to obtain a
user’s full nanme and credit card information. Hackers who engage in
such activity are called "snerts,"” an acronym for snot-nosed
egotistical rude twts.

I n August 1999, the only hacker ever to make the FBlI’'s Ten Most
Wanted List was sentenced to 46 nonths in prison on federal conputer
crime and wire fraud charges that included stealing thousands of
credit card nunbers. A virtual cult figure anong the hacking elite,
t he defendant often did not use high-tech nmethods to access conputer
systens. He sonetines gai ned access to conputers by inpersonating
conpany enpl oyees over the tel ephone in order to obtain codes and
passwords. The defendant is bound by his plea deal to repay the
damages he caused to victim businesses with any profits from any
future tel evision or book deals.

The court ordered that for three years after his release from
pri son, the defendant may not touch conputer hardware, software,
peri pherals or nodens, and he may not work in the conputer business in
any capacity. The 35-year-old high school dropout was arrested four
times for hacking during the 1980s and previously served a one-year
prison term Prosecutors alleged that while on probation in 1992, the
def endant began hacki ng again. He remained a fugitive until captured
in February 1995. Incarcerated since that tine, he was rel eased from
custody on January 21, 2000 after receiving credit for tinme served.
The sentencing court acknow edged that nonitoring the defendant, who
once breached the security of governnent conputers and becane an
under ground | egend anong sone young conputer enthusiasts, mght prove
i npossi ble for probation officers.

In a 1998 war gane, run by the National Security Agency, it was
shown that hackers could disable the U. S. Pacific Conmmand and shut
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down the national electrical grid. Hackers have boasted in U S. Senate
testinmony that they can bring down the national telephone network. In
February 1998, a teenage |Israeli hacker, known as "Anal yzer," cl ai ned
to have high-level access to as nany as 400 uncl assified systens.

Unl ess proper defenses are in place, a hacker nay “spoof” a
domai n nane system (DNS) server —convincing it, w thout perm ssion,
that he is sonething or soneone that he is not. The Internet uses the
DNS to connect nunerical Internet protocol (I1P) addresses to user
friendly Internet nanmes. Once a DNS server has identified the IP
address of the site the user seeks, it stores that entry for future
reference. If the DNS server is conprom sed, forged data can be
pl anted. As a consequence, the conpronm sed DNS server now directs the
user to a forged I P address substituting for the genuine site nane.
Users nay be directed to a spoofed Wb site containing offensive,
untrue or damagi ng content. E-mail can be rerouted to another nai
server and, unknown to the sender, never reach the intended recipient.
A phony site may col |l ect user nanes and passwords from unsuspecting
users seeking entry authorization. After entering the authorization
information, users may be msled with a nessage saying the site is
tenporarily unavail abl e and woul d never know t hey had been spoof ed.
The owner of the fake site then woul d possess a collection of user
nanmes and passwords to use at the real site.

Hackers gain access through a variety of other neans. These
i ncl ude scanning, trashing, barrier code hacking (via guessing or
"brute force") and renote adm nistration hacking. M. Skoudis
descri bed the need for proper nodem control:

Otentines the easiest way to break into a network is to do a
“war dial.” Awar dial is a tool that you use to dial a
sequential set of tel ephone nunbers ...up through thousands and

t housands | ooking for a nodemon a network. If you find that
nodem then you can use that potentially to get into the network,
because oftentinmes, individual users wll bring in their nodem
and put it on their desktop so they can access their system at
honme. Well, it’s also easy for the attackers to get into the

net wor k because when these things are set up by individual users,
they’'re often not protected. So having effective nodem policy and
conducting periodic scans, to do your own war dial against your
institution, is a very good idea to elimnate these back-door
nodens.

M . Degnan described the need for proper Wb site control:
Everybody has a Wb server. The State of New Jersey has a Wb
site, and everybody el se has Wb sites; the governnent is fraught

with them ...Now, sone [of] those Wb sites [are] not authorized,
and that is one of the easiest ways to break into a conputer
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system through the Wb site. So you need to isolate that and put
that on a stand-al one conputer systemw th one address

Organi zed crime has joined the act, cashing in on schenes to
di vert funds through bogus electronic transfers. For exanple, an
"inside/outside" job begins when a prospective victimconpany hires a
conputer expert to build a network. For a snmall fee froma corrupt
group, this admnistrator will deliberately make a “dunb m st ake,”
| eaving an el ectronic hole through which others can siphon noney to
private bank accounts.

PASSWORD TIPS

Experts often say that the security of the systemis the security
of the weakest password. Sone of the blanme rests on users who pick bad
passwords such as soneone's nane, a birth date or a word from a
dictionary. These may be easier to renenber, but they also are very
easy to break. The follow ng security tips offer protection for
passwor ds.

When creating a password:

e Don’t use nanes or nunbers associated with you in any form
i.e. your user name, your spouse’s nane, your dog’ s name
spel | ed backward, your tel ephone nunber transposed, your
m ddl e nane in French, etc. Hackers are sophisticated enough
to make an educat ed guess.

e Don’t use nanes or dictionary words, including several words
strung together, in any |anguage. Sophisticated password
cracki ng prograns can di scover passwords with effective
dictionary or brute force attacks.

e Do use upper and | ower case letters, as well as punctuation
synbol s or nunbers, for passwords that are several characters
| ong.

e Do use different passwords for different accounts and for
screen savers and share passwords. An intruder who cracks your
password on one network can use it to junp to other networks
where you al so use it. The sanme applies to each Wb site and
I nt ernet business that requires passwords.

Once you have a password:

e Do change it frequently, at |east every four to six nonths. If
you need to use the sanme basic word as your password, vary it

58



w t h unexpected nunbers, synbols or m sspellings. Sniffer
prograns that intercept passwords are quite common, and
changi ng your password offers at |east sone protection.

e Don't e-nmil your password to anyone.

e Don't tell anyone your password, no matter who asks for it. If
soneone calls you claimng to need your password, refuse to
provide it. Any legitimate technician already wll have
authorization to enter your system If, for any reason, you
must share your password, change it as soon as possible. Sone
secrets are too tenpting not to use or share.

ENCRYPTION

Encryption is the mathematical encoding of files and data, via
software, in such a way that, even if accessed by an intruder, they
cannot be read or viewed by anyone other than those with the secret
key to decode the nessage. Original text (known as “plaintext”) is
transforned into unreadable text (known as “ciphertext”). Although
sonmeone may successfully access encrypted data or conmunications, he
may not use them for inproper purposes if encryption renders them
unintelligible and the intruder cannot break the code. Even relatively
sophi sticated encryption is readily and inexpensively available to
busi nesses and i ndividuals. For exanple, Pretty Good Privacy’ s (PGP)
Hel p Team of volunteers offers freeware encryption software at
WWW. pgpi . com The program uses a system of conpl enentary public and
private keys to encrypt and decrypt e-mail and other electronic files.

Publ i c-key infrastructure (PKI) encryption is a popul ar nethod
for securing data transmtted online for e-conmerce or other purposes.
It uses conplex mat hematical "keys" to encode and decode data. The
public key, used to encrypt the nessage, is one of two keys necessary
in a public or asynchronous (asymretric) cryptographic system The
public key usually is advertised to the rest of the world. The private
key, which usually is maintained secretly by its owner, is used to
decrypt the nessage. "Strong" encryption involves prograns using
| arger and, therefore, infinitely | ess deci pherabl e keys.

In the United States strong encryption has al ways been avail abl e
to anyone. Until early this year, the federal governnent prohibited
virtually all export of strong encryption technology. On Septenber 16,
1999, however, the Wiite House agreed to permt U. S. conpanies to sel
even the nost powerful data-scranbling technol ogy overseas to private
and comrercial customers after a one-tinme technical review of their
products. Exporters still have to seek perm ssion to sell encryption
technology to a foreign governnent or mlitary, and no sal es can be
made to seven nations accused of terrorism lIran, lraq, Libya, Syria,

59


http://www.pgpi.com/

Sudan, North Korea and Cuba. The federal governnent adopted the new
regul ations in early 2000.

Federal intelligence and | aw enforcenment agencies contend that
organi zed crimnals, terrorists, and hostile governnents wll el ude
detection if strong encryption is generally available w thout
permtting governnment access to users’ keys, if necessary. Encryption
advocates retort that crimnals can be caught by other nmethods. The
i ssue of government access to encryption keys has beconme caught up in
free speech, privacy and econoni c debates. O gani zations such as
Anericans for Conputer Privacy have opposed federal efforts to control
encryption. Sone conpanies naintain that previous federal control over
the export of hard-to-break encryption technology crippled exports and
i npeded the adoption of anti-hacker defenses by U S. conpani es and
citizens.

For years, the federal governnent had designated an | BM devel oped
mat hemati cal al gorithm known as data encryption standard (DES), a
secret, 64-bit key encryption schene, to be the allowable format for
non-cl assified information. Critics have | ong suspected that the
government secretly weakened DES to enable surveillance teans to crack
nmessages easily. During a security conference contest in January 1999,
a team conposed of privacy advocates, the Electronic Frontier
Foundation and a group called Distributed. net broke the DES code and
cracked a nessage encoded with it in less than 23 hours. Advanced
encryption standard (AES) is a new, tougher algorithmfor the |atest
generation of encryption products.

Sophi sticated crimnals, including terrorists, have for sone tine
been able to buy or downl oad powerful encryption technol ogy nade
outside the United States. Now that the Wite House permts the export
of state-of-the-art U. S.-nade encryption software, it is urging
Congress to give the FBI $80 million over the next four years to
devel op techni ques to break nessages scranbled to shield crimna
enterprises.

Exi sting encryption schenes to protect financial transactions,
national security information and ot her significant comunications
suffer two weaknesses: the nunerical -based keys are potentially
vul nerabl e, and they can be intercepted. By contrast, photon-based
guant um crypt ographi c keys, devel oped by the Departnment of Energy’s
Los Al anps National Laboratory, are generated as needed between the
sender and receiver via satellite or optical fibers, creating a random
string of nunbers known only to them Any attenpt to intercept the
shared comruni cation or eavesdrop can be detected because of the
nmessage’ s quantum based nature. Once the sender and receiver share a
uni que key, they can code, transmt and decode nessages securely. The
guant um key-di stribution system could provide secure satellite
comuni cations anong cities anywhere in the world.
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Meanwhi | e, as a conputer system security device, strong
encryption, by itself, is like putting steel security doors on a grass
hut. Hackers typically do not break into conmputer systens by cracking
strong encryption defenses. Instead, they use weaknesses in conputer
system structure or in application software.

CONTROL PROGRAMS AND METHODS

Ef fective conputer security requires cooperation and coordination
bet ween governnent and the private sector. In addition, a national
reporting infrastructure and a central response systemare required to
protect critical conputer systens. Network professionals and the
agenci es and conpani es for which they work need to take a proactive
approach, based on well-defined policies, in order to guard agai nst
intrusions effectively. Gven sufficient resources and training, units
dedicated to controlling conputer crine at the state and | ocal |evels
of government can play an inportant role in these efforts.

In response to a blitz by hackers agai nst several |eading Wb
sites, President Cinton announced on February 15, 2000 that several
conpani es had agreed to create a nmechanismto share cyber-security
information. More than 130 conpanies forned the Partnership for
Critical Information Security. It will work with governnent to devel op
new ways for business and governnent to share threat and vulnerability
i nformation. The President al so authorized funding to create a federal
Institute for Information Infrastructure Protection.

U.S. national security agencies are erecting their own
specialized intrusion defense systens. After hackers repeatedly
accessed vast amounts of sensitive information in Defense Departnment
conputers, the Pentagon devel oped a surveillance systemto counter
such activity. The systemrelies on “sniffer” software designed to
detect certain sequences of conputer comrands typically used by
hackers to try to sidestep the security features on governnent
conput er networks. Al conmunications involving the Pentagon’s main
uncl assified conputer system are now routed through eight |arge

el ectronic gateways that will be easier to nonitor than thousands of
“back-door” connection points previously in existence around the
worl d. The systemnust still contend with “parking tools” installed by

the intruders. Such electronic “trap doors” nay be used to evade
detection devices and to secretly regain access to a system The
Pent agon recently assigned U S. Space Command the responsibility of
coordi nating both the defense of mlitary conputer networks and
attacks on eneny networKks.

In Septenber 1999, the Cinton Adm nistration introduced a broad

plan to protect the federal governnent’s non-mlitary conputers
against intrusion. Intended as a conputer security nodel for the
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nation, the proposal includes a Federal Cyber Service Initiative to
focus on detecting intruders as they attenpt to break into critical
systens. The Initiative also would create a Center for Information
Technol ogy Excellence to train federal workers to neet the new
security challenges. In addition, the Initiative would train a speci al
cadre of students, called a Cyber Corps. In return for college

schol arshi ps, students in the Corps would agree to work for a tinme in
conputer security after graduation

The Initiative includes a proposal for a systemto alert
officials about intrusions involving a small nunber of very critical
conput er systens within the federal government. This Federal I|ntrusion
Detecti on Network (known as FIDNet) would be conpletely installed by
t he year 2003.

Under FIDNet, the federal General Services Adm nistration would
collect data fromcivilian agencies, such as the IRS and Departnent of
Heal t h and Hunman Servi ces, whenever they encounter conputer-security
probl ens. FIDNet would forward evidence of crimnal activities to the
FBI for investigation. The broader presidential plan directed critical
industries to create their own cooperative anti-hacker defenses and to
forward i nformati on about hacker attacks to the federal governnent.

In Cctober 1999, the banking industry becanme the first of several
industries to create a private conputer network to share information
anonynously about electronic threats fromrogue enpl oyees, software
viruses and hackers. The Financial Services Information Sharing and
Anal ysis Center, built by the Reston, Virginia-based consulting
conpany, dobal Integrity, operates froma secret |ocation. Only
| i censed banks and ot her governnent-regul ated financial firns that
becone subscri bers can exchange infornmation or |earn details about
known security threats. Nanes and other identifying details are
excl uded from subm ssions to ensure anonymty. Although the U.S.
Treasury Departnent hel ped organi ze the Center, federal agencies wll
not eavesdrop on the threat information disclosed by banks, but they
wi |l volunteer details about security problens through the FBI's
National Infrastructure Protection Center. These aspects w |
encourage reporting by financial institutions that otherw se would be
concerned about m suse of the information by conpetitors or
reactionary scrutiny by regulators. Center organizers expect 500 to
1,000 financial institutions to join the network by April 2001.

Simlar centers are planned to better protect the nation s nost
i nportant industries from conputer-systemintrusion. They include oil,
gas, telecomunications, electrical power, transportation, emergency
services and water supply.

Cvil liberties groups, such as the Washi ngton-based Center for
Denocracy and Technol ogy (www. cdt.org) have criticized FIDNet as a
potential invader of privacy, but there is nmuch support in Congress

62


http://www.cdt.org/

for the devel opnent of anti-hacker defenses. Opponents, such as the

El ectronic Frontier Foundation (www. eff.org), claimFIDNet’s
contribution to needed hacker defenses will be mninmal conpared to the
ri sk of abuse. Some conpanies argue that information sharing is
unnecessary because, sooner or later, the marketplace wll devel op
strong anti-hacker defenses. They contend that society should
enphasi ze plugging holes in conputer security rather than establishing
a huge nonitoring system

Wil e the debate over FIDNet and other information sharing
systens proceeds, the 35-person, federal Critical Infrastructure
Assurance O fice (CIAO continues to coordinate governnent-w de anti -
hacker efforts and to persuade established industries to share
i nformati on about conputer-hacking incidents, technol ogies and
vul nerabilities pursuant to a National Information Systens Protection
Program The CIAO thus far has failed to establish a consensus anong
federal government agencies, and sone hi gh-tech conpani es have refused
t o cooperate.

The Federal Governnent already had becone extensively involved in
i ntrusion detection through the inter-agency National Infrastructure
Protection Center (NIPC), |located at FBlI Headquarters. Created in
1998, the NI PC includes personnel fromthe Defense Departnent (which
has an Intrusion Detection Plan), the intelligence conmmunity and ot her
federal agencies, including the President’s Conmm ssion on Critical
Infrastructure Protection. States are represented, and there is an
Qutreach Program

The NIPC s efforts to build alliances wwth its foreign
counterparts and affected industries paid off recently with the
arrests in March 2000 of two all eged hackers, both 18 years old, in
Wal es, U K The defendants were charged with breaking into Internet
sites, stealing information on nore than 26,000 credit card accounts,
and posting sone of it on the Wb. Over several nonths, the defendants
all egedly intruded on nine e-commerce Wb sites located in the United
St at es, Canada, Thailand, Japan and the United Kingdom The FBI, |ocal
police in Wal es, Royal Canadi an Mounted Police and Internet security
consul tants, assisted by the international banking and credit card
i ndustry, investigated the case.

The NI PC has a broader focus than the FBI’'s Conputer
I nvestigations and Infrastructure Threat Assessnent Center (Cl TAC).
The NI PC gathers intelligence fromprivate industry, donestic and
forei gn governments and ot her sources. It responds to reports of
conputer intrusion and sponsors educational efforts within industry
and | aw enforcenent. The NI PC investi gates cases involving teenage
hackers, organized crine groups, terrorist organizations and econom c
espi onage.

63


http://www.eff.org/

A recent offshoot of the NIPC, InfraGard, involves businesses and
school s around the nation in protecting information systens. Chapters
t hr oughout the country, including one | aunched in New Jersey in
Novenber 1999, receive funding and adm ni strative support fromthe
FBI. Menbership is free and includes encrypted access to a secure Wb
site through which nenbers can exchange experiences and sol utions,
anonynously if desired. In return for agreeing to report actual or
attenpted disruptions of their conputer networks, nenbers receive non-
classified information on investigations that is not available to the
public, early alerts on threats, and training on vulnerabilities from
governnent and academ c experts on security, including sonme from
Princeton University. The New Jersey chapter was organi zed by the
FBI's Newark division and is one of 56 such partnerships around the
country. It started with two dozen conpani es, including PSE&G | BM and
TD Wat er house Securities. The New Jersey Division of State Police
participates in the InfraGard program

The FBI’'s National Conputer Crinme Squad (NCCS) is located within
t he Washi ngton Metropolitan Field Ofice. It has national jurisdiction
and investigates violations of the federal Conputer Fraud and Abuse
Act of 1986, which includes intrusions into governnent, financial,
nost nedical, and “federal interest” conputers. A commercial conputer
victim zed by an intrusion comng fromanother state is a federal
i nterest conputer.

The Conputer Emergency Response Team ( CERT®) Coordi nation Center
(ww. cert.org) is part of the Networked Systens Survivability Program
in the Software Engineering Institute, a federally funded research and
devel opment center at Carnegie-Mellon University in Pittsburgh
Founded in 1988, the Coordination Center serves as a public sector
i nformation sharing and anal ysis center (1SAC). It collects and
responds to reports of conputer security problens, including password-
based attacks. CERT is avail able on a 24-hour-a-day, seven-day-a-week
basis and receives far nore requests for help than it can handle. As a
result, it deals wth incidents on a triage basis, tackling the nost
far-reaching crises first. One incident reported to CERT in July 1998
i nvol ved an intruder with a |ist of 186,000 passwords collected from
busi nesses and universities all over the world.

The Forum of Incident Response and Security Teans (FI RST)
(wwv. first.org), was established as a worldw de coalition of about 70
government, conmerci al and academ c organi zati ons cooperating and
coordinating to prevent and rapidly react to security-rel ated
incidents affecting conputer systenms and networks. It pronotes
information sharing anong its nenbers and the general public. Eleven
initial nmenbers founded FIRST in 1990.

Conmput er security consulting is a rapid-growh industry. For
exanple, I1CSA net, Inc. (formerly the International Conputer Security
Associ ation, Inc.) assesses security threats and eval uates anti-virus
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software for |arge corporations. The Big Five accounting firnms al so
have consulting groups to help clients cope with penetration of their
conputer systens. The International Association of Conputer

| nvestigation Specialists in Portland, O egon (ww.cops.org) provides
training to | aw enforcenent officials. InfoWar.Com (wwu. i nfowar.com
sell s conputer hardware, software and books relating to conputer
security. It also provides free news and information regardi ng high-
tech security issues, including a free newsletter.

Traci ng those who use the Internet, whether by sending e-mail or
ot herwi se, can be easy or inpossible, depending on the sophistication
of the user. Every Internet user |eaves behind “digital footprints”
that investigators may trace, simlar to the way they use tel ephone
records. E-nmail nessages contain “header” information that |eaves an
audit trail of their journey through cyberspace. Online accounts that
peopl e use to surf the Wb or send e-mail are assigned a uni que stanp,
an Internet protocol address, that helps direct the exchange of data
between a Wb site and its visitors. The | P addresses | eave digital
footprints that may | ead to cyber-hooligans, even if they attenpt to
conceal their identities with pseudonyns, fake e-nmil addresses and
stolen ISP accounts. Investigators also may trace intruders with
serial nunmbers enbedded in docunments witten with popul ar word
processing prograns. Also, ISPs are growng nore willing to provide
timely release of user logs to investigators in response to warrants
or subpoenas.

"Et hi cal hacking" (sonetines called "white hat hacking," “tiger
teamtesting,” “penetration testing” or “intrusion testing”) pits
i nside or outside experts against a conputer system s security
defenses in order to expose weaknesses and i nadequaci es. The security
experts "beat on" security products | ooking for flaws. They al so
anal yze the | atest hacker tools.

LOpht (pronounced "loft"), based in South End | oft space in
Boston, is a several -person hacker think tank that clains to have a
publ i c-service mssion to publicize conputer systemflaws in order to
strengthen security. Wen they find vulnerabilities in supposedly
secure systens, they publish their findings on the Web in the hope
that the conpanies that created the vul nerable software will fix the
probl ens (sonetines called “exploits”) for their custoners. LOpht’s
nmenbers identify thenselves only by their hacker nicknanmes, such as
Mudge, Space Rogue, Kingpin, Wl d Pond and Brian Cblivion. Several
were called to testify before the U S. Senate Conmttee on
Governnental Affairs in May 1998.

Al t hough many corporations have inplenented significant measures
to protect their conputer systens from unauthorized access, many
ot hers have done little, thus placing their systens in extrene
j eopardy. A good programto tighten conputer security carefully
assesses needs and devel ops a plan. Wth proper hardware and software
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in place, the conpany should thoroughly train enpl oyees and nonitor
the systemthat is installed. The conpany should respond instantly to
security threats and involve | aw enforcenment where appropriate.

After proper safeguards have been installed to keep down the
cost, conpanies nmay purchase insurance to mtigate the consequences of
unaut hori zed access to a conputer system At |east one joint venture
now of fers up to $50 million of insurance coverage against the effects
of external or internal intrusions.

Despite all the efforts within the public and private sectors to
convi nce busi nesses to report unauthorized intrusions, their
reluctance to do so remains a significant problem A conpany often
fears, with some justification, that if it inforns the governnent of a
hacker attack, its business reputation and bottomline will suffer as
the security breach or the information itself is |eaked or presented
in court. A survey by the U S. military indicated that 90 percent of
conput er of fenses are not reported. A survey of businesses in New
Zeal and concl uded that 70 percent woul d rather have suspected activity
investigated privately than involve the police. However, the
Wil lingness to report may be inproving. A striking finding of the
Conmputer Security Institute’'s “1999 Conputer Crime and Security
Survey” was the dramatic increase in the nunber of respondents
reporting serious incidents to | aw enforcenent: 32 percent conpared to
only 17 percent in the three prior years of the survey.

Most businesses are afraid to conplain to | aw enforcenent for
fear of exposing security vulnerability. Conpanies want to avoid
public relations disasters adversely inpacting reputation. Despite the
government’s ability to gather evidence through conpul sory process not
available to the private sector, conpanies are concerned that their
ability to gather the information they need to stop the intrusions and
to find the perpetrators may be restricted once the governnment becones
i nvol ved. Corporations also fear that making it known to | aw
enforcenment that intruders penetrated their defenses may invite
government regulation. They would rather institute their own systemto
ward of f attacks than conply with governnent-dictated controls.

For there to be an effective partnership between | aw
enforcenment and the business community, the latter nust have
confidence that any security breaches referred to | aw enforcenent w ||
be handled as swiftly, conpetently and confidentially as possible. The
| i kel i hood that corporate victinse will report intrusions to | aw
enforcement will increase if (1) |law enforcenent’s technica
proficiency and reaction tine inproves, and (2) the investigation and
di scovery phases of cases adequately preserve confidentiality. Law
enf orcenment expertise and resources nust be available to handle a high
vol une of routine cases as well as high profile matters, such as the
not ori ous Melissa conputer virus case, which led to guilty pleas by
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the defendant in state and federal courts in New Jersey in Decenber
1999.

In March of 1999, a new breed of conputer virus was | aunched,
called the "Melissa" virus. Unlike previous conputer viruses, the
Mel i ssa virus spread through e-mail systens and nultiplied at an
exponential rate crippling tens of thousands of e-mail systens
wor | dwi de, including systens belonging to governnents, the mlitary,
academ a and business. Wthin a few hours of its launch on March 26,
1999, conputer systens were inpacted fromthe United States to Japan.
VWhile the virus was isolated wwthin a few hours, the incredible rate
at which it reproduced neant that there was very little that could be
done to stop it.

Al nost immedi ately, experts fromthroughout the United States and
Eur ope began | ooking for the person responsible for the creation and
spread of the Melissa virus, one of the nost disruptive conputer
viruses in the short history of the Internet. Over the weekend of
March 27 and 28, 1999, federal |aw enforcenent agencies and private
conput er sleuths scoured the Internet |ooking for clues about the
source of the virus.

On March 29, 1999, a representative fromthe world s | argest
I nternet service provider, Anerica Online, provided the New Jersey
Division of Crimnal Justice (DCJ) with information identifying New
Jersey as a possible source of the Melissa virus. Wthin a few hours
of that tel ephone call a significant array of state conputer
i nvestigative resources was assenbled to track down the | eads
provi ded. DCJ, which had a specially trained prosecutor and three
hi gh-tech crine investigators, teanmed with the specialized conputer
crime unit in the New Jersey State Police to forma task force to find
the virus’ creator. On March 30, 1999, Anerica Online supplied the
teamwith the information that it had devel oped. Wrking round the
clock, the task force was able to identify the source of the virus,
its creator and his whereabouts by April 1, 1999. The task force was
expanded to include the Newark Field Ofice of the FBI and the U S.
Attorney’s Ofice for the District of New Jersey. It apprehended the
Melissa virus’ creator in the evening of April 1, 1999. In cooperation
with the U S Attorney’'s Ofice, the case was prosecuted in federal
and state courts. Following guilty pleas by the defendant, sentencing
was schedul ed for August 2000.

The “Melissa” investigation was a | andmark case, not only because
of the devastating effects of the virus and the unusual ly quick
determnation of its source, but also because it was the first such
case to showase state technol ogi cal expertise. A lasting | egacy of
the investigation is the Statew de Conputer Crime Task Force, which
i ncl udes nenbers fromthe divisions of Crimnal Justice and State
Police and investigative personnel fromcounty and nunici pal |aw
enf orcenent agenci es.
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Matters that federal enforcers reject for prosecution —due to
the application of a high threshold of nonetary danmages, for exanple —
shoul d be candi dates for state enforcenent action. The U S. Justice
Departnent’s David Gol dstone testified about the need for effective
state-1evel enforcenent:

As | said, the | eading cause of attacks in the private sector is
di sgruntl ed enpl oyees. Those attacks will tend to be effectively

| ocal crines. ...[T]hose kinds of crinmes may be crimes that state
| aw enf orcenent may be in the best position to investigate and
prosecut e.

In addition to that, there’s another class of crinmes ...relating
to juveniles, where juveniles are given often free rein by
parents and even teachers to spend a | ot of time unsupervised on
a conputer. Wth the ...easy availability of hacker tools out
there, it is very easy for juveniles, even if they re not
conput er whi zzes thensel ves, to weak havoc and to get thensel ves
into an awful lot of trouble. ...[1]n nost cases involving
juveniles, we, the Federal Governnent, feel the appropriate
response is to refer the matter to the state because ...New Jersey
has good provision for these services that supervise juveniles.

Nevert hel ess, our experience fromthe Departnent of Justice is
that in many states when the Division of Youth and Fam |y
Services is confronted with a juvenile who's a hacker, by
conparison to the other juveniles under their supervision, these
mal efactors | ook conparatively good. They’'re not crack deal ers.
They’re not violent. And with |imted resources, [these
juveniles] will not get any kind of supervision, which is, of
course, what got theminto trouble in the first place.

Seeking civil renedies is another approach available to corporate
victinse or their insurers. M. CGoldstone testified about the frequent
i neffectiveness of this approach:

Cvil penalties, of course, have an inportant role to play. |
think it is inportant also to recognize the limtation of the
civil means. First of all, investigating conputer crime cases is
very difficult. Hackers give the appearance often of anonymty,
and it is very hard to investigate the cases. Now, |aw
enforcenent, through its subpoena power and its ability to get
court orders for information fromvarious Internet providers, as
wel | as search warrants as need be, can often be nmuch nore
effective in investigating crine than a civil party ...by itself.
Second, the anount of damage that a hacker can do to a victim
often can be in the tens of mllions of dollars. Mst hackers

wi |l be judgnment proof, and a civil renmedy wll not be a
substantial deterrence.
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INTERNET FRAUD

COMMON SCAMS SPREAD FAR AND FAST ONLINE

John Kenneth Gal braith once observed that “the man who is admred
for the ingenuity of his larceny is al nost always redi scovering sone
earlier formof fraud.” Nearly all of the fraudul ent schenmes found on
Wrld Wde Wb sites and in e-mail are sinply revised versions of
tried and true telemarketing or mail frauds that have been fooling the
unwary and the gullible greedy for centuries. The schenes involve
hi gh- pressure sales tactics, refusal to provide witten information,
and unrealistic clains of potential profits or earnings. Perpetrators
t ake advantage of the culture of benevol ence and trust on the
Internet, as well as the nultitude of opportunities presented by
instant access to mllions of potential victins. Thus, the need to be
vigilant and report wongdoing is greater than ever.

The National Consuners League (NCL) operates the National Fraud
I nformati on Center, which estinates that there are 14,000 il egal
tel emarketing operations bilking U S. citizens of at |east $40 billion
annual ly. Meanwhile, the proportion of fraudulent activity
attributable to online schenes is growi ng al nost exponentially. For
exanple, Internet Fraud Watch (I FW, also operated by the NCL,
reported that the nunber of Internet fraud conplaints it received rose
recently by 600 percent, from 1280 in 1997 to 7,439 in 1998. In the
first six nonths of 1999, IFWreceived over 8,000 conplaints.

The Internet has created a whol e new set of opportunities for
defrauders and problens for |aw enforcenent. It is a powerful too
hel pi ng swi ndl ers overcone their two greatest challenges: identifying
victinms and contacting victins. What is striking is the size of the
potential market and the relative ease, |ow cost and speed wth which
a scamcan flourish over the Internet. Victins nay never have the
opportunity to see or even speak to the defrauder.

Ei | een Harrington, Associate Director for Marketing Practices of
t he Federal Trade Conmi ssion’s Bureau of Consumer Protection,
testified that online defrauders benefit from®“the very
characteristics that nake e-comrerce grow’: anonymty, the distance
bet ween the buyer and the seller, and the instantaneous nature of the
transactions. She added, “Fraudul ent operators on the Internet take
advantage of the fact that this marketplace is still a confusing one
to consuners.” Ms. Harrington enphasi zed the confoundi ng speed of
onl i ne scans:
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| think that with the Internet as the nedium everything happens
nore qui ckly. The business sets up nore quickly. They change
identities nore quickly. | nean, you can throw up a new Wb site
in an hour. It just has noved things to kind of a warp speed. So
you find that the life-span of one of these frauds is nuch
shorter than m ght have been the case where the frauds turned out
to rent office space, get phone lines, [and] do all of those
sorts of things. We find nore and nore that these scans are
operating out of hones.

Noting that fraud over the Internet requires access to sone form
of paynment system just as every other kind of fraud does, M.
Harrington urged consuners to pay for their online purchases by credit
card. She explained that “consumers have inportant federal rights that
protect themfrombeing held liable for unauthorized and fraudul ent
transactions if they pay by credit card.”

Susan Grant, Vice President for Public Policy of the National
Consuners League (NCL) and Director of the NCL's National Fraud
I nformati on Center and Internet Fraud Watch prograns, testified as to
why consuners nust take extra care in cyberspace:

| think that people sonetines get so excited about the novelty of
the Internet that they | ose sight of the sane common sense that
they would use if sonebody knocked on their door in the m ddle of
the night offering them sonething, and it was a stranger, or if
they got a tel ephone call out of the blue from sonebody that they
didn’t know.

There’s a lot of talk about conmunity on the Internet as though
it’s one big happy place with everybody dedicated to the pursuit
of know edge and sharing information with each other, but in
fact, just like any community, there are bad guys lurking in the
al | eyways. People need to be cautious. It’s no reason not to use
the Internet.

And actually, | think it’s ironic that, for instance, we see a
decreasi ng anount of credit card use for paynment conpared to
things |like checks and noney orders, and yet the credit card is
the safest way to pay because of your |egal dispute rights.

| think that people may be so worried about giving their credit
card information on the Net, even though with the encryption
prograns that are in place, it’s really, fromwhat we can see,
relatively safe. And they’'re not sufficiently worried about who
it is that they' re doing business with at the other end.

Online auctions alone are expandi ng e-conmerce rapidly. Gonez

Advi sors estimates that in 1999 online auctions connected 7.4 mllion
buyers and sellers transferring goods worth $4.5 billion. The
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i ndependent firm which rates Wb sites for consuners, expects online
auction sales volune to exceed $9 billion in 2000. According to | FW
online auction conplaints led all others with 68 percent of the
Internet-related fraud conplaints it received in 1998. Auctions al so
were first in 1997 with 26 percent. During the first six nonths of
1999, IFWreceived 5,287 auction conplaints, surpassing the 5,236 it
received in all of 1998.

| FWreported that 93 percent of paynents in response to
fraudul ent Internet schenes were made “offline” by check or noney
order sent to the defrauding conpany. By and |arge, consuners failed
to follow the safest course, which is to pay by credit card so that
the charges can be disputed if there is a problem Gving cash, a
check or, worse, a bank-account nunber can nake it inpossible to get a
refund fromonline vendors. Since online auction sellers often |ack
proper equipnent to take credit card paynents, |FWrecomends t hat
buyers use escrow services, which hold paynent fromthe buyer and only
pass the noney along to the seller after verification that the goods
or services were satisfactory. Insurance is another safeguard that
soneti mes proves beneficial.

Once online, consuners are bonbarded with unsolicited conmrerci al
e-mail (known as "spani) advertising everything fromlegitinmate
services to fraudul ent investnment schenes. MIIlions of nmessages can be
sent out in a very short period. Although scheners can easily purchase
e-mai |l address lists from conpanies that do business online, they also
can use “harvester” software to conduct worl dw de searches of Usenet
newsgroups, Internet directories and chat roonms in a very short anount
of time. In this way, they can collect thousands of e-mail addresses
for individuals likely to be vulnerable to certain types of schenes.

QO hers pirate nanes and e-nail addresses from nmenbership directories
of Internet service providers. Spanmers al so use software that
generates e-nmail addresses at random Thus, people can get spam even
if they have never made online purchases or entered chat roons.

Wb sites abound offering both legitimte and fraudul ent products
and services. Since buying online essentially is buying sight unseen,
the honesty of the seller is paramount. This is particularly inportant
in the boom ng online auction business.

The rapid growth of e-comrerce has significantly transforned the
U S. securities industry. In 1998, about 14 percent of all securities
trades were conducted online conpared with virtually no such
transactions in 1995. However, this understates the inpact on the
smal | investor because approxi mately 37 percent of all individual
trades are now online, up from17 percent in 1997. Three mllion
peopl e had online trading accounts in March 1999, a nunber expected to
reach 14 mllion by 2001.
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Online investing is generally a positive devel opnent, giving
i nvestors unprecedented access to conpany and investnent information
and individual trading services. As in other areas, however, the
I nternet has provided di shonest operators with an efficient mediumto
defraud investors. The U S. Securities and Exchange Conmm ssion
reported a 330 percent increase in conplaints regarding online
investnments in 1998. Its Ofice of Internet Enforcenent receives
bet ween 200 and 300 conpl aints every day, of which 70 percent allege
Internet securities fraud. Many investors have not devel oped proper
skeptici smabout the quality some of the information they encounter
onl i ne.

Robust education is even nore inportant for cyberspace consuners
than it is for those buying in other marketplaces. The average
consuner has difficulty distinguishing between legitimate Wb sites
and those that are scans. Anyone can put up on the Wb a reputable
| ooking site. Crimnals forge header information to mask their
identities and | ocations. Sonme cyber-crooks use "throw away" accounts
(easily created and discarded free accounts) and forged headers to
make it appear that testinonial e-mail and postings come from many
different people rather than fromthe crook hinself.

COMMON FRAUDULENT SCHEMES

Common fraudul ent schenes found on the I nternet and el sewhere
i ncl ude:

* Online Auction Frauds. Sellers may not deliver itens, or
their value may be inflated. Sonetinmes shills drive up the
bids. In early 1998, the National Consuners League pl aced
auction frauds at the top of its list of Internet scans and
cautioned consuners to investigate any auction site before
pl acing a bid. The FTC, which received approxi mately 10, 000
conpl ai nts about Internet auction fraud in 1999, has issued
simlar warnings. Online auction buyers can guard agai nst
fraud by placing paynents in escrow accounts rather than
sending theminmmediately to the sellers. For details, see i-
Escrow® at www. i escrow.com Alternatively, using a charge card
makes it easier to obtain a refund. Al so, sone auction sites,
such as the popul ar eBay, sell fraud insurance. Ebay’'s Fraud
Prevention Departnment takes conplaints fromits Community
Wat ch program and proactively nonitors and suspends accounts.
Transgressors are referred to governnment authorities.

= Ceneral Merchandise Rip-offs. These involve sal es of
everything fromT-shirts to toys, calendars to collectibles.
The goods are never delivered, or they are not as adverti sed.
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Bogus Sal es of Hardware or Software. Purchased conputer
products nmay never be delivered, or they may not be as
repr esent ed.

Shady Sales of Internet Services. There may be charges for
services that were touted as free, failure to deliver on
prom sed services and fal se representations of services.

Wr k- at - Hone Schenes. Two popul ar versions offer the chance
to earn noney by stuffing envel opes or assenbling crafts at
hone. However, nobody is paid for stuffing envel opes or craft
assenbly since pronoters, claimng the work does not neet
their "quality standards,"” usually refuse to buy the finished
pr oduct .

Busi ness Opportunity Scans. These prom se significant incone
for a small investnment of time and noney in a business —often
a franchi se. Sonme are actually ol d-fashi oned pyram d schenes
canouf |l aged to | ook Iike sonething el se.

Chain Letters, Pyram d Schenes and Ponzi Schenmes. Any profits
are made fromrecruiting others, not from sal es of goods or
services to end-users.

Guar anteed Loans or Credit on Easy Terns. Sone schenes offer
hone equity | oans, even for those who |ack equity in their
homes. Ot hers offer guaranteed, unsecured credit cards,

regardl ess of the applicant’s credit history. The "l oans" turn
out to be lists of lending institutions, and the credit cards
never arrive.

Credit Repair Frauds. Sonetines called “file segregation,”

t hese schenes are pitched over the Internet and e-mail to
consuners with poor credit histories. They |lure consuners into
breaking the law by creating fake credit histories with
substitutes for their genuine social security nunbers.
Consuners pay fees as high as hundreds of dollars to the so-
called credit repair conpanies. They are then instructed to
apply to the IRS for a taxpayer or enployee identification
nunber, which is then substituted for their nine-digit social
security nunber. Thus, the credit repair scans actually turn
gul lible consuners into crimnals by advising themto use
false identification nunbers to apply for credit. Scam
operators also offer to clean up credit histories for
exorbitant prices. The reality is that consumers can obtain
informati on about their credit history and correct

i naccuracies for free. If a credit report is accurate, it
cannot be “fixed.” By federal law, credit repair organizations
must give custoners a copy of the panphlet "Consuner Credit
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File Rights Under State and Federal Law' before a contract is
si gned.

Advanced Fee Loans. These scans prey upon people’s
desperation to obtain | oans. Qperators claimthat for a fee
they can find | oans despite the victims poor credit history.
They also claimto be able to provide favorable interest rates
or ot her advantageous terns. Upon paying the advance fee,
however, the victimnever hears fromthe scanmer again.

Empl oynent O fers and Easy Money Schenes. Phony offers such
as "Learn How to Make $4,000 in one day," or "Make unlimted
profits exchangi ng noney on world currency markets," appeal to
the desire to get rich quickly.

Bul k E-Mail Scans. Victins are sold |ists of e-nail addresses
and software with the claimthat this will enable themto nake
noney by sending their own solicitations via bulk e-mail
However, the lists are of poor quality; sending bul k e-nai
violates the ternms of service of nobst Internet service
providers (I1SPs); virtually no legitimate busi nesses engage in
bul k e-mailings; and several states have |laws regulating the
sending of bulk e-nail.

Health and Diet Scanms. These bogus cure-alls are just
el ectroni c snake oil.

Get Something Free Scans. Consuners pay nenbership fees to
"qualify" to obtain free itenms, such as conmputers or |ong-
di stance phone cards. After paying the fees, they |earn that
they do not qualify until they recruit other "nenbers.”

Fraudul ent Stock O ferings and Market Manipul ation. In

i nvestnent fraud, perpetrators (1) create a classy-I|ooking but
phony Web page, conplete with official-looking enblens, to

|l ure investors; (2) create enthusiastic endorsenents from non-
exi stent custoners; (3) send spamto potential investors with
a hyperlink to the phony Wb site; and (4) create phony online
“buzz” about the investnent in bulletin boards |inked to the
Web page, discussion forunms, chat roons, and sham or bri bed
newsl etters. In market mani pul ati on “punp and dunp” schenes,

i ndi viduals who own a conpany’s securities spread positive but
false informati on about the conpany to increase investor
interest and drive up the price of the securities. The

i ndividuals then sell their securities at a quick profit,
while later investors face |arge | osses when the price of the
inflated securities declines. One new fraud invol ves

i npersonating legitimate brokerage-firm Wb sites. Investors
bel i eve they are sending noney to the broker when, in fact,
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the address is a post-office box. Wien authorities detect
them the perpetrators nerely shut down the Wb site and
i npersonate the sanme or anot her brokerage firmusing a

di fferent Web address and anot her post office box.

St ock Day- Tradi ng Abuses. Stock day trading sonetines

i nvol ves false advertising or failure to ensure that people
have enough noney to trade. Ordinary people can ganbl e on
short-term changes in stock prices fromfirns’ trading floors
or from hone conputers equi pped with special software. It is
very easy for day traders to nake m stakes and | ose a | ot of
noney, even though they are not defrauded. Wth huge returns
commonpl ace in the stock market, many people are no | onger

i nvesting. They are ganbling, which nakes them nore vul nerabl e
to a con gane.

Cabl e Descranbler Kits. For a small initial investnent one
can buy a kit enabling the receipt of cable tel evision w thout
payi ng the subscription fees. However, the kits usually do not
wor k, and stealing cable service is illegal

Vacation Pronotions (Prizes, Certificates, Clubs, Etc.). E-
mai | infornms consuners that they have been selected to receive
"l uxury" vacations at bargai n-basenent prices. However, the
accomodati ons are not del uxe and upgrades are expensive. |If
the seller can delay the travel for 30 to 60 days, it is
harder for a buyer to get a credit-card refund. Consuners need
to find out if the seller is a travel agent belonging to the
Anerican Society of Travel Agents, whose nenbers subscribe to
an ethics code and pledge to help resol ve conplaints. Also,
the U S. Tour QOperators Association and the National Tour
Associ ation have a restitution fund to protect travelers

agai nst conpany bankr upt ci es.

Fake Schol arship Search Services. Consuners pay a fee for
guar ant eed assi stance and nerely receive a |ist of financial
aid offices or nothing at all.

Page-Jacking. As many as 25 mllion of the roughly one
billion pages on the Wrld Wde Wb have been “page-jacked.”
Perpetrators prepare a page that inpersonates an innocent
comercial or informational Wb site and resubmit it to search
engines with a fal se address. When Wb users search for the
original site, the shamsite opens, often w th pornographic
mat eri al. The page-j ackers nake noney by selling ads, show ng
clients that they receive a | arge nunber of page hits. O
course, the hits cone fromunw lling users. Users attenpting
to back up the Wb browser or shut it down are nerely
connected to nore pornographic sites. Legitimate site owners

75



have to ask search engines to renove access to the phony
sites, a process that may not occur expeditiously enough to
forestall significant |osses of profit and reputation.

» Sham Sweepst akes Prizes. The perpetrators denmand paynents
before authorizing the rel ease of prizes. O course, the
prizes never arrive.

» Sound-Alike Charities. Scheners masquerade as legitinate
charities to lure contributions from unsuspecting donors.

= West African (Nigerian) G| Profits Deposit Swi ndles. Phony
“civil servants” ask U S. citizens for their bank account
nunbers so that they can assist in investing mllions in oi
revenues in return for a percentage of the profits. The schene
dupes American investors out of $100 nmillion a year, according
to the U S. Postal Inspection Service. The Service received
108, 000 conplaints nationally between 1997 and 1998.

» Bogus Banks and Bank Instrunments. Sham of fshore banks,
operating online, solicit deposits with offers of huge
interest. They claimthey can offer such interest because of
| ow overhead. They al so claimthey can protect custoners from
gover nnent pryi ng.

= Fraudul ent Ofshore Trusts. These are marketed over the
Internet as a neans to evade taxati on.

» Affinity Frauds. They target certain religious or ethnic
groups.

» Cyber-Snears. Perpetrators post false information or fake
press rel eases about conpanies on the Internet.

CONTROL ORGANIZATIONS AND PROGRAMS

A nunber of conditions have hanpered effective control of online
fraud. It is difficult to find reliable statistics on the extent of
the problem Bulwark investigative agencies have only recently joined
in the fight against online fraud. Coordi nation anong those agencies
is just getting started. Creation of a national strategic plan for the
control of such fraud remains in its early stages.

A national education canpaign, called “kNOw Fraud™” was | aunched
in Novenber 1999 to warn the public about tel emarketing fraud. More
than 120 mllion over-sized postcards |isting fraud-prevention tips
and contact nunbers were nailed to U S. households. A Wb site was
established at www. consuner. gov/ knowf raud/i ndex. html to explain the
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program and provi de prevention tips. Conplainants may contact the
programis toll-free hotline at 1-877-987-3728. Public libraries

recei ved 16, 000 i nformati onal videos. Coordinating the canpaign are
the U S. Postal I|nspection Service, the Federal Trade Comm ssion, the
Federal Bureau of Investigation, the Departnment of Justice, the
Securities and Exchange Commi ssion, the National Association of
Attorneys General, the Anerican Association of Retired Persons and the
Council of Better Business Bureaus Foundation. Many of kNOw Fraud’' s
awareness tips also wll help people to avoid becomng victins of
online fraud.

FEDERAL TRADE COMMISSION (FTC)

The FTC has interpreted its enabling legislation as permtting it
to regulate e-commerce. It has assuned that its regul ati ons concerning
such things as fair marketing practices and mandatory di scl osures
apply to the Internet. Eileen Harrington, the FTC s Associ ate Director
for Marketing Practices, testified that the agency brought its first
enforcenment action against a fraudul ent operator using the Internet in
1994. By the end of 1999, the FTC had brought 107 such actions agai nst
315 defendants. In February 2000, it published a report, entitled
Goi ng, Going, Gone, highlighting its efforts to counter Internet
auction fraud (see ww. ftc.gov/bcp/reports/int-auction. pdf).

The FTC (www. ftc.gov) accepts reports of fraud at its Consuner
Response Center over a toll-free Consuner Help Line, 1-877-FTC HELP
(382-4357). Many involve fraud over the Internet. In a joint project
wi th the National Association of Attorneys General (NAAG, the Counci
of Better Business Bureaus, the U S. Postal Inspection Service, and
Canadi an partners, Canshare and Phonebusters, the conplaints are
entered into a database called Consuner Sentinel. Over 1,000 |aw
enf orcenment personnel connected to the systemvia desktop termnals
search for repetitive schenes and offenders. Hel p Line counselors al so
provide information to the callers. As of June 2000, the database,
mai nt ai ned by the FTC and avail able to nore than 240 | aw enfor cenent
agencies in the United States and Canada, contained in excess of
250, 000 consuner fraud conplaints filed with federal, state and | ocal
| aw enf or cenent agenci es and private organi zati ons.

Ms. Harrington testified, “[Qne of the great benefits of the
Internet for |law enforcenent is that we are nore able than we have
been with any other nediumto see what is going on as it happens and
to use the technology to fight the fraud.” At its Wb page, the FTC
operates an online, real-tinme conplaint form Wen consuners fill it
out, their conplaints go directly into the Consuner Sentinel database.

In addition, the FTC pioneered periodic, concentrated, daylong

“Surf Days,” searching the Internet for targeted fraudul ent schenmes in
partnership with state and | ocal agenci es throughout the country. New
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Jersey’s Division of Consuner Affairs participates in these periodic
nati onwi de enforcenent “sweeps.” Past targets have included bogus
“lotions and potions” health clainms, pyramd schenes and credit repair
frauds. Scamm ng Wb sites that have bl ocking prograns to screen out
anyone using a governnent conputer are accessed by investigators from
t heir hone conputers.

In February 2000, with the help of agencies in 28 countries, the
FTC, assisted by the U S. Securities and Exchange Comm ssion and the
U. S. Postal Inspection Service, targeted nore than 1,600 suspect Wb
sites throughout the world. Law enforcenent officers from other
federal agencies and 45 states, including New Jersey, participated in
the FTC s 21%" international sweep of conpanies touting get-rich-quick
schenmes over the Internet. The site operators were warned that failure
to cease operations or change their clains would | ead to enforcenent
action.

The FTC has a list called the "Dirty Dozen: 12 Scans Mst Likely
to Arrive Via Bulk E-Mail.” Individuals can forward their scam spam
(unsolicited coomercial e-mail, or UCE) to a special FTC e-nui
address uce@tc.gov. The FTC receives nore than 1,000 such nessages a
day. It also issued a brochure about UCE entitled “Trouble @the In-
Box.” In 1998, the FTC published a booklet called “Advertising &

Mar keting on the Internet: Rules of the Road.”

Ms. Harrington testified that the FTC uses the Internet for
consuner education. M mcking fraudulent offers with portions of
actual scam pages, FTC staff creates “teaser” Wb sites that “l ook
just like what the scam guys do,” according to Ms. Harrington. |If
consuners respond, they view a notice that begins as follows:

If you answered an ad |like this, you could get scanmed. W' re the
Federal Trade Comm ssion. Here are sone things that you need to
watch out for if you re |ooking for a honme-based busi ness
opportunity on the Internet.

The site then directs the surfer to a series of |inks where consuners
can learn how to protect thenselves fromfraud on the Internet.

On February 2, 1999, the FTC and the attorneys general of several
states announced a crackdown on credit repair fraud. In 1997, the FTC
joined attorneys general in 12 states in Operation Trip-Up, an effort
to curtail travel-scamartists. Various operators were forced to stop
of fending activities and, in some cases, to repay CONSUMErSs.

INTERNET FRAUD COMPLAINT CENTER

In 1999, the Federal Bureau of Investigation (FBlI) |aunched the
I nternet Fraud Conplaint Center (IFCC) in Mrgantown, West Virginia.
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It may be reached through the FBI's Wb site or ww. i fccfbi.gov. Co-
sponsored with the National Wiite Collar Crine Center, the | FCC

coll ects conputer crinme conplaints fromthe public at its Wb site. It
al so serves as a cl earinghouse of online fraud conplaints collected
froma variety of organi zations. Approximately 80 percent of the
conplaints received do not neet the FBI's threshold guidelines for
initiating an investigation. These are forwarded to state and | ocal

| aw enf or cenent agencies. The National Wiite Collar Crine Center,
whi ch receives sone project funding fromthe U. S. Departnent of
Justice, provides analytical support and training to the |ocal and
state agencies. It is developing a curriculumfor Internet fraud

i nvestigations.

The Conpl aint Center’s 150 personnel will develop a national
Internet fraud strategy, identify and track fraud, analyze crine
trends, triage conplaints, develop investigative packets, and forward
information to the appropriate agencies. Wen a fraud has been
referred to a particular agency, simlar conplaints will be referred
to the sanme place. Wthin the FBI, a group of senior intelligence
research specialists conducts Internet fraud investigations.

INTERNET FRAUD COUNCIL

Established in early 1999, the Internet Fraud Council (IFC
(www. i nternetfraudcouncil.org) is a nonprofit organization of
corporations, trade associations and academ c institutions working
wi th governnent and the nedia on preventing, interdicting and
prosecuting fraud commtted over the Internet. Based in R chnond,
Virginia, the IFCis creating a clearinghouse of information regarding
the variety of economc crinme perpetrated on the Internet. It is
studyi ng and quantifying incidents of Internet fraud and di ssem nating
the information to its nenbers and | aw enforcenent agencies. The I FC
pl ans to devel op tools and best practices that can be used by its
menbers to alleviate the threat of cyber-crine to their respective
or gani zati ons.

Three privately funded anti-fraud groups support the |IFC. They
are the National Fraud Center (a fraud and ri sk managenent consulting
firmestablished in 1982), the National White Collar Crinme Center, and
the National Coalition for the Prevention of Economc Crinme (NCPEC —a
non-profit research organization). The IFC, which is a division of
NCPEC, provides training to counter Internet fraud and forecasts
fraudul ent activity. It gathers statistics and identifies trends in
online fraud.

The Council also has created a set of standards for conpanies

doi ng business on the Internet. It offers a fraud-free “seal of
approval” for such busi nesses.
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INTERNET FRAUD WATCH

The National Fraud Information Center (NFIC) was established in
1992 to conbat telemarketing fraud. In 1996, the Internet Fraud Watch
(IFFW was created to operate in tandemw th the NFIC, expanding the
scope of fraud-fighting efforts to scans in cyberspace. Both are
prograns of the nonprofit National Consuners League (NCL), which was
founded in 1899. The NCL al so has an El der Fraud Project. The NFIC I FW
toll-free hotline is 1-800-876-7060 (Wb site: ww. fraud.org). Trained
counsel ors help consuners identify the danger signs of fraud.

The Alliance Against Fraud in Tel emarketing, a coalition of
private sector, governnment and nonprofit groups coordi nated by the
NCL, pronotes public awareness about tel emarketing and Internet fraud.
Susan Grant, the Director of NFIC and IFW testified that New Jersey’s
Di vision of Consumer Affairs “is a long tine nenber of the Aliance.”

NFIC IFWis the primary data source for the Federal Trade
Comm ssi on/ Nati onal Associ ation of Attorneys General National Fraud
Dat abase (Consuner Sentinel), which, in turn nakes information about
frauds available to |law enforcenent in the U S. and Canada on a 24-
hour basis. NFIC IFWal so relays conplaints to | aw enforcenent,
i ncluding those filed by consunmers using online fraud reporting forns
avai |l abl e through the NFIC

BBBONLINE®

Established in April 1997, BBBOnLine, Inc. is a wholly owned
subsidiary of the Council of Better Business Bureaus, Inc. (CBBB). The
BBBs contribute conpl aints about online fraud to the FTC s Consuner
Senti nel .

The BBBOnLine Reliability program was designed to help build
confidence in the electronic marketplace. Since its creation in Apri
1997, nore than 2,600 conpani es have applied for BBBOnLine and in
excess of 2,300 have been accepted. O these, nore than 2,000 are
current, active participants. To be accepted into the program online
busi nesses nust conply with the foll ow ng requirenents:

= Om an operational Wb site;

= Provide the BBB with information regardi ng conpany ownership
and managenent and the street address and tel ephone nunber at
whi ch they do business, which will be verified by the BBB in a
visit to the conpany’ s physical prem ses;

* Be in business a mninmm of one year;

» Have a satisfactory conplaint handling record with the BBB;

= Agree to participate in the BBB s advertising self-regulation
program and correct or w thdraw online advertising when
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chal | enged by the BBB and found not to be substantiated or not
in conpliance with the BBB s children’s adverti sing
gui del i nes;

» Respond pronptly to all consuner conplaints; and

= Agree to arbitration, at the consunmer’s request, for
unr esol ved di sputes involving consumer products or services
advertised or pronoted online.

Approved partici pants may place the BBBOnLi ne seal of approval on
their Web sites. Each seal links to the BBBOnLi ne database so a
consuner can click on the seal and confirminstantly that the sea
bel ongs to a valid BBBOnLi ne participant. Online shoppers can access a
BBBOnLi ne profile on the participant. Those seeking reliable
busi nesses of a particular type can search BBBOnLine Reliability at
www. bbbonl i ne. or g/ busi nesses/reliability/index. htm.

BBBOnLi ne’s Web site, ww. bbbonline.org, links to many BBB tips
for avoiding scans found on the Internet. It also |inks to other BBB
services on the Wb, such as online conplaint filing, business and
charity report |ookups and online safe shopping tips.

Russel | Bodoff, BBBOnline s Senior Vice President and Chief
Qperating Oficer, testified that nost of the problens his
or gani zati on encounters in e-comerce involve m sl eadi ng adverti sing
rather than fraud. He added:

What’ s interesting when we go back to the conpani es though, we
get al nost a hundred percent conpliance in nmaki ng changes to the
Wb site. So it makes us feel that what we really have —I think
it’s an opportunity to work together through our |ocal Better

Busi ness Bureau and the | aw enforcenent organizations in any
given state —is an education process, and reaching out to as
many busi nesses as possible, because we’'re finding the problem
with snmaller conpanies, and that’s the excitenment of the
Internet. ...That is, the small business [that] never before could
afford to advertise in anything nore than a | ocal penny saver,
now, through sone creativity, can put up a Wb site that can nake
[it] ook as good as Fortune 500 conpani es and can reach [its]
audi ence, but with a | ack of sophistication.

So business education | think is going to be extrenely critical.
It’s going to help cut down problens in the future where
consuners are going to be msled, not deliberately, but because
the conpany is just not confortable. Because how many tines do we
see on the Internet ...conpanies’ clainms of “world s |argest
selection” or “world s |owest prices.” Well, in off-line nedia,
the conpany is expected to have substantiation for any of that
claim And ...we expect the same thing on the Internet, the
traditional advertising law to apply. But this has been
forgotten, and one of the prime reasons is that a |ot of the
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conpani es who are driving the Internet, Internet advertising and
creation of conmercial Wb sites, are a | ot of new young startup
conpanies ...who are not famliar with a ot of the traditional
criteria. So we really have to cite the education aspect.

SECURITIES AND EXCHANGE COMMISSION (SEC)

The SEC has a new O fice of Internet Enforcenent that patrols
cyberspace | ooking for business fraud, stock fraud and other crines.
The SEC has inplenented a “Cyberforce” of nore than 240 attorneys,
accountants and anal ysts, called “Cybercops,” specially trained to
detect fraud while surfing the Internet. For exanple, in Novenber
1998, thirty U S. state regulators, the British Colunbia Securities
Comm ssion and the Ontario Securities Conm ssion joined together for
“Investment Qpportunity Surf Day,” searching the Internet for
i nvest ment scans.

Online defrauders want to be found by potential victinms. This
al so affords the SEC Cyberforce opportunities to detect frauds as they
are devel oping. In sone instances, the Cybercops can bring an
enforcenment action before any victimloses a penny. Thus, the Internet
has becone a powerful tool for |aw enforcenent as well as scam
artists.

The SEC asked Congress for $150 million for its enforcenent and
i nvestor education prograns for federal fiscal year 2001. The agency
plans to create an automated surveill ance systemto search public
online foruns, such as Wb sites, nessage boards and chat roons for
telltale words or phrases indicating unscrupul ous stock pronotions.
SEC investigators currently do the job manually with conputer search
engi nes.

The SEC s Enforcenent Conplaint Center has an e-mail hotline,
enf orcenent @ec. gov, |aunched in June 1996. By early March 1999, it
was receiving nore than 300 fraud tips a day, up from 15 a day two
years earlier. The Center’s toll-free tel ephone hotline is 1-800-SEC
0330.

The SEC has established prograns to educate investors about the
ri sks associated with Internet securities fraud, such as posting
rel evant information on its Wb site at ww. sec.gov. The O fice of
| nvest or Educati on and Assi stance can be reached online at
hel p@ec. gov. The SEC warns investors to read its "Cyberspace Alert"
before purchasing any investnents touted on the Internet. The docunent
can be accessed through the Investor Assistance and Conplaints |ink at
the agency’s Wb site.

| nvestors can, w thout charge, access conpany financial reports
that nmust be filed with the SEC via the agency’ s El ectronic Data
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Gathering, Analysis and Retrieval (EDGAR) system |located at its Wb
site. If a conpany’s reports are not |listed on EDGAR, investors nay
find out fromthe SEC (1-202-942-8090) whether the conpany filed a
stock offering circular under “Regulation A" or a “Form D’ noti ce.

The SEC also lists its enforcenent actions and trading
suspensions on its Wb site. According to John Reed Stark, Chief of
the O fice of Internet Enforcenent, the SEC has brought over 100
Internet fraud enforcenent actions since 1995 (38 in 1998).

Ceral dine M Wal sh, Special Counsel to the Director of the SEC s
O fice of Investor Education and Assistance, testified about how
enforcers and consuners can take advantage of investnent defrauders’
need to col |l ect noney eventual ly:

For investnent frauds, at some point, the scansters want to
coll ect noney, and that’s where we're able to track them down.

We do run into problens, though, of people just disappearing into
thin air. ...[Qne of the things that we caution investors to do,
this is what our enforcers do, is when you see a Wb site that

| ooks like a scam or if you see a Wb site and you're going to

i nvest based on that Wb site, ..print it right then and there.
And if your server doesn’'t give you the date and tinme that the
information was printed, then wite it down yourself, because in
two days or in two hours or two minutes, that information nay not
be there.

So there is that phenonenon of people just disappearing into thin
air. But like |I said, at sone point these guys want noney, and
that’s where we’'re able to nab them

NORTH AMERICAN SECURITIES ADMINISTRATORS ASSOCIATION

Based in Washington, D.C., NASAA represents state securities |aw
enforcers. Investors can check its Wb site (ww. nasaa.org) for alerts
regardi ng particular schenes or types of investnents to avoid. State
regul ators or consumers can check the Central Registration Depository
(CRD) to determne if a broker pronoting a particular stock, or the
broker’s firm is registered or has a disciplinary history.

NATIONAL ASSOCIATION OF SECURITIES DEALERS (NASD)

NASD can give investors a partial disciplinary history of a
broker or brokerage firm Its toll-free public disclosure hotline is
1- 800-289-9999, and its Wb site is www nasdr.com
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FEDERAL DEPOSIT INSURANCE CORPORATION (FDIC)

The Division of Conpliance and Consumer Affairs of the Federal
Deposit I nsurance Corporation (FDIC) operates a toll-free hotline at
1-800-934-3342. Its Wb site to report suspicious sites or to check
them out using a consunmer news link is ww. fdic.gov.

The FDI C has 20 exam ners who surf the Net on a part-tinme basis
to |l ocate bank scans.

MAIL ABUSE PREVENTION SYSTEM

A voluntary group of systens adm nistrators from around the
world, calling itself the Mail Abuse Prevention System nmaintains a
Real ti ne Bl ackhol e List of notorious spamrers —senders of unsolicited
e-mail. Appearing on the list, which started in 1997 and contai ns
about 1,400 entries, marks generators of obvious junk e-mail as
spanmers. Enough Internet service providers refuse to deliver e-nai
produced by those on the |list to separate them from about 40 percent
of the online world. By-and-large, this pleases the vast majority of
I nternet users since the overwhelmng nmajority of spam cones from
por nography sites or individuals pitching get-rich-w thout-working
schenes.

NEW JERSEY DIVISION OF CONSUMER AFFAIRS

The New Jersey Division of Consuner Affairs
(wwv. state. nj.us/| ps/cal hone. htn) has a specialized E-Comrerce
I nvestigative Unit, also known as “cybercops,” drawn fromthe
Division’s sub-units, including the Ofice of Consuner Protection, the
New Jersey Bureau of Securities and the O fice of Professional Boards.
The Unit was established in 1995 and is headed by a supervising
investigator. Ten investigators work on a full-tine basis to uncover
fraudul ent e-comrerce, including, but not limted to, securities
fraud, prescription |legend drug fraud, deceptive cyber-practices in
the sal e of nerchandi se and unlawful offers of professional services
over the Internet. The Division’s cyber-unit has expanded its
operations to join with the D vision of Gam ng Enforcenent to conbat
cyber-gamng, the Division of CGvil Rights in fighting discrimnatory
housing rentals and the Division of Crimnal Justice in fighting the
distribution of illegal drugs, including the date rape drug, GHB.

In March 1999, the Division inplenented an online conplaint form
that can be conpleted and electronically nmailed at the touch of a
button. Prior to this, investors seeking to report suspicious
i nvestnent offerings made on the Internet had to downl oad the Bureau’s
conplaint form conplete it by hand and nmail it to the Bureau.
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In addition to inquiring at the SEC, investors should check with
New Jersey’s Bureau of Securities to see if it has additional
i nformation. The Bureau can check the Central Registration Depository
(CRD) to determ ne whether the broker touting the stock, or the
broker’s firm has a disciplinary history. It can also find out
whet her the offering has been cleared for sale in New Jersey.

The Bureau’'s surveillance efforts have led to the resolution of
registration or regulatory transgressions w thout the need for fornal
enforcenment action. During 1999, nearly 20 entities offering
i nvest ment products or services on the Internet have regi stered or
nodi fied or deleted their Wb sites in response to Bureau contacts. In
April 1999, the Bureau assessed civil penalties for violating New
Jersey’s securities | aws against an unregi stered Internet investnent
advi ser who misled 10 investors into nmaking risky investnents. He was
ordered not to apply for registration as a broker-deal er, agent or
i nvestment adviser in the state. Al so, in COctober 1999, the Bureau
sued a conpany offering unregi stered shares of stock over the
Internet. Allegedly, five defendants pocketed nore than $850,000 in
net proceeds fromthe sale of shares to state residents.

The Cyberfraud Unit al so works in other areas under the
jurisdiction of the Division of Consumer Affairs. For exanple, on
February 16, 1999, investigators assigned to the Unit conducted the
Division's first “Surf Day,” identifying suspicious Wb sites
involving |icensed professionals. Many were operating w thout proper
| i censes. Several had prior disciplinary histories or failed to |ist
proper specialty designations or permt nunbers.

In late 1999, the Division filed two civil cases under New
Jersey’s Consumer Fraud and Pharnmaci st Licensing | aws involving
illicit sales of the drug Viagra over the Internet. In one case the
anti-inpotence drug all egedly was shipped in response to a request
over the Internet in the nane of an investigator’s dog. In the other
case two nmen who were not pharmacists allegedly offered Viagra over
the Internet and di spensed it when supplied with physician
prescriptions. Allegedly, in neither case did the purveyor take note
of any other nedications the “patient” was taking and warn of
potentially harnful interactions. Meanwhile, one recent federal
investigation turned up 86 Internet sites offering Viagra without a
prescription.

In March 2000, the Division filed a second round of conplaints
agai nst eight unlicensed pharnmacies, based in six cities outside of
New Jersey, for allegedly selling nmedication over the Internet to New
Jersey patients. The conpanies specifically were accused of failing to
di scl ose to undercover investigators posing as online patients that
they were not licensed in New Jersey. Doctors working with the
conpani es all egedly prescribed nedication in “virtual visits,”
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al t hough they were not |licensed to practice nmedicine in New Jersey.
The “visits” required the patient to fill out a sinple questionnaire
but i ncluded no nedical exam nation.

The U. S. Food and Drug Adm nistration estimtes that there are in
excess of 400 online pharnacies. According to the market research firm
Cyber Di al ogue, nore than 200, 000 peopl e bought prescription drugs
online fromJuly 1998 to July 1999. The drug mlls in the profession
hurt legitimate online pharnacies that work with reputabl e physicians
and have a genuine concern for patient safety. In Decenber 1999, the
Nat i onal Associ ati on of Boards of Pharmacy (www. nabp.net) established
a voluntary certification programfor Verified Internet Pharnacy
Practice Sites™neeting the requirenents of 17 review criteria.
Certifications have been awarded to Fam | yMeds. com Drugstore.com
Mer ck- Medco Rx Services and Pl anet Rx. com

St ate nmedi cal and pharnmacy boards have expressed concerns to the
FTC that their existing enforcenent tools are not adequate to police
online sales of nmedication. In md-1999, the FTC reconmended t hat
Congr ess consi der whether |egislation requiring disclosure of
identifying informati on about the |ocation of prescription drug Wb
sites, online prescribing physicians and online pharmacies is
necessary to assist state | aw enforcenent efforts.

I n Decenber 1999, the President asked Congress to give the Food
and Drug Adm nistration (FDA) the power to review and certify hundreds
of drug-di spensing Wb sites. Under the proposal, fines up to $500, 000
could be levied for dispensing drugs without a valid prescription or
operating w thout FDA certification. The FDA al so woul d have the power
to subpoena the records of online pharmacy sites during
i nvestigations. $10 mllion for the 2001 budget would be available to
hire FDA investigators and upgrade conputer equi pnment for the online
pharmacy program The FDA opened a consuner-advi ce Wb page
(ww. fda. gov) to help patients ensure they are buying fromlegitimte
stores instead of dangerous quacks.

Stressing the inportance of jurisdiction over the activities of
onl i ne pharmaci es, the New Jersey Division of Consuner Affairs has
called for new legislation allowing it to |license out-of-state
phar maci es doi ng business with New Jersey residents over the Internet.
Additionally, the Division forned a Tel enedi ci ne Task Force to study
potential problens associated with the delivery of health care via the
| nt ernet.

Telenedicine is a health care provider’s use of electronic
comuni cation and information technol ogies to provide or support
clinical care to a patient at a renote |ocation. Physicians use the
I nternet, personal conputers, satellites, video conferencing equi pnment
and tel ephones in tel enedicine applications. The Division is
devel opi ng proposed | egislation based on the Task Force’s
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reconmendati ons. The proposed | egislation would create a limted

| i cense that physicians outside the State would be required to possess
to diagnose or treat in-state patients through the use of electronic
devices. Provisions also are being drafted that would all ow
physi ci ans, including those who hold the newlimted |icense, to e-
mai | prescriptions for patients.

The Division also brought a civil case in Cctober 1999 against a
Monnout h County wonan who, using a variety of pseudonyns, offered to
sel | Beani e Babies and Furby plush toys over several online auction
sites. She allegedly never delivered after collecting noney for the
toys and for tickets to an August 1999 Bruce Springsteen concert.

As a result of its participation in a FTC sponsored “Surf Day,”
the Division brought an action against a Paterson-based credit-repair
busi ness operating via the Internet. The Division also has issued
warnings to nearly 20 dentists and chiropractors in connection with
irregularities in their Internet advertising. In addition, the
Di vision published a notice in a trade newsletter, NJ Car, warning
autonmobile retailers to foll ow proper Internet advertising practices.
Mor eover, pronpted by consuner conpl aints about online auctions, the
Di vision has requested and received information fromeBay, Inc. in
accordance with the latter’s policy to share information with | aw
enf or cenent .

In the area of charitable fundraising, two previously
unregi stered charities have registered after investigators discovered
that they were soliciting donations via the Internet. After the
Division contacted it, a Vernont organi zation, Volunteers for Peace,
added a disclainer page to its Wb site to nake it clear that the
charity was not soliciting in New Jersey, where it is not registered.

In the fall of 1999, desktop high-speed Internet connections were
installed for investigators in the Ofice of Consumer Protection. This
has enabl ed the Division to accelerate investigator training and to
expand its focus from businesses that use the Internet as one of nmany
tools to deceive to those that exist primarily to take advantage of e-
commerce as an end unto itself. The D vision specifically intends to
participate in training prograns offered by the National Wite Collar
Crime Center. Mreover, efforts to educate the public about Internet
fraud have been incorporated into the Division s consuner outreach
program
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IDENTITY THEFT

AN ESPECIALLY EGREGIOUS FRAUD

Identity theft underm nes confidence in the integrity of
commerci al transactions and invades individual privacy. The Internet
provi des to perpetrators | ow cost, efficient nmethods for capturing the
identities of unsuspecting victins.

Sonetines called “true-nane fraud” or *“account takeover fraud,”
identity theft commonly refers to a host of frauds, thefts, forgeries,
fal se statenents and i npersonations involving the use of another
person’s identifying information. Identity theft facilitated by the
Internet will grow as el ectronic conerce grows, which it is doing
exponentially. Cyber Dial ogue, a New York-based Internet research
conpany, reported that by the third quarter of 1999, 19.2 mllion U S
adults had used their credit cards for online transactions, versus 9.2
mllion during all of 1998. The nunber of people worl dw de buyi ng
goods and services on the Internet should rise to 120 mllion in about
three years.

Once arned with an individual’s personal information, identity
thieves use it to open new accounts, take over old accounts, nake
purchases or commt offenses in that person’s nane. Wth a birth date
and an address an identity thief can obtain a birth certificate and
progress to obtaining a passport, driver’s license and credit, all in
soneone el se’s nane.

VWi | e i npersonati ng anot her, a wongdoer can take out | oans,
| ease cars, buy nerchandi se, take trips, open bank accounts, cash
checks, obtain credit cards, sign up for cellular tel ephone service,
rent apartnents, or acquire a honme nortgage or equity |l oan. The
perpetrator can saddle an innocent victimwth a crimnal arrest
record or commt notor vehicle violations in the victims nane.

Privacy concerns and fear of credit card fraud di scourage online
pur chasi ng. Nonet hel ess, npst experts contend that consuners are at
much greater risk using credit cards at stores, restaurants or gas
stations than at secure Wb sites. Encryption technol ogy and Wb site
aut henti cati on procedures ensure the security of online transactions
to nost consuners’ satisfaction. |Indeed, the National Consuners
League’s Internet Fraud Watch has not received a single conplaint of
soneone’s credit card nunber being stolen while transmtted to a
| egiti mate nmerchant over the Internet.
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A coupl e of recently exposed incidents have di m ni shed the
absol ute confidence with which many consuners conduct e-conmerce via
credit cards. In Decenber 1999, an Eastern European hacker, using the
al i as Maxus, allegedly stole the nunbers of about 300,000 credit cards
fromthe database of an Internet Wb site, CD Universe. Wien the firm
refused to pay a $100, 000 extortion demand, about 25,000 nunbers were
sold on a Wb site, which has since been taken down.

I n Decenmber 1999, British hackers attenpted to extort $10 million
fromVISA International after obtaining access to the conpany’s
conputer systemin July 1999. The firm maintai ned that the hackers
accessed sone corporate servers and obtai ned sone marketing materi al
but no credit card or transaction processing information. Wth
apparent confidence in its security system VISA refused to pay the
demand and contacted Scotland Yard and the FBI

Nei t her of these incidents involved a successful attack on data
intransit fromcustonmers to vendors or transaction processors. Secure
socket layer (SSL), the security protocol built into nost Wb
browsers, very effectively, if not perfectly, protects such data in
transit. However, when conpani es store consuner credit information in
areas that are connected to the Internet, they are asking for trouble,
unl ess they have installed state-of-the-art security neasures.

Storing credit card information in a database typically is done
as a conveni ence to custoners, but w thout proper safeguards, it may
i nvolve security risks. If credit card information is stored, it
shoul d be encrypted using the | atest technol ogy. Access to the
dat abase shoul d be severely restricted, and el ectronic “keys” should
be changed frequently. Vendors also nust nmake sure that their own
conputer staffs do not abuse the credit card information. As an extra
precaution, consuners may ask vendors not to save their credit card
nunbers, or they may use a separate credit card for online purchases
only and cancel it at the first sign of vendor trouble.

Recent technol ogi cal advances al so are maki ng bank account debit
transactions nore secure. A Wodcliff Lake-based private network owned
by several |arge banks has devel oped a CD-ROMthe size of a card to
securely authorize withdrawal of funds from a checking account to pay
for Internet purchases. Encrypted information fromthe “card” is
routed fromthe custoner’s conputer through the network to the online
merchant. Once the information is confirned, including the personal
identification nunber (PIN) entered by the custoner, the noney for the
purchase is automatically debited fromthe customer’s checking
account. Because of the strength of the encryption, a cyber-thief
woul d have to steal the actual “card,” along with the custoner’s PIN,
in order to access his checking account. No financial data is actually
typed into a keyboard or sent to a nerchant’s Wb site and stored.

Banks and credit card conpanies pick up the lion's share of the
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direct financial tab for identity theft. Under the Fair Credit Billing
Act, an individual’'s financial liability is limted to $50 if he
pronmptly reports fraudulent use of a credit card to the credit-card
conpany. For simlar protection, debit-card holders nust notify their
banks within two business days. |If they wait |onger, users are liable
for as much as $500. Meanwhil e, the corporate victins pass their

| osses on to consuners, who bear the costs indirectly in the form of

hi gher prices and interest.

The indirect financial and "human" costs of identity theft for
the individual victimare quite substantial. People whose identities
are stolen nmust cope with reputations for substantial indebtedness,
ruined credit histories, difficulty finding enploynment, and trouble
renting or buying housing. For many victins, their only "fault” was
being on a list or in a file that was stolen, or being duped into
giving out information to the wong peopl e.

A victimmy not even know that her identity has been stolen
until she is dunned for a debt about which she knows not hi ng.
Meanwhi |l e, her credit reports, in the hands of national comerci al
credit bureaus that report creditworthiness to vendors and | enders,
may contain errors for a nunber of years before they are fixed. Unless
the credit reporting conpanies pronptly correct the information in
their files, the victimmy have to continuously establish the
credi tworthi ness that other consuners take for granted.

Recent federal |egislation allows consuners to seek restitution
for expenses fromthe crimnal who carried out the identity fraud.
However, actually obtaining such restitution mght prove inpossible if
the crimnal is not caught or if there is a long list of creditors
seeking simlar restitution.

The significant financial |osses incurred by identity theft
victinms trying to restore equilibriumin their Iives have pronpted at
| east one national property casualty insurer to offer identity fraud
expense coverage, starting in 1999. Avail able to honeowner and tenant
policyhol ders for an additional prem um of about $25 per year, the
coverage rei nburses victimzed policyholders for up to $15,000 in
expenses they incur as a result of identity fraud. Expenses covered
i ncl ude | egal expenses, |oan re-application fees, tel ephone and
certified mailing charges, notary expenses and | ost wages for tine
taken fromwork to deal with the fraud.

Al t hough the volune of identity fraud in the United States and
New Jersey is difficult to quantify, available information indicates
that it is prolific, and undoubtedly one of our fastest grow ng
crinmes. Loss prevention experts believe 20 people have their
identities stolen in New Jersey every day. MasterCard |Internationa
reported that identity theft accounted for $1 billion in | osses in
1998.
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Oficials do not have conprehensive figures on how nany identity
thefts occur annually because it is not broken out as a separate crine
in anal yses of fraud schenes. The U. S. Secret Service’s national
tracking reveals that at least 1,000 Anericans are victimzed by
identity theft every day and that the cost al nost doubl ed from about
$442 million in 1995 to $745 mllion in 1997. According to the Public
I nterest Research G oup (PIRG, up to 40,000 people are victim zed by
identity theft every year.

Trans Union LLC —the only credit bureau to track identity theft
cases —reported that two-thirds of all consuner inquiries to its
Fraud Vi ctim Assi stance Departnent involve identity theft, according
to a 1998 General Accounting Ofice study. The nunber of cases
reported to Trans Union’s hotline junped from 35,235 in 1992 to
522,922 in 1997, the GAO added. Another credit bureau, Equifax Credit
I nformation Services, Inc., received 1,200 calls a day on its fraud
lines in 1997, quadruple the nunber received in 1995. In 1996 and
1997, identity theft was the nunber one conplaint at the Privacy
Ri ghts d eari nghouse, based in San Diego, California.

Meanwhi | e, the Social Security Adm nistration, which operates a
fraud hotline at 1-800-269-0271, reported that it received 30,115
conpl aints about the m suse of Social Security nunbers in 1999, nost
involving identity theft. That was a trenmendous surge from 11, 013 such
conplaints received in 1998 and 7,868 in 1997.

It is easy to understand why so many crimnals, including
organi zed rings, have turned to identity theft in ever increasing
nunbers in nodern tines. An identity thief runs up an average of
$20, 000 to $30,000 in bills on each victimversus the average take
froma nore risky bank robbery of just $2,500.

Retrieval of identity information via the Internet is just the
nost recent of nmany nethods by which perpetrators conprom se others’
identities. According to the U S. Secret Service, organized groups
account for 75 to 80 percent of identity fraud cases. Menbers of the
rings get jobs with housekeepi ng conpanies or security firnms and then
snoop for sensitive information in conputers, file cabinets and trash
bins. In March 2000, for exanple, Union County authorities arrested 14
peopl e connected to an organi zed crinme group whose main operation was
identity theft. Allegedly, an auto deal ership enpl oyee provided to the
group’s |l eader driver’s license information for custoners taking test
drives or applying for financing. Using high-tech nmethods to reproduce
of ficial docunents, the group allegedly created hundreds of phony
driver’s licenses used to apply for credit cards and instant credit at
el ectronic and hone inprovenent stores. In sone cases, nerchandise
obt ai ned by inpersonators allegedly was sold —soneti mes over the
Internet —to pay off their debts to at | east one | oan shark
associated with the group.
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The Internet now affords perpetrators, whether operating
individually or as nenbers of organized rings, access to a vast anount
of information about individuals and businesses with just a few
keystrokes. Until 1997, the Congressional Record’ s Wb site included
the Social Security nunbers of mlitary officers granted pronotion
approval by Congress. Using the data on the governnent Wb site, a
private site operator posted the nunmbers, along with those of many
prom nent public figures. In Decenber 1999, the Newark O fice of the
Secret Service arrested three people for allegedly using the mlitary
of ficers’ nunbers to create hundreds of phony credit card accounts,
including at | east one in the nanme of the fornmer Chairman of the Joint
Chiefs of Staff. Two Trenton residents pled guilty in U S. District
Court in early 2000.

If an identity thief wants sonmeone’s Social Security nunber, he
or she can purchase it fromone of a host of vendors selling personal
information on the Internet. The ready availability of Social Security
nunbers in the public donmain has enabled at | east one Wb site,
docusearch.com to offer to retrieve a person’s Social Security nunber
in one day for a $49 fee.

Many | egitimate conpani es obtain significant anpbunts of personal
i nformati on about Internet users and their children in order to pass
it on to marketers selling nerchandi se or services via e-mail or
advertising banners. In return for permssion to collect and
distribute informati on about purchasing preferences and househol d
denogr aphi cs, these conpanies offer incentives ranging fromthe
opportunity to win schol arships in sweepstakes to cash paynents for
each e-mai|l received. If not careful, however, a person could respond
to a phony offer and provide information that could be used for
identity theft or other illicit purposes.

The human el enent is the weakest link in the information security
chain. Violators take advantage of human carel essness through hi gh-
tech and | owtech snooping. Traditional nmethods include sorting
t hrough di scarded trash ("dunpster diving"), co-workers or cleaning
crews rifling through workpl ace desk drawers, theft of U S mil,
bri bi ng bank enpl oyees, and soliciting information with false job
application schenes. Wth these nethods exposure is |limted, however,
by the physical process required to gather the information. Online, on
t he ot her hand, aggregation of personal data can occur rapidly as the
perpetrator surfs fromsource to source with a few keystrokes and
W t hout ever having to | eave hone.

Wth inexpensive but sophisticated "desktop publishing,"”
crimnals can quickly create high-quality false identity docunents or
checks in soneone else’s nane. In the case of Internet transactions,

t he wrongdoer does not have to present bogus identification docunents,
whose falsity sonmetinmes can be detected by careful inspection.
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Crimnals conpromise real identities far nore often than they
fabricate new ones. Thieves can capitalize inmmediately on a business’s
confidence in a longstanding relationship with a reliable custoner.
The defrauder does not have to cultivate a new relationship with the
corporate victim

It is likely that the private sector will, in the |long run,
resort nore and nore to definitive nmethods for confirm ng consuner
identity: fingerprints, iris scans, face-recognition software, so-
called “smart cards,” and the like. IriScan, Inc. (ww.iriscan.con) of
Marlton, New Jersey, for exanple, has developed iris recognition
technol ogy for automated bionetric systens. Visionics, Inc. of Jersey
City, New Jersey, devel oped software called Facelt whose uses include
identification of custoners at ATM machines via their distinctive
“face prints.” This hel ps peopl e who | ack bank accounts but wi sh to
cash checks. The conpany reported that about 645, 000 peopl e have
regi stered their face prints to cash checks and wire noney at 500
Wl s Fargo face recognition ATM machines in California, Texas,
Arizona and Fl ori da. However, organi zations such as the Online Privacy
Al liance (ww. privacyal liance.org) and PIRG reject such nethods as
i nvasi on of privacy.

Law enforcenent officials and privacy activists believe that
credit card conpani es and banks al ready have substantial "know how' to
prevent a large portion of fraud and counterfeiting but are rel uctant
to invest in the technology or assign the necessary resources. \Wen a
"custonmer" requests a change of address, for exanple, the conpany
extending credit always should communicate with the custonmer of record
at the old address or tel ephone nunber in order to confirmthe change.
Sonetinmes, careless |lenders even permt transactions on closed credit
card accounts.

Creditors and credit bureaus could inplenent a fraud notification
systemthat would use software to identify patterns of fraudul ent use
within the creditor or credit bureau s databases. Once suspicious
transactions were flagged, tinely notification could be given to al
interested parties, including the individual victim

Most credit card issuers claimthey already vigilantly nonitor
custoners’ buying patterns and quickly flag questionable transactions.
Several of the country’s largest credit card issuers are now buil ding
a database, with assistance fromthe Secret Service, in order to share
information and identify conmon geographic |ocations where credit card
fraud occurs.

Al t hough Post O fice “mail drops” are essential for the success
of many schenes, including credit card and identity theft, in the past
there was little scrutiny to determne if they were being used for
illegal activity. Effective April 24, 1999, new U. S. Postal Service
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regul ations inposed stricter requirenents on private mail box (PMB)
custoners and conmerci al nmail receiving agencies (CVRAs). The latter
are private businesses that, through a witten agreenent, accept their
custoners’ mail fromthe Postal Service, hold it for pick-up (private
mai | box) or re-mail it to other addresses.

Under the new regul ati ons, CMRAs nust register with the Postal
Service to act as an agency to receive delivery of mail for others.
They must ask those who rent PMBs fromthemto produce two forns of
identification, one with a photograph. They may not deliver nmail to a
box unl ess the custoner has identified hinself in a Form 1583 that is
kept on file. The CVMRAs are required to submt quarterly al phabetized
lists of their custoners to the Postal Service. Their custonmers nust
use the designation “PVMB” and the rel evant nunber in their mailing
address. An address format change will |et correspondents know they
are dealing with the holder of a private mailbox at a specific street
address and not an occupant of a “suite” or “apartnent.”

A |l arge share of the responsibility for identity theft rests with
the credit card issuing conpanies and vendors who extend credit too
eagerly. Pre-approved credit card applications abound in everyone’'s
mail and e-mail. John P. Lucich, President of Secure Data Technol ogi es
Corp. of Fairfield, New Jersey, testified that his seven-year-old son
recently received one. Beth M G ossman, the Federal Trade
Comm ssion’s ldentity Theft Program Manager, testified that Departnent
store chains constantly seek custoners who will open a chain credit
account in return for a discount on a current purchase. She added that
intheir zeal to grant credit instantly they do not check the
custoner’s credit report, which mght contain a fraud alert. By
failing to check, they provide additional opportunities for identity
t hi eves.

DEMONSTRATION OF ONLINE PITFALLS

Pretending to sell products and services, fake Wb sites entice
custoners with attractive | ooking deals. They ask the unsuspecting
victinms for their nanmes, addresses, credit card nunbers and nothers’
mai den nanes. Sonetines the consuner will provide the information in
connection with an application for credit froma shamcredit card
site. The site’'s operators e-mail the consuner that her application
has been deni ed and sinul taneously provide her personal information to
identity thieves.

John Lucich testified how a defrauder could turn a credit card
with a sinple $1,000 credit limt into an illicit cash cow Arnmed wth
such a card under a phony or stolen identity, the perpetrator applies
for a credit card processing machi ne conmonly advertised in magazi nes
for use by hone businesses. The defrauder then obtains a legitinmate
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nmerchant’s credit card processing nunber and term nal |ID nunber from
di scarded receipts that he mght find |ying around a mall parking | ot.
He prograns the nunbers into the credit card processing device. Then,
he makes purchase after purchase with the credit card. However, he
never exceeds the card’ s credit limt because he uses the processing
term nal and the inpersonated nerchant’s nunbers to enter returned

nmer chandi se credits canceling the charges in the credit-card conpany’s
conputer. By the tinme the credit-card conpany realizes what has
happened, the perpetrator, enriched by nmaterial goods from several
expensi ve purchases, is |ong gone.

M. Lucich pointed out that “[a]nybody can set up a Wb site for
as little as $15 and attenpt to defraud people.” Through online
financi al newsgroups, the scammer can find out the e-mail addresses of
people interested in enhancing their credit. He then spans such people
with e-mail touting the easy availability of credit on his Wb site.
Once lured there, they provide the information that allows the
perpetrator to steal their identities and | eech their good credit
histories. In that way, the schenmer can reach thousands or even
mllions of specifically targeted potential victinms with the click of
a nouse. It would take nonths, a large staff and significant expense
to reach such an audience with traditional solicitation by tel ephone
or so-called “snail mail.”

Pretending to be a consuner, M. Lucich showed how a phony Wb
site dupes unsuspecting credit seekers. In a search engine for the
aviation industry, he pointed out a rotating advertising banner
offering a credit card with an especially low interest rate. By
clicking on the banner, the “consuner” could view a Wb site that
usurped the logos of legitinmate credit card providers, such as Visa
and MasterCard, and displayed an application form The site al so
contai ned a reassuring, but fake, certification of security and an
offer of a free credit report. The application form asked for personal
i nformation, such as date of birth, social security nunber and
not her’ s nmai den nane, as well as nunbers and expiration dates of
existing credit cards. When M. Lucich submtted the conpleted
application, the screen displayed the nessage: “Currently ...our Wb
servers are overloaded. Please try again at a later tine. Thank you
for your patience.” Although the “consuner” believes that his
conpl eted formwas never sent, a defrauder has now captured all his
pertinent credit information.

The FTC s Beth G ossnan testified how even a vigilant credit card
conpany can be duped by a thief arned with an individual’s identifying
information. The thief starts by tel ephoning the conpany to change the
address on the account. Arnmed with his victims personal information,
the thief can answer all of the questions asked by the conpany’s
representative to separate genuine custoners from w ongdoers. The
thief knows the legitimte custoner’s social security nunber, date of
birth and nother’s mai den nanme. Once the conpany assigns a new address
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to the account, the thief can order expensive itens wth inpunity,

coll ect them at various delivery addresses, and never have to fear
tinmely interruption by authorities tipped off by the victim D scovery
of the schenme occurs only when substantial nonthly bills are not paid
or bogus credits froman inpersonated vendor are discovered. Wen the
true account holder is traced back to his original address, the

i npersonat or and his purchases are |long gone. Ms. G ossnan added, “The
frustration happens when people don’t find out about this until it’s
at the tinme they need credit. They go to get a nortgage or student

| oan, and they find that their credit is all screwed up.”

HOW TO AVOID BECOMING A VICTIM

A sinple guideline is to assune that no personal information is
absolutely private or safe. Anthony F. Colgary, Assistant to the
Speci al Agent in Charge of the U S. Secret Service’'s Newark Field
Ofice, testified potential victins “bear sone responsibility to try
to nonitor [their] credit reports to see what’'s going on.” He added:

No credit can be gained in your nanme, whether it’s a credit card
or anything el se, unless soneone passes a credit check on you.
You need to constantly review that credit report and nmake sure
that no one has changed your address, no one has ordered goods or
services or credit that you haven't authorized ..

Peopl e may protect thenselves fromidentity theft by taking the
foll ow ng steps:

* Cet a free copy of your credit report fromeach of the three
maj or credit bureaus every year. Check to be sure that
everyt hing, including addresses, is accurate. Under the federal
Fair Credit Reporting Act (anmended by the Consuner Credit
Reporting Reform Act of 1996), a consunmer who has been denied
credit during the |last 60 days nay receive a free copy of his
credit report. In New Jersey he is entitled to one free copy
annual ly, even if he has not been rejected for credit. The cost
is about $8.00 for each additional report.

To order credit reports fromthe three | argest credit bureaus,
contact Equifax, Inc. (1-800-997-2493) (or 1-800-685-1111)
(www. equi fax. com); Trans Union LLC (1-800-916-8800)

(www. tuc. con); and Experian (ww. experian.con) (1-888-397-3742)

(formerly TRW.

« Mbnitor your account activity throughout the year by readi ng your
periodi c statenents thoroughly.

e Tear up or shred any pre-approved credit offer, receipt or other
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personal information that |inks your name to an account nunber.
Do not | eave your ATMor credit card receipts intact in the
trash. If you decide not to proceed with a | oan or purchase, take
all unused copies with informati on home with you. Destroy or

del ete social security nunbers from any docunents before throw ng
t hem away.

Credit card solicitations are generated from "pre-screened |ists”
of credit reports provided by credit bureaus. If you do not want
to receive these offers, contact each of the Big Three credit
bureaus to renove your nane from pre-screened |ists.

I f your credit card or other bills are nore than two weeks | ate,
do three things: First, contact the Postal Service to see if
soneone has forwarded your mail to anot her address. Second,
contact your bank to ask if the statenment or card has been
mai | ed. Third, contact the businesses that send you bills.

Do not pay your bills by putting themin your hone nmail box with
the red flag up. Use the Post Ofice or a postal mail box for bil
paynments. Protect your incomng mail with a | ocked mail box or
Post O fice box.

Protect your account information. Do not wite your personal
identification nunmber (PIN) on your ATM or debit card. Do not
print or wite your social security nunber, credit card account
nunbers or driver's |license nunber on your checks or on the
out si de of envel opes when paying nonthly bills. Cover the pad
when you are entering PIN nunbers.

Do not carry your social security card, passport or birth
certificate unless you need it that day. Take all but one or two
credit cards out of your wallet, and keep a list in a safe place
at honme of your account information and custoner service

t el ephone nunbers. Keep tax records and other financial docunments
in a secure place.

Menori ze your social security nunmber and all passwords and PIN
nunbers. Do not use common identifiers, such as nothers’ naiden
nanes and birth dates, as passwords or PIN nunbers.

Never provide personal, credit card or other financial

i nformation over the tel ephone or online, unless you initiate the
contact. In a New Jersey case in January 2000, four students at
Absegam Hi gh School in Galloway Townshi p all egedly purchased
about $8,000 in merchandi se, delivered to unoccupi ed hones, using
credit card nunbers obtained by tricking Arerica Online and

Eart hli nk subscribers. The teenagers allegedly acquired
passwor ds, addresses, telephone nunbers and credit card nunbers
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of people in New Jersey and at |east six other states by, in sone
cases, posing as online representatives of the service providers.
They told the subscribers that their account information had been
| ost and shoul d be provi ded again.

Cancel, in witing, any credit cards that you do not intend to
use.

If a “creditor” contacts you, do not provide information about
your account wi thout contacting the creditor via a tel ephone
nunber, address or e-nail address indicated on your nonthly

st at enent .

Do not put your genealogy online. It permts identity thieves to
acquire birth dates and mai den nanes.

Check social security earnings and benefits statenents once a
year to nake sure the earnings are recorded correctly.

You may want to have your nane, address and phone nunber del eted
frommarketers’ lists. Wite to the Direct Mrketing

Associ ation’s Mail Preference Service (PO Box 9008, Farm ngdal e,
NY 11735) and Tel ephone Preference Service (PO Box 9015,

Far mi ngdal e, NY 11735).

ACTIONS VICTIMS MAY TAKE

Despite precautions, grow ng nunbers of individuals fall prey to

identity theft. Early detection and reaction is essential to mnimze
the harm It is inportant to quickly take the foll ow ng actions:

| medi ately, nmake a conplaint to your |ocal police departnent.
btain a witten copy of the police report for inclusion with
notification letters. Contact the Federal Trade Comm ssion to
report the problemat 1-877-FTC HELP.

| medi ately tel ephone the toll-free hotlines for the fraud units
of all three major credit bureaus and ask themto "flag" your
account with a “Fraud Alert/Victimlnpact” statenent. This tells
creditors that you are a victimof identity fraud and asks them
to contact you before opening any new accounts. The nmjor credit
bureaus’ fraud unit tel ephone nunbers are Equifax (1-800-525-
6285), Experian (1-800-397-3742) and Trans Uni on (1-800-680-
7289). Follow up in witing, attaching a copy of the police
report. The addresses are Equifax (P.O Box 105069, Atlanta, GA
30348), Experian (Attn: Consuner Assistance Departnent, CBA

I nformati on Services, P.O Box 677, Cherry Hll, NJ 08003) and
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Trans Union (P.O Box 6790, Fullerton, CA 92834).

e Order a copy of your credit report. The report is free if you are
a victimof identity theft or have been denied credit in the |ast
60 days. Anytinme you apply for a loan of any type, you are
entitled to a copy of the credit report that is provided for you.

e Imediately notify your banks and obtain new account nunbers for
all of your checking, savings and other accounts. Pick new PIN
nunbers for your ATM and debit cards. Cose all of your credit
card accounts and reopen them w th new nunbers.

e Imediately notify affected creditors by tel ephone and fol |l ow up
with witten notification enclosing a copy of the police report.

e Imediately notify your |ocal postmaster. Explain that you
suspect a false address is being used and would like help to find
out the address. Also notify the U S. Postal Inspection Service
(Web site |l ocated at www. usps. gov/ postal i nspectors) of any
suspected mail theft or use of inpersonating addresses.

e Call the local field office of the U S. Secret Service to report
any credit card fraud.

e Call the Division of Mdtor Vehicles to see if another |icense was
issued in your nanme. Put a fraud alert on your |icense. You nay
want to request a new nunber.

e Contact the Social Security Admnistration’s Fraud Hotline: 1-
800- 269- 0271. Dependi ng on the circunstances, you may want to
obtain a new social security nunber fromthe Social Security
Adm ni stration. You also may want to contact your | ocal
t el ephone, long distance, water, gas and electric conpanies to
alert themthat sonmeone may try to open accounts in your nane.

e Miintain a log of all contacts with authorities regarding the
matter. Wite down each person’s nane, title and phone nunber.
You may need to re-contact themor refer to themin future
correspondence.

* Do not allow yourself to be coerced by creditors into paying
fraudul ent bills.

RECENT LAWS AND CONTROL PROGRAMS

Recently, special laws to contend with identity theft have passed
at the federal level and in New Jersey. Previously, crimnal
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prosecutions were limted to fraud, theft, forgery and inpersonation
charges associated with the identity theft. Victimloss threshol ds of
$40,000 or nmore limted the nunmber of offenses brought to court.

NEW JERSEY LAW STRENGTHENED

Effective May 21, 1999, N J.S. A 2C 21-17, concerni ng w ongful
i npersonation, was anended to specifically include identity theft in
its provisions. Before the anendnents becane | aw, the of fending
conduct had to fit the elenents of theft by false representation
before it could be prosecuted crimnally. The anendnents al so all ow
authorities in New Jersey to prosecute those who nmake purchases in
another state using identity information froma New Jersey resident.
Gerald S. Flanagan, Legislative Director for New Jersey Public
I nterest Research Goup (NJPIRG GCitizen Lobby, testified that an
effective state | aw was needed because the nmajority of consuner
prosecutions take place on the state | evel.

FEDERAL LAW STRENGTHENED — ENHANCED ROLE FOR FTC

The federal ldentity Theft and Assunption Deterrence Act of 1998
took effect on October 30, 1998. The new | aw makes it a separate
federal crinme to use soneone else’s social security nunber, date of
birth, nother’s maiden nane or other identifying information to conmt
fraud or engage in other unlawful activities. It recognizes as a
victimthe person whose identity is stolen. It permts the victimto
seek restitution in court and inposes penalties based on how nuch was
stolen with the false identity. The federal Sentencing Conm ssion has
exam ned what non-nonetary factors should be considered in determning
the appropriate sentence for an identity thief.

The new | aw requires the Federal Trade Conm ssion (FTC) to
establish a centralized identity theft conplaint center, simlar to
Consuner Sentinel, to provide information to consuners, referrals to
| aw enf orcenent and advisories to credit reporting agencies. On
Novenmber 1, 1999, the FTC | aunched a special toll-free, identity theft
hotline, 1-877-1D THEFT (438-4338), where people can register
conplaints and obtain information about identity theft. A conplaint
formis avail able at ww. consuner.gov/idtheft. The FTC al so may be
contacted at ww. ftc.gov or its Consunmer Response Center: 1-877-FTC
HELP. The agency has published a free brochure, "A Consuner’s GQuide to
Travel in Cyberspace: Site-Seeing on the Internet.”

OTHER CRIME-FIGHTING FEDERAL AGENCIES

The U. S. Secret Service (ww.treas.gov/usss) is a | aw enforcenent
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bureau within the Departnment of Treasury. Historically, it has
investigated crines that have interfered with evol ving paynent

nmet hods, from cash to plastic and electronic nedia. In 1982, with the
passage of the Conprehensive Crinme Control Act, the Secret Service
expanded its investigative mssion to include the manufacture and
distribution of identity docunments, such as social security cards,
state driver’s licenses, birth certificates, passports/visas, voter
registrations and alien registrations.

Wil e the Secret Service has primary jurisdiction for
i nvestigations involving credit card fraud, no federal agency has
overall jurisdiction regarding identity fraud. Various federal
agencies can investigate it as a crinme in its own right under the
Identity Theft and Assunption Deterrence Act of 1998 or as enabling
conduct that results in other crinmes over which they have
jurisdiction. In the past, federal agencies concentrated their
enforcenment efforts on crinmes for which the theft of identity
information nerely served as a predicate. These crines include
fraudul ent use or production of identity docunents (18 U. S.C. 8§1028),
access device fraud (81029), conputer fraud (81030), wire fraud
(81343), econonic espionage (81831), noney | aundering (81956), nai
fraud, social programfraud, bank fraud and tax refund fraud.

Wth the U S. Secret Service as the | ead agency, a Wst African
Task Force was formed recently in New Jersey to counter identity
theft. O her agencies in the Task Force are the FBI, the State
Department, the INS, the IRS, the U S. Postal |nspection Service, the
| nspector CGeneral of HUD, the New Jersey State Police and prosecutors’
offices in Union and Essex counties. There are simlar task forces in
ot her states, and agents are assigned to the U S. Enbassy in N geria.
In 1998, the New Jersey Task Force generated 31 federal and 62 county
prosecutions.

The U. S. Postal Inspection Service
(www. usps. gov/ websi t es/ depart/inspect) focuses on nethods of identity
theft involving the mail. It publishes a Credit Card Mail Security
Newsl etter for |aw enforcenent.

KEEPING PERSONAL INFORMATION PRIVATE AND ACCURATE

Preservation of privacy has becone nore inportant in today’ s
worl d of instant access to electronic data. Property deeds and court
case data, conplete with unlisted tel ephone nunbers and ot her personal
information, used to be available solely to individuals who were
famliar with conplicated county recording systens. Now nuch of that
i nformation can be found on the Internet. Conputerized database
services (sonetines called "individual reference services" or "l ook-up
services") are used widely by both public and private sector entities
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to |l ocate people or to verify their identities.

There are few laws restricting the collection and distribution of
personal data. Such information has been rel eased continuously to
mar ket ers, dat abase managers and others via mailing lists supplied by
comercial entities and various state and | ocal governnent agenci es.
In 1997, there was an outcry when the Social Security Adm nistration
i npl enented a short-lived programto make personal earnings and
benefit records available on its Wb site.

Such concerns led to the passage in 1994 of the federal Driver’s
Privacy Protection Act. The |l aw forbids states from di scl osi ng,
w t hout drivers’ consent, addresses, telephone nunbers, nedi cal
condition information, Social Security nunbers, photographs and the
| i ke contained in |license applications. On January 12, 2000, the U.S.
Suprene Court unani nously upheld the federal |aw. New Jersey |aw
prohibits the sale of driver or registration information. Simlar |aws
woul d ensure that even as the details of people s |ives becone nore
eagerly collected by marketers and nore readily avail able through the
Internet, w despread access woul d not go unchecked.

Credit reporting services (sonetines called credit bureaus)
collect information and sell assessnents of creditworthiness. The
| argest credit bureaus are Equifax, Inc., Experian (fornerly TRW and
Trans Union LLC. Each has files on nore than 120 mllion Americans.
Toget her, they generate nore than two mllion consuner credit reports
each day. Under the New Jersey Fair Credit Reporting Act, effective
January 27, 1998, anyone requesting a person’s credit report has to
state the purpose for the review —for exanple, renting an apartnment
or processing a | oan application. An enployer may not obtain a
consuner report on a prospective enpl oyee unless that person has
aut hori zed the procurenent of the report in witing.

The credit bureaus provide a val uable service by giving | enders
the confidence to extend credit. However, their files often contain a
great deal of personal information that is valuable to identity
t hi eves or that can be conpron sed by inpersonation activity.
Consuners should, therefore, carefully nonitor their consuner reports
for accuracy and any unauthorized activity. New Jersey |law permts a
consuner to receive an annual free report fromany consuner reporting
agency.

New Jersey PIRG s Cerald Fl anagan testified how online vendors
have increased substantially the di ssem nation of personal
i nformation:

[Qne of the intents [of an online business] is obviously to sel
a product. Nunber two is to establish a Iist of potenti al
consuners so they can sell it to another corporation, market,
whatnot. So while ...selling a product is ...the expressed intent
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of the transaction over the Internet, the one that’s not
expressed is this intent to establish a list, a consumer profile,
that they can then sell to another marketer.

M . Fl anagan pointed out that although the consumer clearly authorizes
the use of information necessary to conplete the transaction, she does
not thereby consent to the sale of her personal information to a party
unknown to her.

M . Flanagan recommended restricting the information that may be
collected froma consuner to that necessary to conplete a transaction
He noted, however, that vendors and others obtain a great deal of
personal information through sources other than direct comunication
with the affected individual. He reconmmended that governnent prohibit
the sale of such information w thout the know edge and consent of the
i ndi vi dual

The FTC s Beth Gossnman testified that her agency has been
wor king with maj or conpanies to encourage themto adopt online privacy
policies. She advised consuners visiting e-comrerce sites to check
whet her the sites display privacy policies. She |isted what consuners
shoul d | ook for when they buy online:

A good online site should have a privacy policy telling [the
consuner] what information they' re collecting, what they will use
that information for, and giving [the consuner] a neans of opting
out of the sale of that information.

Ms. G ossnan added that online consuners should apply sone of the sane
good sense that they use offline: “You deal with the conpanies that
you know. Don’t provide information that you wouldn’'t provide to a
stranger in another context.”

In June 1998, the FTC reported that in its March 1998 revi ew of
1,400 randomy selected Wb sites, including 212 directed at children,
at | east 85% solicited sone sort of personal data. Less than 2% of the
sites disclosed how the informati on woul d be used. However, the D rect
Mar ket i ng Associ ati on, which opposes regul ation of the Internet, did a
survey that showed that in May 1998, 70% of 100 popul ar children's
sites and 64% of popul ar business sites posted privacy statenents.
This was a sharp increase fromthe figures of a January 1998 survey.

Nonet hel ess, the FTC recently began to inplenent regul ations
adopted under the Children’s Online Privacy Protection Act of 1998.
The | aw and regul ati ons control the collection over the Internet of
personal identifying information about children under age 13,
especially that collected without a parent’s perm ssion. The aimis to
keep such information out of the hands of people who mght use it to
harm or exploit children.
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Under the federal Fair Credit Reporting Act, consuners and the
FTC can bring actions agai nst consuner reporting agenci es and data
furnishers if their information is inaccurate. The |law permts
consuners to receive free disclosure of their reports within 60 days
of a credit, insurance or enploynent denial. It allows consuners to
chal I enge the accuracy of any itemof information in the report and
require it to be re-verified within 30 days, or renoved. The | aw
limts access to consuner reports only to those with a perm ssible
purpose and permts consuners to bring a civil action agai nst anyone
who accesses a report for fal se purposes. Lastly, it permts consuners
to renove their nanmes fromcredit bureau mailing lists sold to credit
grantors for the purpose of making credit card offers. This allows
consuners to stop receiving unsolicited "pre-approved" credit card
of fers.

Through its subsidiary BBBOnLi ne® | ocated at ww. bbbonli ne. org,
the Council of Better Business Bureaus (CBBB) recently devel oped a
self-regulatory online privacy program Businesses that post online
privacy policies that neet required “core” principles, such as
di scl osure, choice, security and the like, receive a seal. BBBOnLi ne
al so helps to settle participating conpanies’ disputes with their
custoners. It nonitors program conpliance by requiring participating
conpani es to undertake an annual assessnent of their online privacy
practices. Consequences of non-conpliance may include seal w thdrawal,
adverse publicity and referral to governnent enforcenent agencies.

The Children’s Advertising Review Unit (CARU) of the CBBB
i npl enents protections for kids' online privacy. It specifies that
vendors need to obtain parental consent before requesting certain
sensitive information from children.

In 1997, the Individual Reference Services Goup (ww.irsg.org),
a trade association of 14 of the largest information providers,
including the three nmajor credit bureaus, LEXIS-NEXIS and West’s
I nformation Anerica, Inc., agreed to conply with a set of self-
regul atory industry guidelines. Menbers agreed to refrain from
distributing to the general public certain personal information, such
as social security nunbers, nothers’ maiden nanes and dates of birth.
Such information can be distributed to private investigators under the
gui delines, and information obtained from public sources, such as
DWs, can be distributed to anyone. The gui delines prohibit the
di ssem nation of marketing data to the public. They also prohibit the
di ssem nation of information about children, except for cases
i nvolving mssing children. The participants al so agreed to undergo
annual conpliance reviews by an independent third party. The
gui del ines took effect in Decenber 1998.

For some tine, the FTC maintained that voluntary industry
gui del i nes woul d control effectively the collection of personal
information online. Then, in February and March 2000, the agency
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surveyed U.S. commercial Wb sites to determ ne how personal
information is being collected fromonline consunmers. In a 3-2 vote,
the FTC in May 2000 approved a report on the survey results to
Congress (www. ftc. gov/reports/privacy2000/privacy2000. pdf). The
report, Privacy Online: Fair Information Practices in the Electronic
Mar ket pl ace, concluded that online businesses have not done enough to
ensure privacy. It recommended that Congress enact |aws setting “basic
standards” for online collection of information not already covered by
the Children’s Online Privacy Protection Act.

There are several patchwork bills in Congress ained at
restricting the flow of intinmate personal data in cyberspace. One bil
woul d require witten consent before a conputer service could disclose
a subscriber’s personal information to a third party. Pending bills
woul d require enployers to informjob candidates if a background check
was the reason why they were not hired. Job prospects would be able to
fix bad information in a report.

A proposed Personal Information Privacy Act would prevent credit
bureaus fromselling lists with personal identification ("credit
header") information, such as nanme, aliases, birth date, social
security number, and current and previous addresses. The bill would
permt the distribution of just nane, address and phone nunber, if
listed.

PRIVATE HELP AND PREVENTION RESOURCES

Project OPEN is a joint effort of the Interactive Services
Associ ation, the National Consuners League and | eading online and
I nternet service conpanies. It has created two brochures avail abl e
fromthe National Fraud Information Center’s Wb site. They are Making
the Net Work for You: How to Get the Most Qut of Going Online, a basic
primer for first-time online users, and Protecting Your Privacy \Wen
You Go Online, which provides basic privacy tips and advice on how to
avoi d fraud and abuse by safeguardi ng one’s personal infornmation.
Proj ect OPEN al so offers advice for consuners about "spam"
unsolicited e-mail.

The Privacy Rights C earinghouse (PRC) of San Diego is a
nonprofit consuner information programand an advocacy group for fraud
victinms. Established in 1992, its Wb site is ww. privacyrights. org.
Its hotline is 1-619-298-3396. Along with the California Public
I nterest Research Goup (CALPIRG (www. pirg.org/cal pirg) the PRC
devel oped a two-page flyer entitled "ldentity Theft: Wat to Do If It
Happens to You." The PRC recently published a 12-page gui de on
Children in Cyberspace (available on its Wb site). It also issued a
fact sheet, "Coping Wth Identity Theft: Wat to Do Wien an | nposter
Strikes."” In addition, it published The Privacy R ghts Handbook (Avon
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Books, Septenber 1997), which contains hundreds of tips for consuners
on how to safeguard privacy, including a chapter on identity theft.

Victinms of ldentity Theft (VO T), on CALPIRG s Wb site, is a
support group founded by identity theft victimEl sie Strong. Harry
Zuckerman wote Good Credit: Your Om Fort Knox (sold over the
Internet). Robert B. Gel man and Stanton M Candlish, Program Director
for the Electronic Frontier Foundation, wote Protecting Yourself
Online: The Definitive Resource on Safety, Freedom & Privacy in
Cyber space (ww. ef f. org/ prono/ prot ect book. htm ).

Mari J. Frank, an activist victimof identity theft, wote The
Identity Theft Survival Kit, which nmay be ordered at
wwv. i dentitytheft.org. Ms. Frank al so authored From Victimto Victor,
a step-by-step guide to ending the nightmare of identity theft.

Consuners concerned about privacy of the information they supply
to Wb sites can | ook for seals fromat |east one of three hel pful
organi zations. A seal from TRUSTe (www. truste.org) nmeans a Wb site
has posted a privacy statenent inform ng consuners what persona
information the site gathers. TRUSTe investigates conplaints about its
nmenbers’ sites. The TRUSTe seal does not protect consuners from
problens related to the quality of products and services that are
of fered by online vendors.

The El ectronic Privacy Information Center (EPIC) is a Washi ngton,
D. C. -based wat chdog group. Its third annual *“Surfer Beware” report,
i ssued in March 2000 and on the Web at www. epi c.org/reports/surfer-
bewar e3. ht M, assesses the privacy practices of the 100 nost popul ar
shopping sites on the Internet. The report concludes, “Not one of the
conpani es adequately addressed all the elements of fair information
practices” outlined in privacy guidelines established in 1980 by the
Organi zation for Econom c Co-operation and Devel opnent (ww. oecd. org).
The underlying study al so exam ned the use in Wb site operations of
profil e-based advertising ainmed at specific custoners and “cookies,”
files that record users’ browsing habits. O the 100 sites studied,
according to EPIC, 18 did not display a privacy policy, 35 had
profil e-based advertisers operating on their pages and 86 used
cooki es.

The Center for Media Education (ww.cne.org) is a nonprofit,
children’s advocacy organi zation based in Washington, D.C The
Sept enber 1998 issue of PC Wrld is dedicated to online privacy.
Junkbusters Corp. (ww. junkbusters.con) has frequently criticized the
FTC on privacy issues but called its recent regulations on children's
online privacy a “remarkably good job.” To see how cookies work, visit
Privacy.net, ww. privacy.net, a consuner protection site. To | earn how
to view, manage and del ete cookies, visit Cookie Central. Its Wb site
i s www. cooki ecentral.com Privacy Conpanion™ free software from
| Dci de™ can be downl oaded from ww. i dcide.com It works with an

106


http://www.eff.org/promo/protectbook.html
http://www.identitytheft.org/
http://www.truste.org/
http://www.epic.org/reports/surfer-beware3.html
http://www.epic.org/reports/surfer-beware3.html
http://www.oecd.org/
http://www.cme.org/
http://www.junkbusters.com/
http://www.privacy.net/
http://www.cookiecentral.com/
http://www.idcide.com/

Internet browser to alert users when they are tracked on the Internet
and by whom Users can decide how nuch information they want to give
away in order to benefit from personalized services.

INTERNET GAMBLING

OFFSHORE FIRMS SERVE A GROWING DEMAND

Despite questions about its legality in the United States,
I nternet ganbling (sonetimes referred to as cyber-ganbling,
“nanbling,” virtual ganbling or interactive ganbling) is grow ng
exponentially. It offers all forns of ganbling to every online
househol d 24 hours a day. Via the Internet, betters can indulge in
casi no-styl e ganbling, such as bl ackjack, poker, slot nachines and
roulette. They can bet on sports, horse or dog races, lotteries,
bi ngo, tournaments, election results, sweepstakes and nore. Many
observers believe that online trading in the stock market, especially
so-called “day trading,” is nothing nore than ganbling on stock market
per f or mance.

On May 31, 2000, the Assenbly Comrerce, Tourism Gam ng and
MIlitary and Veterans' Affairs Conmittee held an informational public
hearing on Internet ganbling. Several w tnesses conpared prohibition
of the industry to regulation and expanded on why they preferred one
or the other. The Comm ttee gathered facts fromexperts but nmade no
of ficial recommendations. A transcript of the public hearing wll
appear at ww. njl eg.state.nj.us/htm /| egdocs. htm

Long di stance wagering has attracted the ganbling public for a
long tine. Currently, seven states permt the taking of bets on horse
races over the telephone frombettors in other states. Two permt
betting on horse races via conputer. It nay be possible one day to buy
lottery tickets over the Internet 24 hours a day.

The National Ganbling Inpact Study Comm ssion (ww. ngi Sc. gov)
reported in June 1999 that Sebastian Sinclair, a research consultant
for Christiansen/ Cumm ngs Associates, Inc., estimted that Internet
ganbling nore than doubled from 1997 to 1998. He concl uded that the
nunber of Internet ganblers worldw de increased from6.9 mllion to

14.5 mllion and that Internet ganbling revenue rose from$300 mllion
to $651 mllion. M. Sinclair estimated that such revenue woul d reach
$2.2 billion this year. Some market anal ysts predict that Internet

ganbl i ng volunme could reach $6 billion by 2003. By conparison, 450
comercial casinos in the United States had gross revenues totaling
$20 billion in 1998, while American Indian casinos brought in $7.2
billion, according to the Anerican Gam ng Associ ation.
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Al t hough there is no central registry of Web sites offering
betting, nost experts believe there are nore than 850. The January 26,
1998 issue of Sports Illustrated noted that Internet sports-ganbling
sites increased fromtwo in 1996 to nore that 50 by 1998. On February
1, 1999, the Wb site Rolling Good Tines |listed 110 sports-rel ated
I nternet ganbling sites.

By and | arge, Internet ganbling providers have been confined
physically to |locales outside the United States, but Anmericans have
easy access to their services via the boundl ess Internet. Mst of the
cyber-ganbling Wb sites are located in the Caribbean, Australia and
continental Europe. Sone are fly-by-night, unregul ated operati ons and
sone are under limted foreign regulatory control or governnent
owner shi p.

Unregul ated or poorly regul ated Internet ganbling operators can
abuse their custonmers with l[ittle accountability. Operators can alter,
nove or entirely renove their sites within mnutes, running away with
credit card nunbers and noney from deposited accounts. To counter such
abuses, several Wb sites currently assess the pay out activity of
I nternet ganbling operations and rate themfor reliability.

When a gane of chance’s results are not tied to the outcone of a
public event, such as a horse race or a sports contest, an Internet
ganbl i ng operator can mani pul ate the software to achieve a result
whi ch unduly favors the operator at the expense of its custoners.
| nadequat e or m ssing regul ati on enabl es di shonest operators to tanper
With results with inpunity.

Sonme operators do little to scrutinize the age of online bettors
by verifying identification. Children sonetines have easy access to
their parents’ personal identification nunbers (PINs), passwords,
credit card nunbers and e-cash (el ectronic noney), although such
access usually does not extend beyond the parents’ receipt of their
first nonthly statenent showi ng ganbling debts. In the future, we may
see voice recognition, video verification, and thunb print or iris
verification. Currently, tel ephone-betting systens involving horse
race tracks have built-in safeguards to reduce access by m nors.

Davi d Safavian, a principal of Janus-Merritt Strategies, L.L.C.,
a Washington, D.C., consulting firmtestified as a representative of
the Interactive Gam ng Council (1GC), which is the trade association
for operators and suppliers of interactive wagering systenms. M.
Saf avi an asserted, “It is in the operators’ best interest to screen
out minors fromthe system..” He cited the operators’ desire to avoid
charge-backs and liability “down the road.” He added that, based on
hi s observation of sonme of the 62 operators with the I GC and the
technol ogy available to them they are “nmaking their best efforts” to
avoi d taking bets fromchildren. M. Safavian contended that by
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relying on credit cards and cross checki ng dat abases operators can
have ganbl ers verify who they are with a reasonabl e degree of
assurance.

M. Safavian noted that the 1GC has “called for hard hitting
third party governnmental regulation of Internet gamng.” He testified:
“And let ne take a second and say that no one in this [hearing] room
| suspect, believes the current state of play is appropriate or in the
best interests of the Internet, the player [or] the gam ng industry.
Open and unregul ated interactive wagering is not a good idea.”

Australia has an official regulatory systemin place in five
territories for Internet wagering involving horse racing and sports
betting. The system purportedly protects consunmers and permts
taxation. Liechtenstein operates "Inter Lotto," which has a guaranteed
weekly jackpot. A “Big Five” accounting firm PricewaterhouseCoopers,
audits the site. O her countries with licensing |laws for |nternet
ganbl i ng i ncl ude Antigua and Barbuda, Austria, Bel gium Cook Islands,
Costa R ca, Curacao, Dom nica, Dom nican Republic, Finland, Gernany,
Grand Turk, G enada, Honduras, the territory of Kalnykia in Russia,
Mauritius, St. Kitts and Nevis, St. Vincent, South Africa, Trinidad,
Turks and Cai cos I|slands, Vanatu, and Venezuela. Unlike the situation
i nvol ving child pornography, where there is realistic hope that
t hrough strenuous | obbyi ng and enforcenent those in favor of a ban may
convince the lion’s share of nations to crusade agai nst such material,
Internet ganbling is an activity gradually bei ng enbraced by nuch of
t he worl d.

O course, the fact that Internet ganbling serves a grow ng
publi ¢ demand cannot be determinative with regard to | egalization.
After all, New Jersey, like nost jurisdictions, continues to enact and
enforce | aws agai nst narcotics, prostitution, bookmaki ng and ot her
vi ces, even though conplete eradication has proven inpossible due to
ongoi ng public demand. And sonme governnental efforts at reducing
publ i c demand, such as those involving tobacco products, have actually
met with success.

JUSTIFICATION FOR PROHIBITION

The justifications for the prohibition of Internet ganbling were
outlined in the testinony of Assistant Attorney CGeneral John Peter
Suarez, Director of the New Jersey D vision of Gam ng Enforcenent, and
fall into three broad categories:

» Sovereignty Protection. Each jurisdiction has its own carefully
crafted policy on ganbling, which has usually evolved over tine,
and which theoretically takes into account the noral, |egal and
econom ¢ considerations that will best address the needs and
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desires of its population. Internet ganbling nullifies this policy
by maki ng casi no ganbling and sports betting available to al
citizens with access to a conputer. This should not be viewed as
anal ogous to having its citizens travel to another jurisdiction
where ganbling is legal, but, rather, as the equival ent of having
outsiders cone in and open casinos or betting parlors within the
jurisdiction’s borders.

» Consuner and Public Protection. Internet ganbling involving
casi no-styl e ganes rai ses nunmerous consunmer and public protection
concerns including: the integrity and financial resources of the
operators; the fairness of the games and the possibility of
tanpering by operators or hackers; the availability of effective
consuner - di spute resol uti on procedures; underage ganbling; problem
ganbling; and crimnal activity, including the m suse of patrons’
financial information, noney |aundering, etc. Except for the
fairness of the games issue —because the outcones are public
know edge and are presumably beyond the control of the operators —
I nternet ganbling involving sporting events still raises all the
ot her consuner and public protection concerns.

e Economc Protection. |In jurisdictions that have | egalized casi nos
or sports books, such ganbling businesses create jobs, pay taxes
and provi de other econom c benefits. Real ganbling businesses,
whi ch are closely regulated and generally bear the costs of their
own regul ation, also participate in prograns designed to address
the social problens associated wth ganbling activities. |Internet
ganbling presently conpetes unfairly with real ganbling busi nesses
because it is not locally regulated or taxed. It also creates no
| ocal econom c benefits, sinply siphoning off profits and | eaving
all resulting social problens to be addressed by ot hers.

Prohi bition of Internet ganbling could involve federal and/or
state activity. Prohibition has been recomrended by the Nati onal
Ganbl i ng I npact Study Commission and, in its final report issued in
March 2000, by the Public Sector Gam ng Study Comm ssi on.

EFFECTIVENESS OF PROHIBITION

In nost cases, state and federal |aws prohibiting various forns
of ganbling were adopted before the creation of the Wrld Wde Wb.
OnM ng to the international nature of the business, such | aws have
achi eved only nom nal success in curtailing Internet ganbling. Wether
ti ghtened prohibitions would have a significant inpact on offshore
operators and their U S. custoners is not clear. Such operators often
are beyond the reach of U S. laws, and their patrons can effectively
mask their activity.
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According to the National Association of Attorneys Ceneral
(NAAG), of which New Jersey is a nenber, the federal Wre
Comuni cations Act of 1961 (Anti-Bookie Act), 18 U S.C. 81084,
insufficiently prohibits ganbling over the Internet. The NAAG cites
six "major deficiencies" in the | aw

e It only covers people in the ganbling business. It is not a
federal crine to nake a bet, even if it is illegal for soneone
else to take it.

 The law clearly prohibits taking wagers on sporting events,
but it is unclear whether other fornms of ganbling, such as
| otteries or Internet casinos, are covered.

e It isacrine to send information that aids in the maki ng of
wagers, but the law is anbi guous about receiving such
information. An Internet ganbling operator could claimthat
its conmputers were sinply passively receiving bets.

e The lawis limted to "wire" comruni cati ons, mneani ng
t el ephones and tel egraphs. An Internet operator could get
around the | aw by using mcrowave transmtters and hone
satellite dishes.

» Tel ephone conpanies are not crimnally liable if an illegal
booki e uses a tel ephone, but the NAAG wants |Internet service
providers to fall under section 1084. The | SPs woul d have to
keep track of and censor nessages sent by their Internet
cust oners.

* The present |aw does not allow a "prospective renedy” for |aw
enforcenent. The NAAG wants I nternet ganbling operators closed
down before they conmmt crines.

Thus far, the federal Departnent of Justice has brought charges
agai nst 22 Internet ganbling operators for alleged violations of the
Wre Communications Act. Al the defendants operated their businesses
of fshore and mai ntained that they were |licensed by foreign
gover nnent s.

In March 1998, a federal grand jury in New York indicted 22
of fshore Internet ganbling operators for conspiracy to use tel ephone
lines to handl e sports bets online. Sone of the operators had U. S
of fices, including one who operated his business fromdiffside Park,
New Jersey. The operators charged were the nost easily targeted: U S.
citizens, sone living in the United States at the tinme of their
arrests. Ninety percent of the custoners were in the United States.
The conpani es advertised their services via magazi nes, spam and their
own Web sites. Bettors deposited $100 to $500 to open accounts and
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then placed bets via conputers or toll-free phone nunbers.

The office of U S. Attorney Mary Jo Wiite sent letters to
t el ephone conpani es directing themto discontinue service to the
operators. O the 22 defendants, 15 entered guilty pleas and six
remain fugitives. Only one defendant, the co-owner and operator of an
of fshore sports book, elected to proceed to trial.

In February 2000, a federal jury convicted the defendant of
violating the Wre Act by accepting bets from Areri cans over the
I nternet and by tel ephone. The defendant, who faces up to 19 years in
pri son, was scheduled for sentencing in May and has indicated that he
intends to appeal.

Four states —Louisiana, Illinois, Mchigan and South Dakota —
have prohibited online betting by statute. The National Ganbling
| npact Study Conmi ssion reported that a nunber of state attorneys
general have initiated court action against |Internet ganbling owners
and operators and have won several permanent injunctions. Sone
conpani es have been ordered to dissolve, and their owners have been
fined and sanctioned. However, in noting that the inpact has been
limted, the Conm ssion concluded: “The large ngjority of Internet
ganbling sites, along with their owners and operators, are beyond the
reach of the state attorneys general.”

Legi slation signed on July 17, 1997, nmade Nevada the first state
to explicitly prohibit —and allow —Internet ganbling. The Nevada | aw
permts licensed race and sports books, off-track pari-nutuel betting
operators and casinos to accept wagers via the Internet. Therefore, it
is a state crinme for a Nevada resident to nmake an out-of-state bet
over the Internet, but |egal under that state’s |law for certain Nevada
operators to accept wagers from anywhere in the world.

Florida Attorney General Robert A Butterworth succeeded in
per suadi ng Western Union to stop wiring noney to 40 of fshore sports
books. Sone custonmers switched to Federal Express to forward checks to
the operators. Florida’s Ofice of the Attorney General also nailed
letters to nedia throughout the state advising themto “cease and
desi st” advertising for offshore sports books. This did not foreclose
ot her forms of advertising, such as targeted e-nail, chat roons and
the |ike.

On January 8, 1998, the Coeur d’ Alene tribe initiated a "US
Lottery” in approximately three dozen states where lotteries are
legal. It ran the lottery through a server located on its reservation
in Wrley, Idaho. In Decenber 1998, the U S. District Court in |Idaho
ordered the tribe to cease operations. The tribe then notified players
that it had decided to shut down the enterprise.

Adversaries of illegal Internet ganbling have enjoyed sone
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success attacking the financial transactions necessary to pay off
wagers. Some experts contend that about 85 percent of online bettors
use credit cards. The card issuers and banks worry about charge-backs,
where a player can stop paynent on his |osing bets. They have

consi dered banni ng ganbl i ng charges because of recent |awsuits by
bettors contendi ng they do not have to pay debts incurred fromillegal
activity. The National Ganbling Inpact Study Conm ssion nentioned two
such cases. The | awsuits have caused sone foreign operators to
conclude that they nust have the noney in hand in their countries, via
wire transfers or other forns of paynent, before they can accept
wagers. This reduces the nunber of custoners wlling to patronize

t hose operati ons.

So long as they avoid stepping on U S. soil, foreign Internet
ganbling operators nmay effectively be beyond the reach of any Anmerican
law. Wth perfect scranblers com ng online, crooked operators will be
able to hide anywhere in the world, according to Professor |. Nelson
Rose of Wiittier Law School. They could post an official |icensing
seal from A Australia and pretend to their custoners to be operating
l egitimatel y. Under such conditions, authorities could put Internet
ganbling out of business only by frightening away custoners —an
endeavor that might be as futile as Prohibition was for the control of
| i quor consunpti on.

Al t hough ganbling via hone conputer mght violate state | aws and
may be subject to creative legislation and civil and cri m nal
enforcenment actions, only the federal governnment may have the ful
panoply of resources to aspire to curtail such activity. Recogni zing
the difficulties posed by Internet ganbling, the NAAG wth the
approval of New Jersey anong numerous other states, passed a
resolution in md-1998 asking Congress to create a new federal crine
part of which would have nmade it a m sdeneanor to nmake a bet on the
Internet. Wsconsin Attorney Ceneral Janes E. Doyl e, who co-chaired
NAAG s Internet Wirking G oup, wote to WIlliamA. Bible, Chairman of
the National Ganbling |Inpact Study Comm ssion’s Subcommittee on
Regul ati on, Enforcement and the Internet, that “NAAG has taken the
unusual position that this activity nust be prohibited by federal |aw,
and that State regul ation would be ineffective.”

Federal prohibition against bettors would force the federal
governnment to go after ganblers who make wagers fromtheir persona
conputers at honme. The U.S. Departnent of Justice opposed the idea
because it did not want to be in the business of arresting ganblers.
Despite the practical difficulties of enforcenent, however, the
Nat i onal Ganbling Inpact Study Conm ssion reconmended a federal ban on
I nt er net ganbl i ng.

Al though the U S. Senate passed Senator Jon Kyl's (R-AZ) bill

the "Internet Ganbling Prohibition Act," the House counterpart, H R
4427, sponsored by Frank A. LoBiondo (R-NJ) died in the House
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Judiciary Commttee in October 1998. The bills woul d have anended the
Interstate Wre Act to punish Internet ganbling operators and bettors
and to require Internet service providers (ISPs) to block out ganbling
sites. The bills were reintroduced in 1999 (see S. 692). They woul d
provi de an exception for pari-nutuels, but an anendnent offered to the
Senate bill by Robert Torricelli (D-NJ) would require perm ssion from
a state’s racing comm ssion before an interactive wagering provider
woul d be permitted to accept accounts fromresidents of that state.

The 1999 version of the Kyl Bill (which does not crimnalize the
act of betting on the Internet) was passed by the United States Senate
in Novenber 1999. A conpanion bill in the House of Representatives
(H.R 3125) was approved by the Judiciary Commttee in April 2000. It
is not clear at this tinme whether a federal ban on Internet ganbling
will ultimtely be enacted, what formsuch a ban will take, or if any
ban will be enforceable and effective.

| f enacted, the federal bills would provide a nechanismfor
having interactive conputer service providers renove or disable access
to offending Internet ganbling sites at the request of federal or
state |l aw enforcenent authorities. This, coupled with other potenti al
| egi sl ati on against credit card conpani es and other financial service
provi ders, advertisers, and other businesses which facilitate Internet
ganbling, could be very effective inlimting the availability of such
ganbling in New Jersey and the United States.

In any event, a |legal prohibition does not need to be 100 percent
effective in order to achieve its goals. The prohibition would be
effective if it deterred a mgjority of law abiding citizens fromthe
undesirable activity. Thus, while determ ned bettors in a prohibiting
jurisdiction may still find ways to ganble on the Internet, nost
citizens will likely avoid Internet ganbling in favor of other, |egal
met hods, at |east where such alternative outlets are avail able and
conveni ent. And nost substantial businesses and financial entities —
particularly those already involved in legal gaming —w ||l probably
shun any industry tainted by the stigma of illegality.

On the other hand, it should be renenbered that |iquor
Prohibition led to the entrenchnent of organized crinme in Amrerica.
There is a concern that a | arge-scal e i nvestnent of enforcenent
resources mght sinply succeed in driving the woul d-be respectabl e
cyber-ganbling operators out of business, leaving the field to
scoundrels. If it forced the remai ning operators to congregate
of fshore, prohibition m ght have the unintended effect of actually
i ncreasi ng the exposure of children and conpul sive ganblers to online
wagering. Meanwhile, it could create a black market that would enrich
of fshore conpani es at the expense of donestic ganbling enterprises and
the U S. econony.

114



JUSTIFICATION FOR REGULATION

Some observers believe that prohibition pronotes unl awf ul
activity while regulation dimnishes it. Many believe that for the
protection of the industry and consuners |Internet ganbling should be
regul ated by a federal agency with adequate enforcenent powers. The
federal District Court in New York recently ruled in a pornography
case that it would burden interstate commerce unduly to have 50
different state laws apply to the Internet.

Mai nstream ganming providers in the United States, such as
| egiti mate casi nos and race tracks, mght want to tap into the
I nternet ganbling market, but first a widely accepted regul atory
system woul d have to replace the prohibitive approach now gui di ng nost
North Anerican jurisdictions. O herw se such providers would
jeopardi ze their standing in the legitinmate casi no and pari - nut uel
i ndustries. For the time being, the absence of regulatory oversight in
the United States di mnishes Anerican consuners’ confidence in the
integrity of cyber-ganbling and keeps denmand rel atively | ow. However,
I nt ernet ganbling busi nesses expect revenue to grow as they build
trust both within and outside regul atory nechani sns.

John E. Shel k, Vice President of Governnent Affairs for the
American Gam ng Associ ation (AGA), whose nenbers are the principal
casino resort operators in Atlantic Cty, Las Vegas and el sewhere,
testified that self-regulation and voluntary gui delines would not be
sufficient. He noted that the m ninum age for casino ganblers is 21,
but 18-year-olds can obtain credit cards. He added that casinos in New
Jersey, Nevada and el sewhere have to abide by strict |icensing
requi renents overseen by independent third parties.

M. Shel k pointed out that, putting aside Native-American gam ng
with its unique |legal status, commercial gam ng of the type occurring
in Atlantic Gty is legal in just 11 of the 50 states. Sports betting,
which M. Shelk called “the predom nant form of Internet wagering
today,” is legal in just tw states: Nevada and, to a |imted degree,
Oregon, which links certain lottery ganes to sports outcomes. Thus,
whol esal e permitting and regul ating of those two fornms of ganbling
al one over the Internet would in itself involve a major acceleration
of the official countenancing of ganbling activity in America. Mst
observers acknow edge, however, that a huge volunme of such ganbling,
as well as other varieties, already takes place in the underground
econony. Recognizing this “conundrum” M. Shelk testified:

But at the present tinme, we do have a situation where we have
unregul ated gam ng taking place, and that’s what we’ve al ways
opposed, because we believe the integrity of the ganme is
fundanental to preserving the confidence the custoners have in
t he gam ng opportunities that we and others offer.
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G ven a choice, nost consunmers will participate in a regul ated
envi ronnent when it conpetes with an unregul ated one, because they
want to avoid being victimzed by unscrupul ous operators. Although a
rogue conpany coul d al ways exi st beyond any regul atory pale, its
cust oner base would shrink as a regulated industry satisfied consuner
demand. The cost of relocating to new Wb addresses to avoid
regul atory sanctions would function as the ultimte market-driven
enf orcement nechani sm

Sonme have suggested that an effective regulatory system woul d
require applicants to prove integrity, suitability, solvency, and
w llingness to submt to regulations and a code of conduct. Any
regul atory schenme shoul d prohibit cyber-ganbling by m nors and
effectively screen themfrombettor ranks. It should forbid the
extensi on of excessive credit, mandate exclusion of problem ganblers,
protect players’ privacy, mandate disclosure of pay outs, require
adherence to conplaint procedures, and institute licensing of all key
enpl oyees and owners of at least 5%interest. It also should require
submi ssion to audits.

If the Australian Internet-ganbling regulatory system proves that
the industry can be effectively regulated and that revenue can be
generated for the governnent, a simlar nodel could prove to be
acceptable in the United States. Such a system prom ses to be nuch
nore realistic and enforceabl e than prohibition.

Regul at ed online ganbling reginmes may utilize Renpte Access
Verification Environnment (RAVE) technol ogy for non-Internet-based
cyber-ganbling. RAVE is a product of Bally Gaming and Systens. It
restricts dial-up access to subscribers. As a proprietary “intranet,”
RAVE provi des the foundation for an intrastate, closed-|oop,
subscri ber-based ganbling system Security is achieved through
sophi sticated encryption techni ques and the use of smart cards to
identify and authenticate users.

David Safavian testified that Alliance Gam ng had received
approval in February 1999 fromthe Nevada Gami ng Control Board to
install an interactive intrastate wagering system According to M.
Saf avi an, a custonmer would dial into the gam ng operator’s network
fromhis hone conputer nodem nunber. The operator would use Caller ID
to confirmthat the |og-on cane fromthe custoner’s authorized
| ocation in a state permtting the operator’s fornms of ganbling.

Several organi zations have studied or are studying the conpl ex
i ssues raised by Internet ganbling. On Novenber 30, 1999, the National
Fraud Center (a fraud and risk managenent consulting firmand a
foundi ng nenber of the Internet Fraud Council) and Spectrum Gam ng
G oup (a consulting firmfounded in 1993 and headquartered in
Penni ngt on, New Jersey), began a joint project to help governnments and
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gam ng conpani es regul ate ganbling over the Internet. The conpanies
provi de regul atory services to governnments and work with Internet
gam ng conpani es on self-regulating the industry.

In January 1999, a non-partisan group of state |egislators forned
the National Council of Legislators from Ganm ng States. Funded by a
university research grant, the group and its affiliate nmenbers
(various state and | ocal governnent |eaders) will focus on the inpact
of gamng in the areas of state fiscal policies and budgets, |aw
enforcenment, state credit ratings, peripheral supporting businesses,
educati onal prograns, enploynent and famlies.

The Interactive Gam ng Council (1GC) was forned in association
with the Interactive Services Association in Decenber 1996. The Chair,
Susan Schneider, also is CEO and President of The River Gty Goup,
LLC, which publishes a subscription-based el ectroni c nagazi ne,

I nteractive Gam ng News (www.igam ngnews.con). She served as CEO and
Presi dent of RGI OnLine, Inc. from 1995-98 where she built the Rolling
Good Tines Online consuner publication (ww.rgtonline.con). The
Counci| has adopted a "Code of Conduct” for its nmenbers and is
pursuing the formation of an independent regulatory board for the

i ndustry. Representing the IGC at the public hearing, M. Safavian
enphasi zed that the 1GC “is seeking third party governnenta

regul ation.”

M. Safavian listed six recomrendations for regul ati on proposed
by the I GC

1. Enforcenent efforts should be focused on the operator, not the
bettors.

2. I nternet gam ng conpani es should submt to U S. jurisdiction, via
a physical presence or a sizeable bonding requirenent, before
of fering gam ng products to U S. citizens over the Internet.

3. Qperators should be licensed. Licensing conpliance should involve
nmet hods to check the integrity of the operations, screen out
probl em and under-age ganbl ers, eval uate the backgrounds of
operators and their enployees, and coll ect appropriate taxes.

4. Beyond sone federal activity to cope with the international
aspects of Internet ganbling, enforcenent efforts should take
pl ace at the state | evel

5. In order to ensure parity between cyberspace and the rest of the
wor |l d, regul ation should require operators to respect
jurisdictional boundaries, especially as evolving technol ogy
permts themto determ ne the geographic |ocations of those
| oggi ng onto their gam ng sites.

6. Open and unregul at ed gam ng shoul d not be acceptabl e.

Poi nting out that “narketlng is brand name identity,” M.

Saf avi an cont ended that mmj or gam ng conpani es would enter and alter
for the better a |legalized Internet ganbling market. He el abor at ed:
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| woul d suspect that we have a nunber of operators offshore that
are nerely biding their tinme until they can sell out, and I’1I|
tell you why. If ... were going to [bet online], and | had a
choi ce between www dot-no nane-dot-com and Caesar’s Pal ace
Online-dot-com | know where I’d put ny blackjack bet, and I
think others do recogni ze that.

The North American Gam ng Regul ators Associ ati on ( NAGRA)
(www. nagra. org) has a Cyberspace Gam ng Conmttee. Frank MIler, Esq.,
a past President of NAGRA and the fornmer Director of the WAshington
State Ganbling Conmmi ssion, testified about cyber-ganbling on February
4, 1998 before the House Judiciary Coommittee’s Subcommttee on Crine.

EFFECTIVENESS OF REGULATION

Al t hough nearly universal agreenment exists regardi ng what an
effective systemof Internet ganbling regulation should require, it is
much | ess clear that current technol ogy can insure that such
requi renents are net. Many of the Internet ganbling regulatory systens
currently extant appear to place significant, if not total, reliance
on the integrity of the operators. Al though operator integrity is a
vital part of any ganbling regulatory system casinos and ot her real
ganbl i ng busi nesses are al so subject to continuing and pervasive
scrutiny of their activities. Each ganbling transaction is nonitored,
each sl ot machine programis checked, and each chip is sealed into the
machi ne.

To provide regulators with the same or nearly the sane confort
| evel with regard to Internet ganbling, the interactive gam ng
i ndustry woul d have to provide cogent and convi nci ng answers to
guestions such as the follow ng:

1. How w I | regul ators be able to assure thenselves that the
"prototype" Internet ganbling conputer programis fair to bettors
and conplies with all regulatory requirenments?

2. How wi |l regulators be able to assure thenselves that the conputer
ganes that bettors are playing are actually operating in the sane
way as the "prototype" checked by the regul ators?

3. How wi || regul ators be able to assure thensel ves that the
"prototype" is safe fromtanpering by operators or hackers? How
w Il regul at ors know whet her such tanpering has occurred? |f
tanpering does occur, how will regulators deal with it?

4. |s a fair, effective and conveni ent dispute-resolution procedure
available to bettors? Howwi Il regulators be able to "recreate" or
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audit ganbling transactions that have already taken place? How can
t hey assure thenselves that the conputerized records furni shed by
t he operator have not been altered?

5. How wi || the Internet ganbling operation effectively screen out
under age ganbl ers?

6. How will the Internet ganbling operation effectively screen out
bettors fromjurisdictions that prohibit Internet ganbling?

7. How wi |l the Internet ganbling operation address the issue of
pr obl em ganbl ers?

8. How wi || the Internet ganbling operation protect the
confidentiality of bettors’ financial information frominternal or
external m suse?

9. How wi || the Internet ganbling operation avoid being used as a
vehi cl e for noney | aundering and other financial crines?

10. How can the licensing jurisdiction assure itself that it is
receiving the anount of tax revenues to which it is entitled?

It may be that existing or evolving technol ogy can provide
sati sfactory answers to these questions, but such has not yet been
denonstr at ed.

COMPULSIVE CYBER-GAMBLING

Compul si ve people often succunb to the lure of ganbling and
degenerate into insolvency, detachnent fromfamly and friends, and
despair. Internet ganblers are particularly susceptible to a “cave
syndronme” fostered by convenient, varied and isol ated ganbling 24
hours a day. Easy access to wageri ng exacerbates conpul sive ganbling,
and there is no greater access than that afforded by the Internet.

The National Council on Problem Ganbling, Inc. recognized the
mul tiplying threat of Internet ganbling to conpul sive ganblers when it
established an Internet Comrmttee. The Council on Conpul sive Ganbling
of New Jersey, Inc., which takes no position for or against |egal or
illegal ganbling, is an affiliate of the National Council.

Kevin O Neill, Deputy Director of the Council on Conpul sive
Ganbl i ng of New Jersey, testified that he devel oped the foll ow ng
dozen recommendations for Internet ganbling organizations that are
seri ous about hel pi ng conpul si ve ganbl ers:

1. Develop witten policies outlining your organization’ s conmm tnent
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to addressing the issue of conpul sive ganbling.

2. Provide links to conpul sive ganbling informational, referral and
hel p sites.

3. Participate in industry-sponsored responsi ble gam ng prograns |ike
the Interactive Gam ng Council’s Hel pi ng Hand Program

4. Post national and international conpul sive ganbling hel p-1ine phone
nunbers.

5. Initiate “loss limts” and cool -down periods for custoners.

6. Al l ow custoners who are conpul sive ganblers to “sel f-excl ude”
t hensel ves.

7. Pronote corporate responsibility through financial and programmtic
support of both national and international Councils on Conpul sive
and Probl em Ganbl i ng.

8. Develop strict policies on the use of credit for ganbling purposes.
9. Provi de ongoi ng education for all personnel on conpul sive ganbling.

10. Encourage all operators to educate the public regarding avail able
software filtering products that can deter underage ganbling.

11. Devel op strong, highly visible warnings pronounci ng “no underage
ganbl i ng.”

12. Support regul ations of Internet ganmbling that clearly address
prohi bitions of underage ganbling and funding for conpul sive
ganbl i ng awar eness prograns.

David Safavian testified that “the operators are trying to
devel op a conpul sive ganbl er or probl em ganbl er database that ...l ooks
for patterns of conpulsion ..” He noted that the 1 GC has a code of
conduct binding its menbers to do all they can to screen out mnors
and hel p problem ganblers. He cited a Hel ping Hand Canpaign to
encourage the 1GC s nmenbers to provide |links to conpul sive ganbl er
hel p sites.
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E-COMMERCE IN ALCOHOLIC BEVERAGES
AND TOBACCO

Sal es of al coholic beverages and tobacco over the Internet
present different problens for | aw enforcenment than |Internet ganbling.
Wher eas the cyber-ganbling “product” can be accessed entirely online,
al cohol i c beverages can be acquired over the Internet only by physi cal
shi prent of bul ky material, regardl ess of how the customer pays for
it.

The Division of Alcoholic Beverage Control (ABC) in the
Department of Law and Public Safety regulates the distribution and
sale of alcoholic beverages within the State of New Jersey. Current
law in New Jersey, N.J.S. A 33:1-2, and nost other states prohibits
“mai | order sales” of alcoholic beverages to state residents by
producers and retailers in other states regardl ess of whether the
orders are transmtted via tel ephone, nail or the Internet. Such sal es
bypass state regulatory systens for controlling |iquor. They
facilitate the delivery of alcoholic beverages to underage persons,
the loss of liquor tax revenue and the transfer of al coholic beverages
by unlicensed entities.

A bill pending in Congress, H R 2031, would permt the chief |aw
enforcement officer of a state to seek injunctive relief in federa
court against those violating state | aw regul ating the inportation and
transportation of al coholic beverages. It would permt state
enf orcenment agencies to confront out-of-state shippers with nore
confidence in their jurisdiction.

A maj or concern of opponents of online sales of alcohol and
tobacco is the potential that these products will fall into the hands
of mnors on a grand scale. In the case of tobacco, the attorneys
general of 13 states, including New Jersey, have taken steps to stop
online nmerchants fromselling to children a popul ar brand of hand-
rolled flavored cigarettes fromlndia called bidis (pronounced bee-
dees). Wiether orders are placed by tel ephone or via the Internet,

m nors have been able to buy bidis wthout being asked their age. Law
enforcers and anti-snoking advocates are particularly incensed because
the candy or fruit flavoring added to bidis produced for the American
mar ket make them appealing to young people, and their high nicotine
and tar content nake them nore harnful than regular cigarettes.

The online tobacco sellers maintain that their sales are | egal
because a credit card is needed to make a purchase, and only
i ndi vidual s over 18 can obtain a credit card legally. This defense
cannot succeed, however, for sales of liquor in those states, such as
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New Jersey, requiring purchasers of alcoholic beverages to be at |east
21 years ol d.

In the last six nonths of 1999, as many as 70 Wb sites offering
cigarettes for sale at dramatically discounted prices have sprouted.
These vendors generally operate either from|owtobacco-tax states or
from Native-Anerican reservations, where cigarettes can be bought free
of the 34-cents-a-pack federal excise tax. In either case, consuners
may avoi d general sales, use or cigarette tax obligations to their
home j uri sdictions.

CHALLENGES FOR LAW ENFORCEMENT

Comput er technol ogy of fers nany advantages to | aw enforcenment. A
conputer termnal in a patrol car can help an officer who pulls over a
car in a renote area to determ ne whether he is about to confront
sonmeone who has just stolen a vehicle. Another exanple of high
technol ogy hel ping | aw enforcenent is face-recognition software, which
was devel oped by a Jersey City conpany. In conjunction with closed
circuit televisions in public areas, the software is being used in
several areas in the United States and the United Kingdomto match
faces in the crowmd on public streets wi th photographic databases of
known crim nal s.

Meanwhi | e, as society’s use of conputers for good has expanded,
crimnals have adapted the technology to unlawful activities. To
counter crimnal conduct involving conputers, |aw enforcenent agencies
wi || have to enhance their high-technol ogy capabilities, including
i nvestigative techni ques, equipnent, training, and personnel
recruitnent and retention prograns. Mreover, the nature and vol une of
cyber-crinme require cooperation anong agencies at every |evel.

More than perhaps any other area conputer crine control requires
cooperation between the public and private sectors. Businesses nust
have confidence that reporting conputer crinmes and cooperating with
investigations will have a positive inpact on the bottomline. Law
enf orcenment nust earn such confidence. It also nust take ful
advant age of the vast expertise available fromprivate sources that
have a keen interest in clean e-comerce and the security and
integrity of cyberspace.

SPECIAL PROBLEMS OF COMPUTER-RELATED CRIME

In addition to facilitating a host of high-technol ogy crines,
conputers can help to organize traditional crimnal enterprises. They
provi de cheap, high quality counterfeits of financial and other

122



docunents. The hard drives of drug traffickers contain financial
records and data about shipnments and custoners, and Internet
connections do away with the need for open-air drug markets that can
generate conplaints fromthe surroundi ng nei ghborhoods. Booknakers’
conputers store records of bets and bettors. Prostitution rings track
enpl oyees and their custoners electronically. Hi ghly sophisticated
fraud operations have been detailed in conputer records. Even detail ed
pl ans for the conm ssion of a nurder have been recovered froma
perpetrator’s conputer

The speed, security and anonymty of cyber-paynents (i.e. digital
currency or e-noney) could render obsolete existing techniques to
track noney obtained illegally, which currently center on nonitoring
bank transactions. The U S. Treasury Departnent’s Financial Crines
Enf or cenent Network (Fi nCEN) (www. treas.gov/fincen) is working with
ot her nations and the cyber-paynents industry to attenpt to devel op
effective neasures to prevent and detect financial crine and noney
| aundering. It is predicted that digital currency will be wdely
available to the public by the year 2002.

Conmputers give participants in crimnal schenes the ability to
comuni cate in secret via encrypted nessages, over what public hearing
w t ness John Lucich called “virtual private networks.” For exanple,
the Cali Cartel, one of the key Col onbi a- based narcotics-trafficking
groups, has used high-tech encryption to nmake it difficult for |aw
enforcenment officials to trace any tel ephone conmuni cati ons nade by
cartel operatives.

Crimnals sonetines hold “neetings” with co-conspirators on
Internet relay chat (1 RC) channels where they can conmuni cate person
to person. They can arrange that no one el se “sees” what they say to
one anot her. These processes can be used to defeat judicially
aut hori zed wiretaps. To discover and hold conputer w ongdoers
accountabl e, |law enforcenent will have to contend with the near
perfect anonymty afforded by conmputer networks and the difficulty of
traci ng conputer conmunications to their destinations and sources.

M chael T. Geraghty, a nenber of the teamthat founded the High
Technol ogy Crime and I nvestigations Support Unit in the New Jersey
State Police, nowis Network Intrusion Detection Manager for the
Cor porate Conputer and Network Security Division of Lucent
Technol ogies. M. Ceraghty testified how encryption technol ogy can be
a mxed blessing in the fight against conmputer-related crine:

As [encryption] becones easier to use, it’'s going to be a

hi ndrance in carrying out investigations. However, at the sane
time, and I know I'’mnot in the mgjority on this, | think
encryption is probably going to be the answer to a | ot of our
privacy problens online, a |lot of the intrusion problens online.
It’s going to take away a lot of the crinme ...if we can have
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strong encryption over the Internet. No longer will you be able
to pull ny credit card nunber out of a server if encryption is

used properly. So I think on the one hand, it’s going to hinder
| aw enforcenent fromlooking at a bad guy’s hard drive or a bad
guy’s communi cations. On the other hand, | think it’s going to

protect the public |like nothing else can protect the public.

Law enforcenent nust act quickly in order to preserve evidence of
conputer-related crine. For exanple, in tracing those who use
conputers for crimnal activity, |aw enforcenment can seek the
conputerized records that Internet service providers (ISPs) keep of
their custonmers’ account activity. An Internet Protocol (IP) Address
identifies each online session during which a particular custoner
connects to the ISP. It is located in the headers on each Internet
comuni cation. The ISP can identify the account used to conmt a crine
when provided with the proper |egal docunent, the IP Address, and the
date, tine and tinme zone of the conmunication. However, [SPs typically
keep their custoners’ session records only for short periods of tine.

I dentifying the ISP account used to commit a crimnal act is only
t he beginning of identifying the perpetrator. Online crimnals “steal”
I nternet accounts to direct suspicion away fromthensel ves and toward
i nnocent account holders. In these cases, |aw enforcenent officials
have to trace noney, deliveries or telephone calls to the crimnal.

The public hearing highlighted the need to follow proper
procedures when searching for and sei zing conputer-based evi dence.
Successful seizure, handling, retrieval and preservation of such
informati on —sonetinmes called conputer forensics —require
specialized skills. Since online crine is commtted via conputer,
there are two scenes of the crine: the victims conputer and the
crimnal’s conputer. Each may contain evidence or |eads that may hel p
to thwart a crinme in progress.

John Lucich testified about the need for a topflight conputer
forensics operation at the state level, conplete with highly trained
non-| aw enforcenent personnel in support positions. He related that
Fl ori da has “one of the nbst successful state run labs ...in the United
States.” He added:

[ Fl ori da has] devel oped a systemthat when a | aw enforcenent

of ficer seizes a piece of equipnment, within a couple of hours,
they work on that and seize initial information off there for the
investigator to often go off and do nore investigation. Today, in
a lot of other states, including ...New Jersey, it’'s often nonths
bef ore sonebody can get access to the initial information off
that hard drive. ...But they have private individuals, non-Ilaw
enforcenment, that support the | aw enforcenent effort, and in that
respect, they are allowed to pay those individuals even nore
noney. But you also tap into expertise that |aw enforcenent
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officers may or may not have, and you can get up and running.

In 1994, the U S. Justice Departnent’s Conputer Crine and
Intellectual Property Section published federal guidelines for
searching and seizing conputers. In April 2000, New Jersey’s Division
of Crimnal Justice issued the New Jersey Conputer Evidence Search &
Sei zure Manual to guide | aw enforcenent personnel |ooking for conputer
and ot her digital evidence.

Law enforcers nust continue to invest in expensive conputer
har dwar e capabl e of scanning huge hard drives and conpressing the data
to preserve it. They nust purchase software that will expand the sane
data onto CDs that can be presented in court as evidence. They nust
| earn how to penetrate “booby trapped” operating systens designed to
delete material before investigators can retrieve it.

As | aw enforcenent agenci es adopt nore nodern technol ogy, they
wi |l have to inplenment sophisticated security neasures to safeguard
their sensitive information. In April 1999, for exanple, a conputer
hacker conproni sed a police departnent’s investigation into a riot
near the canpus of Mchigan State University. The hacker broke into
the East Lansing Police Departnent’s conputer through a Wb site and
reportedly stole confidential information fromnearly 200 informants
who were hel ping police catch rioters who snmashed wi ndows and burned a
police car after MSU s basketball teamlost in the NCAA tournanent.

Assi sted by high technol ogy, crimnals have harassed and
di srupted police investigations in other ways. For exanple, a
nort heastern police departnent in the mdst of a major drug
investigation |learned froman informant that the targets were
intercepting the agency’ s cellular tel ephone communi cations. Conputer
hackers al so have stolen investigators’ credit information to disrupt
their lives with phony credit charges, bogus liens and the |iKke.

JURISDICTION

Jurisdiction is one of the greatest challenges to state and | ocal
enforcenment in the Internet age. Otentinmes, the person trying to
break into a conmputer or send pornography to, or lure, a New Jersey
child is doing so from another state. Likew se, the information
necessary to investigate the case may al so be in another state. These
two scenarios point up the thorny problens of jurisdiction in a cyber-
wor |l d without borders.

The dilenma of trying to obtain the information necessary to
further an investigation is particularly vexing. Territorial
jurisdiction over a crimnal episode is addressed in N.J.S. A 2C 1-3,
whi ch extends the jurisdiction of the courts of New Jersey over
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matters where “conduct which is an elenent of the offense or the
result which is such an el enent occurs within [ New Jersey].” Thus, a
person may be held crimnally accountable in New Jersey for behavior
commtted in another state.

The situation is not so clear-cut when it conmes to obtaining the
evi dence of the comm ssion of a crinme that exists out-of-state. Many
of the | argest conpanies providing access to the Internet are | ocated
outside New Jersey. It is the policy of many of those conpani es that
it is necessary to obtain appropriate process fromthe jurisdiction
where the conpany offices are | ocated before they will disclose
requested information. This involves a conplicated and tine-consum ng
process of either contacting |aw enforcenent in sister jurisdictions
to put together the process necessary to obtain the requested
information, or the equally cunbersone process of obtaining interstate
subpoenas. Such a requirenent is particularly frustrating in that
often the requested information involves records of comrunications
that took place between two individuals in New Jersey. However,
because the Internet service provider that naintains the records of
the New Jersey conmunications is out-of-state, |aw enforcenent is
forced to follow time-consum ng procedures to obtain that information
Si nce conputer evidence in general, and the records relating to
el ectronic comunications in particular, are volatile and routinely
destroyed in the ordinary course of business, the del ays encountered
in obtaining the process that the Internet service provider wll honor
can result in the loss of crucial evidence. Any solution to this issue
is conplicated because of the intricate jurisdictional relationships
bet ween and anong the states and the federal governnent that date back
to the md-nineteenth century.

California recently enacted a |law to address the issue of
jurisdiction in two related ways. Section 2105(a) of the California
Corporation Code requires foreign corporations doing business in
California to accept warrants for information and records of
el ectroni ¢ communi cati on services or renote conputing services |ocated
outside the state. Section 1524.2 of the California Penal Code
provides that a foreign corporation shall produce the requested
records within five days of service (CAL PENAL 8 1524.2(b)(1)). A
California corporation shall treat all warrants for information from
provi ders of electronic communications services or renpte conputing
services to the public fromstates other than California as if they
were issued in California (CAL PENAL 81524.2(c)). The effect of these
statutes is to require any corporation doing business in California to
provi de records relating to the provision of electronic conmmunication
services and renote conputing services, as they are defined in 18
US C 8§ 2701 et seq., even if the corporation’s offices and the
i nformati on sought are out-of-state. In addition, the |egislation
substantially assists |aw enforcenent from other states by making
California corporations subject to warrants fromother states as if
California courts had issued them California has unilaterally
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established a systemsimlar to an interstate conpact, thereby
overcom ng sone of the jurisdictional hurdles that state and | ocal |aw
enf orcenment encounter.

If a simlar statutory regi nen were enacted in New Jersey, it
woul d dramatically reduce the tinme it takes to obtain records and
other information from el ectroni c conmuni cati on services and renote
conputing services such as Internet service providers. This type of
| egi sl ati on al so woul d subject foreign corporations, which do
substantial business in New Jersey, to the jurisdiction of this
state’s | aw enforcenent for service of process to obtain crucial
information in the investigation of Internet-based crines.

SPECIALIZED COMPUTER CRIME UNITS WORKING TOGETHER

No single | aw enforcenent agency can nuster sufficient gadgetry
and know how to address conputer crine successfully in isolation. Wth
enhanced cooperation anong | arge and small agencies, however, the sane
technol ogy that assists crimnals can provi de boundl ess opportunities
for even a small police departnent to take advantage of al nost
limtless resources. For exanple, with a renote termnal in a patrol
car, a small-town police officer can obtain imedi ate hel p from huge
dat abases of notor vehicle, fingerprint, fugitive and crimnal record
i nformation.

At a neeting of the National Association of Attorneys General in
January 2000, U.S. Attorney General Janet Reno called for a LawNet
organi zation of federal, state, |local and even international agencies
to control Internet |awbreakers. As envisioned, teans of highly
skilled conputer crine prosecutors and investigators fromvari ous
agenci es woul d have access to regional conputer forensics |aboratories
and ot her shared technol ogy. Al so, a new interstate conpact would help
ensure enforcenent of out-of-state subpoenas and warrants stemm ng
fromlinternet investigations. Thus, a significant role of the proposed
LawNet woul d be to address questions of jurisdiction.

New York City Police Departnment Detective Sergeant Janes Doyl e
testified about several states and cities that have dedicated
specialized units to conputer crinme control. They include
Massachusetts; Sacranmento and Santa Clara in California; Chicago;
I[I'linois State Police; New York City; New York State Police; New
Jersey State Police; Florida; Del aware; and Maryland State Poli ce.
However, nost of these units have nodest resources. John Lucich
testified that “some of these units on a statew de | evel have two
people ...” He noted, “Pennsylvania, which is a very large state, has
now three people in that unit run by a corporal.”

Sergeant Doyle testified that his unit has nine | aw enforcers,
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including six investigators, two sergeants and one |ieutenant for “the
whole City of New York.” He said his casel oad “has doubl ed every
year.” He benpaned, “[A]nyone who has a conputer crine lab at this
point, the mnimumis about six nonths to get something | ooked at,

unl ess there’s sonme sort of conpelling reason it has to get done right
away —for grand jury or sonething of that nature.” Sergeant Doyl e
added that the State of New York’s unit “has four investigators right
now.” Abi gail Abraham who heads the Conputer Crines Investigation
Bureau of the Illinois State Police, testified that she had five
peopl e working for her, with a prom se of nine nore.

No agency in New Jersey keeps statistics on how many nuni ci pal
police departnments have officers trained to investigate conputer
crines. Even if |aw enforcenent agencies all had substanti al
resources, they would still have to coordinate with one another to an
unprecedented degree in order to conbat conputer crinme successfully.
The boundl ess Internet, conplexity of conputer crine detection nethods
and potential to tread unwittingly on each other’s cases all cry out
for extensive coll aboration anong a multitude of agencies with
overl apping jurisdiction. Such cooperation denmands frequent and rapid
comuni cation secured by a variety of authentication |evels and
encryption devi ces.

Recogni zi ng the extrene inportance of sharing expertise and
coordinating efforts to conbat conputer crine, top former and current
| aw enforcenent officials and high technol ogy security personnel have
creat ed hel pful professional organizations. New Jersey-based
professionals are in the forefront of such activity. The H gh-Tech
Crime Network, for exanple (www. htcn.org), is |located in Wst
Cal dwel |, New Jersey. Its mssion, since its founding in 1991, has
been “to unite the | aw enforcenent and corporate sector in the fight
agai nst high-tech related crines.”

As noted above, the Hi gh-Tech Crinme Network’s Founder and
President, John Lucich, a forner top conmputer crine investigator for
New Jersey’s Division of Crimnal Justice, testified at the public
hearing. Currently, M. Lucich is President of Secure Data
Technol ogi es Corp. of Fairfield, New Jersey. The Chai rman and CEO of
Secure Data Technol ogi es, Thomas Wl ch, who also testified at the
public hearing, is a nenber of the Editorial Advisory Board of The
Journal of Conputer Crime Investigation & Forensics, which is
publ i shed quarterly by the Hi gh-Tech Crine NetworKk.

Anot her witness at the public hearing, Mchael Geraghty, is the
i mredi at e Past President of the Northeast Chapter of the Hi gh
Technol ogy Crime Investigation Associ ati on(ww. ne-
htcia.org/index.htnm). Currently Network Intrusion Detection Manager
for a division of Lucent Technol ogies, M. Geraghty hel ped to form and
devel op the Hi gh Technology Crine and I nvestigations Support Unit of
the New Jersey State Police. Public hearing wi tness Detective Sergeant
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Janmes Doyle —also a fornmer President of the Northeast Chapter of the
Hi gh Technol ogy Crime Investigation Association and its current First
Vi ce President —supervises the Conputer Investigations and Technol ogy
Unit of the New York City Police Department. Public hearing wtness
Abi gail Abraham the head of the Conmputer Crines |Investigation Bureau
of the Illinois State Police, founded and was the first President of
the M dwest Chapter of the Hi gh Technology Crinme Investigation

Associ ation. These and sim | ar organizations around the country

provi de significant assistance to | aw enforcenent personnel trying to
cope with the conplexity of conputer crime-related investigations. See
the Law Enforcenent Internet Intelligence Report at

www. | awi ntel rpt.com

Computer crinme control units have an inportant obligation to
reach out to students, parents, snmall businesses and the broader |aw
enforcement conmunity to |et them know how to recogni ze, prevent and
report conputer-related crinme. They should rmaintain Wb sites to
educate the public about current conputer crinme threats and to receive
onl i ne conpl ai nts.

John Lucich testified about the utility of the task force
approach in controlling high-technology crine. He said he would |ike
to see a High-Tech Crinmes Prosecutor simlar to the Environnental
Prosecutor that once existed in New Jersey or the Insurance Fraud
Prosecutor that currently exists here. Such an office would coordinate
the activities of state and county officials, according to M. Lucich.

M chael Geraghty testified that one factor hanpers New Jersey
agencies’ effective participation in task forces with federal agencies
and other states. Just to obtain subscriber information based on an e-
mai | address provided by an ISP, New Jersey | aw enforcenent
authorities nust prepare affidavits for a communi cati ons data warrant
that can be issued solely by a limted nunber of specially designated
judges. A subpoena, which is satisfactory in other states or in
federal investigations, is not enough for New Jersey |aw enforcers. If
federal or non-New Jersey state or |ocal authorities obtain
information via procedures not tolerated by New Jersey’ s Constitution,
as interpreted by the New Jersey Suprene Court, the sharing of that
information with New Jersey authorities nay jeopardi ze a prosecution
in New Jersey state court. This may prove to be an obstacle to
effective inter-jurisdictional task force activity in sone
ci rcunst ances.

M. Geraghty added, “[T]he tine that it takes to get a
comuni cations data warrant can nake or break your case in a |ot of
these Internet cases, and that’s because Internet service providers
aren’t bound by any law to nmaintain records or naintain logs for a
period of time.” He concluded, “[T]he nore tinme you take, the |ess
chance those | ogs or those records are going to be there ..”
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New Jersey has concentrated nmuch of its conputer crime fighting
efforts in two specialized units: the H gh Technol ogy Crine and
| nvestigations Support Unit in the Dvision of State Police and the
Comput er Anal ysis and Technol ogy Unit in the Division of Crim nal
Justice (DCJ). These two units coordinate their activities to avoid
duplication of effort. Along with federal, county and nunicipal |aw
enforcenent representatives, they conprise the Statew de Conputer
Crinme Task Force, created in Decenber 1999 and grow ng out of the
cooperation established during the Melissa virus investigation. The
Task Force intends to conbat conputer crine proactively, but |ack of
resources limts its ability to do so nore than occasionally.

COMPUTER ANALYSIS AND TECHNOLOGY UNIT (CATU)

Wth just two deputy attorneys general and three investigators,
the CATU, which was established in 1998, perforns four crucial
functions in the effort to control high technol ogy crine:

= Technical assistance in the search and seizure of conputer and
ot her digital evidence by DCJ, other state agencies, and county
and | ocal | aw enforcenent organizations.

» Legal advice and assistance to the above organizati ons.
» Forensic anal ysis of evidence.

* |nvestigation and prosecution of conplex and high-priority
conputer and Internet crines.

The CATU s workload is imrense. It has seized entire conputer
networks in aid of insurance fraud investigations.

HIGH TECHNOLOGY CRIME AND INVESTIGATIONS SUPPORT UNIT (HTC&ISU)

Begun as a pilot programw th a detective, a supervisor and two
civilian enpl oyees in Decenber 1995, the HTC& SU currently enjoys a
favorable reputation in | aw enforcenent circles as one of the npst
capabl e conputer crime control units in the country. Now nunbering
nine sworn | aw enforcenent personnel and two civilian enpl oyees, the
Unit is one of the |largest state organi zati ons dedicated to fighting
conputer crine. Initially tasked to install, maintain and support al
of the Crimnal Investigations Section’s personal conputers, the Unit
now devotes the vast najority of its resources to investigating or
assisting in the investigation of a broad range of conputer-rel ated
crimes, including forensic exam nation of conputerized evidence. The
nunber of matters it has handl ed has roughly doubl ed every year since
1996.
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The HTC& SU provides training to any | aw enforcenent agency, as
wel | as civic, business and educational organizations. It has been
overwhel ned by requests for training and hands-on presentations. The
nunmber of such requests increased 50 percent from 1998 to 1999 and
canme from agencies as far away as M chigan and New Engl and.

Personnel fromthe HTC& SU have hel ped prosecutors’ offices in
Burlington, Ccean, Salem Sonerset, Bergen and Monnmouth counties to
establish their own conputer crine investigation units. They al so
assisted state police in Del aware, Maryland, M chigan and New
Hanpshire with the creation of conputer crinme control units.

The State Police Wb site is being updated to provide information
regardi ng conputer safety and ethics, as well as the proper nethods to
report conputer crimes. This will inplenment the Departnent of Law and
Public Safety’'s responsibilities under the H gh Technol ogy Crines and
I nteractive Conmputer Services Protection Act, which took effect on May
1, 1999. The Unit also wll help the Departnent of Education and
school boards to fulfill their obligations under the Act to safeguard
students using the Internet at school.

The HTC& SU pl ans to provide conputer security awareness training
for businesses. Not only would this help to prevent conputer-rel ated
crinme, it would encourage victim zed businesses to involve | aw
enforcenent in the capture of perpetrators.

The HTC& SU al so plans to establish a database of information
about individuals using conputers for crimnal activity. The database
could serve as a central repository serving the entire state.

Wth its resources in constant demand, the HTC& SU can only
occasionally engage in proactive investigations in which Unit
per sonnel , worki ng undercover, search the Internet for those bent on
crimnal activity. If nore civilian personnel could be hired to
performtechnical forensic assignnents, it would free nore of the
Unit’s sworn | aw enforcenent personnel for proactive work, including
participation in task forces with other agencies.

Budget limtations and purchasing practices |limt the Unit’s
ability to expeditiously obtain state-of-the-art hardware and
software. Although the private sector has offered to donate equi pnent,
software and services that would add to the Unit’s effectiveness,
et hical concerns restrict the Unit to the State’'s resources and
processes.

Currently, the HTC&I SU is in the | ast year of a three-year Edward
Byrne Menorial Gant providing $100, 000 per year for three years, with
$75,000 coming fromthe federal governnent and $25,000 coming fromthe
State each year. The noney is used to update equi pnment and training
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and was recently used to purchase conputer furniture for expanded
gquarters to house the Unit at State Police Headquarters.

TRAINING

It is crucial that a core group of investigators and prosecutors
recei ves enough training to handl e conputer-rel ated cases properly. In
addition, it is vital that civil attorneys who investigate and
prosecute non-crimnal violations of law relating to conputers and the
Internet receive simlar training. In New Jersey, the divisions of
Crimnal Justice and State Police have begun to inplenent specialized
training prograns for |aw enforcenent. The Statew de Conputer Crine
Task Force is in the process of designing and inplenenting a training
program for deputy attorneys general and assistant prosecutors who
must investigate and prosecute conputer-related crines.

Al t hough training is essential to | ong-term success in
controlling conputer-related crine, conducting it can distract the
current small group of experts fromwhat M. Geraghty described as
“their normal everyday functions of solving crines in their own
jurisdiction.” That is why a “train-the-trainers” activity, once fully
i npl enented, eventually will free the top experts to devote the bul k
of their time to crime fighting activity.

The State Police’ s H gh Technology Crine and | nvestigations
Support Unit (HTC& SU) provides training to |local |aw enforcenent
of ficers and nmakes informational presentations to civic, business and
educati onal groups. Wile no agency in New Jersey keeps statistics on
how many nuni ci pal police departnments have officers trained to
i nvestigate conputer crinmes, the nunber of requests for such training
i ncreased 50 percent from 1998 to 1999.

From Novenber 1997 to June 1998, a Deputy Attorney Ceneral in the
Division of Crimnal Justice (DCJ) was assigned to the U S. Departnent
of Justice’s Conputer Crine and Intellectual Property Section under a
fell owshi p sponsored by the National Association of Attorneys Ceneral.
The first of its kind, the fellowship gave this Deputy Attorney
CGeneral, who in 1998 becane Chief of DCJ's Conputer Analysis and
Technol ogy Unit, the opportunity to study all aspects of high
technology crine and to share his expertise with training prograns
t hroughout the country. The Division currently is working wth other
state and federal agencies, including the U S. Departnent of Justice,
to devel op high technology crine training prograns for state and | ocal
police and prosecutors in New Jersey and el sewhere.

In late 1999, DCJ established the Conputer and Tel econmuni cati ons

Coordi nators (CTC) programin which select assistant prosecutors
representing New Jersey’s 21 county prosecutors’ offices neet
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bi monthly with DCJ deputy attorneys general to address the inpact of
energi ng technol ogi es on | aw enforcenent in New Jersey. The CTC
programis designed to elicit input from experienced prosecutors in
order to identify new conputer and tel ecomrunication issues and
attenpt to standardi ze practices for dealing wwth them The
representatives then pass on what they have learned to their

col | eagues and make recomendations for nore formal training.

The Hi gh Technol ogy Crines and Interactive Conputer Services
Protection Act, effective May 1, 1999, appropriated $150,000 to New
Jersey’s Departnent of Law and Public Safety to prepare for Internet
di stribution guidelines and recomrendati ons on conputer ethics, proper
nmet hods for reporting high technol ogy crinmes, safe conputing practices
for children and their famlies, and nethods to filter, screen or
bl ock the recei pt of objectionable material on interactive conputer
services. In addition, the Departnent is designing a continuing
educational programto informlaw enforcenent, educational, civic and
busi ness groups about the energing issues of high technology crines
perpetrated through the use of conputers.

In recent years, helpful conputer crine training has been
avai l able to | aw enforcenent from organi zati ons such as the Nati onal
VWhite Collar Crime Center (NWBC), SEARCH G oup, Inc. (the National
Consortium for Justice, Information and Statistics), the Federal Law
Enf orcenent Training Center, and the International Association of
Comput er Investigation Specialists (IACIS). The NMBC offers a
collection of Internet resource Wb sites at ww. cybercrine.org. The
| ACIS, |ocated at www. cops.org, offers a certification programfor
conput er exam ners. The Conputer Forensics Certified Exam ner (CFCE)
designation is awarded to | aw enforcenent personnel who conplete the
|ACIS training and off-site test problens.

Surveys taken in 1997 and 1998 at focus group sessions sponsored
by the Infotech Training Wrking Goup (I TW5, which was organi zed by
the U S. Justice Departnment’s Conputer Crinme and Intellectual Property
Section (CCPS) in Cctober 1996, reveal ed that awareness of cyber-
crime remains low. There is a greater demand for training than there
is training avail abl e.

To properly address the growi ng need for training to cope with
hi gh-technol ogy crinme, the | TW5 evolved in April 1998 into the
Nat i onal Cybercrime Training Partnership (NCTP) (ww. nctp.org or
wwmwv. cybercrinme. org), headquartered in Fairnont, West Virginia. Created
by state, local and federal |aw enforcenent agencies in April 1998,
the NCTP's primary mission is to train conputer crinme investigators
and prosecutors. It also helps to equip themand to coordinate their
efforts to curb crine in cyberspace. The NCTP is open to any | aw
enf orcenment organi zati on whose mandate includes electronic crine
i nvestigation, prosecution or training. The New Jersey D vision of
Crimnal Justice is a partner agency.
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The NCTP is conducting a conprehensive assessnent of the needs of
state and | ocal |aw enforcenent for coping with electronic crime. In
addition, it distributes a 3-part training video and acconpanyi ng
manual , Cyber Crime Fighting, to | aw enforcenent personnel.

The U.S. Departnent of Justice, through the CCIPS, chairs the
NCTP. The National Wiite Collar Crinme Center provides full-tinme
staffers, including instructors, curriculum devel opnment specialists
and researchers. In addition to | aw enforcenent agencies, the NCTP
i ncl udes technol ogy research institutions, regulatory agenci es whose
functions affect electronic crinme, and | aw enforcenent professional,
trai ning and research organi zations. A Vision and Policy Conmittee has
ni ne menbers representing key areas or initiatives.

In addition to training, the NCTP is creating and nmaintaining a
cl eari nghouse to provide points of contact to all |aw enforcenent
agencies for technical, legal and policy issues. It is also devel oping
a Secure Col | aborative Conmuni cati ons Network (SCCN) that will provide
a common pl atform and protocol anong | aw enforcenent agencies at al
| evel s. Moreover, it provides sources of expert guidance to
investigators. Lastly, the NCTP is supporting research and devel opnent
of cyber-tools for |aw enforcenent through its partner agencies.

New Jersey’s Division of Crimnal Justice (DCJ) is devel opi ng
training to supplenent the New Jersey Conputer Evidence Search &
Sei zure Manual, issued in April 2000. In addition, DCJ wi Il
participate in the Judiciary’s annual Wretap and Conmuni cati ons
Wretap Data Conference to help judges prepare to review applications
for electronic surveillance of digital conmunications. County police
academ es and prosecutors’ offices have begun to offer introductory
conputer crinme courses to nunicipal police and county investigators.

Addr essing sone of the concerns raised in testinony at the public
hearing, recent amendnents to the New Jersey W retapping and
El ectronic Surveillance Control Act, N J.S. A 2A 156A-1 et seq.,
permt better preservation of and quicker access to the records,
i ncl udi ng subscriber information, necessary to investigate Internet
crime. New Jersey’s electronic surveillance | aw now al so conforns nore
closely to federal |law. Thus, the changes enable a nore rapid reaction
to the threat of Internet crinme and better coordination between New
Jersey law enforcers and their counterparts in the federal governnent
and ot her states.

RETENTION OF KEY PERSONNEL

Even where | aw enforcenent personnel have been properly trained
and equi pped, there is no clear career path to effectively utilize the
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experienced officer or prosecutor’s skills. Two of the w tnesses on
the | aw enforcenent panel testifying at the public hearing, M chael
Geraghty and John Lucich, cut short their |aw enforcenent careers
after a few years to pursue high paying, conputer security-rel ated
jobs in the private sector. Al though they found nmuch that was
satisfying about their |aw enforcenent service, they cited
“bureaucratic nightmares,” budget restrictions and | ack of
appreciation of the need for hard-won conputer skills as inportant
reasons for the high turnover anong qualified conputer crine experts
in New Jersey and el sewhere.

Ms. Abrahamtestified that, by not permtting salaries beyond
what an investigator’s rank within a |arger organization allows, the
government’s pay structure fails to keep pace with the private sector
She mai ntai ned, however, that there are “certain ways in which we can
make the [public] enployees’ |ives nuch better,” helping themto cope
with frustrations in governnent. She cited paynent of tuition at
school s and seminars for specialized training and greater allowance of
out-of-state travel for training and coordination with other agencies
as prinme exanpl es.

According to Ms. Abraham conputer crime units need enough people
to have soneone to fill in when other personnel pursue specialized
conputer training or report for training, such as firearmre-
qualification, needed to maintain their status within the |arger |aw
enf orcenment organi zati on. She mai ntained that sufficient personnel
hel p to overcone the problem of turnover when certain nmenbers of a
speci alized conputer crime unit pursue opportunities within the |arger
organi zation or the private sector. She el aborated that her unit
benefited from having a certain nunber of civilian enployees, who tend
to serve for lengthy periods and provide continuity. She viewed the
hi gher turnover rate of sworn | aw enforcenment personnel as a nornal
consequence of career advancenent. She indicated that such turnover
woul d not threaten a conmputer crine unit’s effectiveness so |ong as
sufficient training were avail able to replacenent personnel and there
were some overlap with departing officers to ensure a snooth
transition. She noted that officers pronoted out of the specialized
unit “cross-pollinate” the |larger departnent with sensitivity to
conputer issues and becone the “enlightened managers that we need at
anot her |evel.”

M. Geraghty testified that builders of units dedicated to
conputer crinme control have to “start |ooking outside the box.” He
said they have to bring sonme civilian experts into the State Police
and ot her | aw enforcenent agencies. However, he cautioned that such
conput er security personnel would require a pay scale conparable to
that offered by the private sector.
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RECOMMENDATIONS

New Jersey has taken significant steps over the years to ensure
that its laws give enforcenent agencies the power to conmbat conputer
crinme. These |laws al so provide recourse for the victins of cyberspace
wrongdoi ng. In addition, although the State has taken steps to inform
t he public and school children of online dangers, nore remains to be
done.

This state al so has established a framework of conputer crine-
fighting units. Their personnel are conscientious and adept but
overwhel mned wi t h boom ng workl oads. The insufficiency of state
resources devoted to countering high-tech crime will becone nore and
nore conspi cuous as soci ety plunges headlong into the conputer age.

State and | ocal governnents earnestly should devote nore
personnel, training and equi pnent to controlling and preventing
conputer crine. They need to increase conputer literacy within the | aw
enforcenment conmunity. They also need to work nore closely with
federal agencies and private organi zations to seek out and neutralize
online predators, intruders and defrauders before their nunbers
bal | oon to unnanageabl e | evels. Lastly, they nmust increase outreach to
the community to pronote confidence that | aw enforcenent can hel p
i ndi vidual s and busi nesses respond appropriately to conputer-rel ated
crinme. These and ot her objectives would be advanced by i npl enenting
the foll ow ng recommendati ons.

STRENGTHEN NEW JERSEY'S COMPUTER AND TECHNOLOGY CRIME
LAWS

New Jersey’s conputer crinme law, N J.S. A 2C 20-23 through 34,
was enacted in 1984 and should be revised to deal with conputer-
related crine in a succinct but conprehensive statutory schene.
Amendnent s shoul d recogni ze technol ogi cal changes, including the
establishment of the Internet, occurring over the last 16 years and in
the future. Sections recommended for revision appear in italics bel ow
(bracketed material renmoved and underlined material added).

e NJ.S A 2C 20-23 should be anended to revise the definition of
“conputer” to be consistent with the federal conputer crine statute
and the definition of “data” to address the issue of data stored on
nedia that are not within the conputer, such as renovabl e di sks and
external disk drives. The section al so should be anended to incl ude
definitions of “Internet” and “personal identifying information.”

2C. 20-23. Definitions
As used in this act:
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a. "Access" neans to instruct, communicate with, store data in,
retrieve data from or otherw se nake use of any resources of a
conput er, conputer system [or] conputer network, or conputer
st orage nedi um

b. "Conputer” means an el ectronic, nagnetic, optical,
el ectrochem cal or other high speed data processing device or
anot her sim |l ar device capable of executing a conputer program
including arithmetic, logic, nenory, data storage or input-output
operations[, by the manipulation of electronic or magnetic
i mpul ses] and includes all conputer equi pnent connected to such a
device, [in a] conputer system or conputer network, but shall not
i nclude an automated typewiter or typesetter or a portable, hand
hel d cal cul ator.

c. "Conputer equipnment” neans any equi pnent or devi ces,
including all input, output, processing, storage, software, or
comuni cations facilities, intended to interface with the conputer.

d. "Conputer network"” neans the interconnection of comrunication
| i nes, including mcrowave or other neans of electronic
comuni cation, with a conputer through renote termnals, or a
conpl ex consisting of two or nore interconnected conputers, and
shall include the Internet.

e. "Conputer progranmt neans a series of instructions or
statenents executable on a conmputer, which directs the conputer
systemin a manner to produce a desired result.

f. "Conputer software" neans a set of conputer prograns, data,
procedures, and associ ated docunentati on concerned with the
operation of a conputer system

g. "Conmputer systent nmeans a set of interconnected conputer
equi pnent intended to operate as a cohesive system
h. "Data" neans information, facts, concepts, or instructions

[ prepared for use] contained in a conputer, conputer system
conput er storage nedium or conputer network. It shall also
i nclude, but not be limted to, any al phanuneric, hexadeci mal or
bi nary code.

i. "Data base" neans a collection of data.

j. "Financial instrunment” includes but is not limted to a
check, draft, warrant, noney order, note, certificate of deposit,
| etter of credit, bill of exchange, credit or debit card,

transacti on aut horization nechani sm marketable security and any
conput er representation of these itens.

k. "Services" includes but is not limted to the use of a
conputer system conputer network, conputer prograns, data prepared
for conputer use and data contained within a conmputer system or
conput er networKk.

| . “Personal identifying information” shall have the neani ng set

forth in subsection a. of section 1 of P.L.1999, c. 117 (N. J. S
2C. 21-17a.), and shall al so include passwords and ot her codes that
permt access to a conputer, data, data base, conputer program
conputer software, conputer equipnent, conputer system conputer
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network or conputer storage nmedium where access is intended to be
secure, restricted or limted.

m “Internet” neans the international conputer network of both
Federal and non-Federal interoperable packet switched data
net wor ks.

N.J.S. A 2C 20-24 should be anended to give the law the ability to
account for the full expense of the harmor |oss caused by an

of fense. The |l aw shoul d include the cost of repairing or renedying
t he harm done by an unlawful act and the cost of generating or
obtaining and storing data as conponents of the total val ue.

2C. 20-24. Val ue of property or services

For the purposes of this act, the value of any property or
services, including the use of conputer tinme, shall be their fair
mar ket value, if it is determned that a willing buyer and willing
seller exist. Value shall include the cost of repair or renediation
of any damage caused by an unl awful act and the gross revenue from
any | ost business opportunity caused by the unlawful act. The val ue
of | ost business opportunity may be determ ned by conparison to
gross revenue generated prior to the unlawful act that resulted in
the | ost business opportunity. [Alternatively, value] Val ue shal
i nclude but not be limted to the cost of generating or obtaining
data and storing it wthin a conmputer or conputer system

N. J.S. A 2C: 20-25 should be anended to provide that al nost al
conduct that conprises conputer crinme falls within that section.
The section should include reference to conputers, conputer
systens, conputer networks, data, databases, conputer prograns and
conput er software. The offensive conduct shoul d be segregated into
a series of steps of types of behavior ranging fromunlawful access
to danmagi ng or destroying conputers. The statute should provide for
gradation of the offense taking into account the degree of damage
caused by the conduct. Also, the statute should nmake clear that the
conduct shoul d be parsed so that a court would be required to

I npose a separate sentence upon a violation for each type of
conduct .

2C. 20-25. Conputer-related theft; unlawful access; damage

A person is guilty of conputer crimnal activity [theft] if he
purposely or know ngly and w thout authorization, or in excess of
aut hori zati on:

a. [Alters, damages, takes or destroys] Accesses any data, data
base, conputer program conputer software, [or] conputer equipment
[existing internally or externally to a conputer], conputer,
conput er system or conputer network;

b. Alters, damages[, takes] or destroys a conputer, conputer
system [or] conputer network, data, data base, conputer program
or conputer software;
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c. Accesses or attenpts to access any conputer, conmputer system
or conputer network, data, data base, conputer program or conputer
software for the purpose of executing a schenme to defraud, or to
obtain services, property, personal identifying information, or
noney, fromthe owner of a conputer or any third party; [or]

d. [Aters, tanpers with, obtains, intercepts, damages or
destroys a financial instrunent] Obtains, takes, copies or uses any
data, data base, conputer program conputer software, persona
identifying information, or other information stored in a conputer
or conputer storage nedium or

e. Accesses any conputer, conputer system conputer network,
data, data base, conputer program conputer software, or conputer
equi pnent and recklessly alters, damages or destroys a conputer
conput er system conputer network, data, data base, conputer
program or conputer software.

A violation of subsection a. is a disorderly persons offense. A
vi ol ati on of subsection b. is a crinme of third degree, except that
it is acrinme of the second degree if the value of the danage
exceeds $75,000. A violation of subsection c. is a crinme of the
third degree, except that it is a crine of the second degree if the
val ue of the services, property, personal identifying informtion,
or noney obtained or sought to be obtai ned exceeds $75, 000. A
vi ol ati on of subsection d. is a crinme of the fourth degree, except
that (1) it is a crinme of the third degree if the data, data base,
conput er program conputer software, or information has a val ue of
$500 or nore, or it is or contains personal identifying
i nformation, medi cal diagnhoses or treatnents, or governnent al
records or other information that is protected fromdisclosure by
|l aw or rule of court, and (2) it is a crinme of the second degree if
the data, data base, conputer program conputer software, or
informati on has a value of $75,000 or nore. A violation of
subsection e. is a crinme of the fourth degree, except that is a
crime of the third degree if the value of the danage is $75, 000 or
nore. A violation of this section is a crine of the second degree
if the offense results in a substantial interruption or inpairnent
of public conmunication, transportation, supply of water, gas or
power, or other public service.

A violation of any subsection of this section shall be a distinct

of fense froma violation of any other subsection of this section,
and a conviction for a violation of any subsection of this section
shall not nerge with a conviction for a violation of any ot her
subsection of this section or section 10 of P.L.1984, c. 184
(N.J.S. 2C.20-31), or for conspiring or attenpting to violate any
subsection of this section or section 10 of P.L.1984, c. 184
(N.J.S. 2C. 20-31), and a separate sentence shall be inposed for
each such conviction.

N.J.S. A 2C 20-26 through 30 and N. J.S. A 2C:. 20-32 shoul d be
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repeal ed as the provisions of those sections would be incorporated
into the revised N.J.S. A 2C 20-25.

Amendnents to N.J.S. A 2C 20-31 and N.J.S. A 2C:. 20-33 shoul d be
made so those sections reflect the amendnents to the conputer crine
stat utes.

2C. 20-31. Disclosure of data fromwongful access[; no assessable
damage; degree of crine]

A person is guilty of a crime of the third degree if he purposely
and wi thout authorization, or in excess of authorization, accesses
a conputer, conputer system conputer network, data, data base,
conputer program conputer software, or conputer equi pnent [or any
of its parts] and directly or indirectly know ngly or reckl essly
di scl oses or causes to be disclosed data, data base, conputer
software, [or] conputer prograns[,] or personal identifying
i nformation [where the accessing and di scl osi ng cannot be assessed
a nonetary val ue or |oss].

2C. 20-33. [Copy or alteration of programor software with val ue of
$1,000 or less] Affirmative defense

[ The copying or altering of a computer program or conputer
software shall not constitute theft for the purposes of chapters 20
and 21 of Title 2C of the New Jersey Statutes or any of fense under
this act if the conputer program or conmputer software is of a
retail value of $1,000.00 or less and is not copied for resale.] It
shall be an affirmative defense to a prosecuti on pursuant to
subsection d. of section 4 of P.L.1984, c. 184 (N. J.S. 2C: 20-25)
that the actor obtained, copied or accessed a conputer program or
conputer software solely for personal use, that the program or
software had a retail value of less than $1000 and that the
defendant did not disseminate or disclose the program or software
to any other person. It shall be the burden of the defendant to
prove by clear and convincing evidence this affirmative defense.

INCREASE, TRAIN AND COORDINATE LAW ENFORCEMENT RESOURCES

Training for the Conputer Analysis and Technology Unit (CATU) in
the Division of Crimnal Justice and the Hi gh Technol ogy Crinme and
| nvestigations Support Unit (HTC& SU) in the Division of State
Pol i ce should be maintained at |evels that ensure that these units
keep stride with devel opnents in and increased use of technol ogy.
As computer related-crines increase, resources allocated to these
units should simlarly increase in order to permt the continued
ef ficient operation of investigative and prosecutorial functions.

In addition to | aw enforcenent personnel, it is critical that
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i nvestigators and attorneys who enforce civil laws that are used to
conbat illicit online conduct (such as the Consuner Fraud Act and
the Law Against Discrimnation) receive training in order to remain
current with technol ogi cal devel opnents and i nvestigative and
litigation techniques related to conputer evidence. Therefore,
ongoi ng training of enployees of the Division of Consuner Affairs,
Division of Law and Division of Cvil R ghts should remain a
priority. Further, periodic reviews of staff and equi pnment |evels
shoul d be conducted and those | evels adjusted as conputer-rel ated
cases increase.

The Departnent of Personnel, coordinating closely with the

St at ewi de Conputer Crine Task Force, should explore ways to
conpensat e key conputer crine enforcenent personnel to allowthe
State to be conpetitive with private industry.

Each prosecutor’s office should be encouraged to consider
establishing a specialized unit dedicated to conputer-related crine
or forensics, such as the High-Tech Crines Unit in the Union County
Prosecutor’s Ofice. Assisted by the Statew de Conputer Crine Task
Force, police departnents shoul d assess whether they also could
benefit from establishing such units. At a mninmm every
prosecutor’s office and police departnent should send primary and
back-up personnel to conputer crinme and forensics training and give
themresponsibility for such matters within the office or

depart nment.

Computer crinme and forensics curricula should be devel oped for a
conplete “train-the-trainers” programfor investigators, police,
deputy attorneys general and assistant prosecutors who investigate
and prosecute conputer-related crine. Training available from
federal agencies and private organi zati ons shoul d be incorporated
into the program Study of the Division of Crimnal Justice's
recently issued New Jersey Conputer Evidence Search & Seizure
Manual should be integrated with the training.

The Statew de Conputer Crine Task Force should continue to help to
coordi nate conputer crine control activity anong federal, state,
county and nunici pal participants. Al agencies with dedicated
conputer crine control units or personnel should participate at
sone | evel. The task force should pronpte and coordi nate effective
security measures for |aw enforcenment conputer networks and

el ectroni ¢ communi cati on t hroughout New Jersey.

Law enf orcenent agenci es shoul d encourage their conputer crine
control staff to becone nenbers of the Hi gh-Tech Crine Network, the
Nor t heast Chapter of the Hi gh Technol ogy Crine Investigation

Associ ation or conparabl e organi zati ons by subsidi zing the cost of
menber ship and providing work tinme to participate in organization

141



events.

INCREASE PREVENTION AND EDUCATION

Adul ts need to develop “street smarts” about the information
superhighway in order to protect thenselves and their children from
conputer crimnals. Therefore, all school district and community
col | ege adult and extension education progranms should offer
instruction on conputer crime recognition and prevention. Four-year
col | eges and universities should build into their curricula
conponents that alert students about online dangers.

Al'l public libraries should have at | east one Internet access

term nal that uses software to screen out offensive material and
prevent children from providi ng personal information over the
Internet. Children’s library access to the Internet should be
limted to such term nals unless they have parental consent to use
unrestricted termnals. Termnals with unrestricted Internet access
and reserved for adults should be arranged so that only the user
can observe the screen.

Al'l public schools should determne if there is a need to instal
nonitoring or tracking software on their |nternet-connected
conputers and periodically review student use to detect behavior
that warrants counseli ng.

Al'l public school teachers whose courses involve student use of the
I nternet should receive training in the instruction of Internet
safety and the application of critical thinking skills to online

i nformation. Public school teachers can use the resources of the
Educati onal Technol ogy Training Centers (ETTCs), that include
Internet safety training in each training session that addresses
Internet activities, and the Conm ssion on Hol ocaust Educati on,
which works with the ETTCs to offer special training sessions that

i ncorporate topics such as Internet safety and fal se information
about the Hol ocaust.

Even though 95 percent of the schools in New Jersey al ready have an
acceptabl e use policy, it is crucial that every public school
district should adopt and fully inplenment acceptable use policies
for filtered and unfiltered stations on their networks. Model
accept abl e use policies are avail able on the Departnent of
Education Wb site (ww. state.nj.us/njded/techno/htcrine/aup. htm.

The Departnent of Education (DOE) should ensure that all public
school districts fully inplenment the H gh Technol ogy Crines and
I nteractive Conmputer Services Protection Act, which took effect on
May 1, 1999. The DOE addresses the requirenents of the |aw through
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a variety of neans, including a special Wb site | ocated at

wwmw. st ate. nj.us/njded/techno/htcrinme. The Wb site offers

i nformati on about where guidelines and curriculummaterial on the
et hical use of conputers, Internet safety, evaluating Wb sites and
filtering information may be accessed. The Wb site is constantly
evolving to neet the needs of schools on the potential risks and
dangers related to interactive conputer services.

Consi deration should be given to providing additional resources to
t he Comm ssi on on Hol ocaust Education so that it can study the
extent of false and m sl eading i nformation about the Hol ocaust on
the Internet. Then, the Conm ssion should present its findings
about the harnful effects of such information to the Departnent of
Law and Public Safety, the Departnent of Education and |ocal school
districts for incorporation into Internet safety warnings and
curricul a.

The Departnent of Law and Public Safety should issue safe computing
guidelines on a Wb site and publicize its availability. This woul d
i npl enent a key responsibility given to the Departnent by the High
Technol ogy Crines and Interactive Conputer Services Protection Act.

I nternet service providers should be encouraged to prepare
carefully, and to enforce strictly, terns of service agreenents
with their custonmers in order to bar material containing
expressions of hate, indulging in child pornography or
exploitation, touting get-rich-quick schenes, or encouraging other
of fensive activity. Custoners should patronize only those | SPs that
can denonstrate a significant track record of excluding such

of fensi ve content.

ACCESS TO ELECTRONIC RECORDS OF INTERNET USE

I nternet service providers should be required to maintain their
custoners’ session records so that |aw enforcenent authorities can
make properly authorized inquiries concerning online crimnal
activity or wongdoing. The exact period for nmandatory retention
shoul d be determ ned by the technical capability to store such
records and the needs of |aw enforcenent, as determ ned by
experience with previous investigations.

State | aw should be reviewed to determ ne whether a new lawis
needed in order to provide the state Attorney General additional
authority to issue adm nistrative subpoenas for conputer records.

New Jer sey shoul d pass |l aws requiring any corporations doing

business in this state to conply, within five days of service, with
conpul sory process from proper authorities in this or other states

143


http://www.state.nj.us/njded/techno/htcrime

seeking information and records of electronic comrunication
services or renbte conputing services |ocated outside New Jersey.
Al ternatively, New Jersey should encourage a new i nterstate conpact
t hat woul d hel p ensure enforcenent of out-of-state subpoenas and
warrants stemm ng fromlnternet investigations.

ONLINE PRIVACY

By formal resolution, and in cooperation with the State’'s Executive
Branch, the New Jersey Legislature should call upon the federal
governnment to enact and inplenment the follow ng new federal |aws,
enforced by the Federal Trade Conmi ssion (FTC), to enhance privacy
i n cyberspace:

¢ Wb sites, online vendors and interactive conputer services
shoul d be prohibited fromcollecting or storing information
regardi ng subscribers or custonmers w thout proper protection of
privacy interests. Unless dissem nation of the information
collected is necessary to further the custoner/vendor comrerci al
rel ati onshi p, the subscriber or customer should be fully inforned
of the potential dissem nation and given an opportunity to
preclude it (“opt out”) by w thhol ding consent. A procedure
shoul d be established to informthe subscriber or custoner of the
i nformati on mai ntai ned about himor her and to permt correction
of any errors. The | aw should require the FTC to pronul gate
regul ations to protect the privacy of the personal information
coll ected over the Internet fromor about private individuals who
are not covered by the Children’s Online Privacy Protection Act
of 1998. State attorneys general should be authorized to bring
federal actions against violators upon giving notice to the FTC.

¢ Using, or causing to be used, an electronic mail service
provider’s systemin violation of its policy prohibiting or
restricting the use of its service or equipnment for unsolicited
el ectronic mail commercial advertisenents should be prohibited.
Provi ders shoul d be afforded significant civil renmedi es agai nst
violators, including |iquidated damages set forth in the statute
and attorney’s fees.

¢ Sending unsolicited comrercial electronic mail to another person
shoul d be prohibited if the other person asks that it not be
sent. Specifically, the law should forbid failing to conply with
the request of a recipient of unsolicited e-mail, delivered to
the sender’s e-mail address, to stop sending such nessages. The
| aw al so should require the person initiating any such e-mail to
provi de a bona fide nane, physical address, e-nmil address and
t el ephone nunber, as well as notice that no further transm ssions
wi || occur upon receipt of a request to end them Civil renedies
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shoul d be afforded to state attorneys general and aggrieved
private individuals.

¢ Sending unsolicited e-mail containing a false or msappropriated
name of the sender, e-mail return address, or nane and phone
nunber of a contact person should be prohibited. The | aw al so
shoul d bar sending an unsolicited e-mail to an interactive
conput er service with know edge that the nessage falsifies an
I nt ernet donmai n, header information, date or tinme stanp,
originating e-nmail address or other identifier. Lastly, the |aw
shoul d forbid using, creating, selling or distributing any
conput er software that creates on an e-mail nessage fal se
I nt ernet donmai n, header information, date or tinme stanp,
originating e-nmail address or other identifier.

New Jersey should enact a | aw prohibiting public, charter and
private schools fromdisclosing personal information about students
on their Wb sites without first receiving parental consent to the
extent allowed under the federal Fam |y Educational Rights and
Privacy Act.

RESTRAINING ONLINE SALES

Consi deration should be given to adopting legislation to authorize
the New Jersey State Board of Pharnmacy in the Division of Consuner
Affairs to license out-of-state pharnaci es doi ng busi ness with New
Jersey residents over the Internet.

A new federal |aw should be passed permtting state attorneys
general to seek injunctive relief in federal court against those
violating state laws regulating Internet sales of intoxicating

| i quor and tobacco.

Federal |egislation should be adopted prohibiting the sale of guns,
anmuni ti on or expl osives over the Internet.

ESTABLISH AND PUBLICIZE HOTLINES AND COMPLAINT PROCESSES

The Statew de Conmputer Crine Task Force should set up a 24-hour
toll-free hotline tel ephone service to receive conpl aints of
conputer-related crime. The nunber shoul d be publicized as a pl ace
to report online child pornography, cyber-stal king, threats of

viol ence in schools or el sewhere, online fraud, and unauthorized
intrusions into conputer systens.

The Departnent of Law and Public Safety’s Wb site for safe
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conputing gui delines should include electronic forns for filing
conpl aints of conputer-related wongdoing with enforcenent
agenci es.

MAINTAIN PROHIBITION ON INTERNET GAMBLING

e As an unauthorized formof ganbling, Internet ganbling is illegal
in New Jersey, and the prohibition on such ganbling should be
mai nt ai ned.

* New Jersey shoul d not encourage additional |egalized ganbling and
shoul d continue to support passage of Senator Kyl’'s Internet
Ganbl i ng Prohibition Act of 1999 ("Kyl Bill") and its House
equi val ent by Congress. New Jersey should simlarly support
stringent enforcenment of the Kyl Bill as well as the 1961 Feder al
Wre Act as it pertains to Internet ganbling.

* As one of the nmeans of enforcing a prohibition of Internet ganbling
by New Jerseyans, specific |egislation addressing the issue should
be considered. For exanple, it nmay be possible to devel op
| egi sl ation that woul d di scourage credit card and ot her financi al
servi ce conpanies fromproviding the neans to engage in illegal
I nt er net ganbl i ng.

e In the event a federal prohibition of Internet ganbling is not
enacted, and state attenpts at prohibition prove to be ineffective
or contrary to New Jersey’s interests, the regulation of I|nternet
ganbl i ng shoul d expeditiously be reconsi dered.

* * %

The State Comm ssion of Investigation and the Attorney General wish to
extend special thanks to the follow ng staff who assisted in the
preparation of the joint public hearing and this report:

* Robert J. dark, Deputy Director, State
Comm ssion of Investigation

e Christopher G Bubb, Chief, Conputer
Anal ysi s and Technol ogy Unit, D vision of
Crimnal Justice

e Brian J. Litten, Chief Legislative
Counsel, O fice of the Attorney Ceneral

 Anwy E. Melick, Legislative Counsel,
Ofice of the Attorney Ceneral
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